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Summary

In recent years, central banks in several major countries, including Russia and the
United States, have been exploring the creation of digital assets, commonly known as
central bank digital currencies (CBDCs).

Russian policy discussions about the creation of a digital ruble center on its potential
utility for facilitating international trade and mitigating the impact of sanctions.

'The advantages for Russia of CBDCs, including enhanced cross-border payment
capabilities and reduced transaction costs, are fairly straightforward. They could
provide Russia with alternatives to traditional payment systems like SWIFT that it
lost access to as a result of Western economic sanctions introduced in the wake of the
full-scale invasion of Ukraine in early 2022.

The digital ruble project initiated by the Russian central bank in 2020 has progressed
rapidly, with real-world testing involving several commercial banks and clients now
under way. Positioned as a retail CBDC, the digital ruble is intended to integrate
seamlessly into everyday transactions. However, several important challenges persist,
ranging from public skepticism toward CBDCs and concerns over state surveillance
to integration costs for banks and the difficulties of aligning the digital ruble with
international CBDC standards.



More broadly, Russia's CBDC efforts face competition from countries like China,
which has made more progress in testing a CBDC and its associated infrastructure.
China has also made more strides in fostering international collaboration. That state
of affairs may ultimately increase Russia’s overall dependence on China. Meanwhile,
Russia is trying to galvanize efforts within the BRICS group of countries to promote
CBDC usage and alternative ways of making cross-border payments. The potential
success of Russia and China in this field does not pose an immediate threat to either
the dominance of the U.S. dollar or the viability of the existing Western sanctions
regime, but it does pave the way for gradual yet significant changes to the global
financial system as we know it.
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Introduction

The unprecedented Western sanctions campaign since February 2022 has significantly
affected Russia’s international settlements and payments infrastructure.! Russian
businesses have been forced to invent temporary solutions and switch to alternative
currencies, which often increases transaction costs. Despite concerted Russian efforts
to circumvent sanctions, including by forging partnerships with third-party nations,
the obstacles created by a coalition of G7 countries have disrupted foreign trade
operations and deepened Russia’s reliance on China.

Western banks swiftly severed ties with Russian entities almost immediately after
the full-scale invasion of Ukraine. Following the release of a U.S. executive order
in December 2023 that created a framework for imposing secondary sanctions on
facilitators of transactions linked to the Russian defense sector,? banks in China
and parts of the Middle East reduced their exposure to Russian counterparties.
This intensified pressure has left Russian companies grappling with heightened
transactional challenges.

Russian financial authorities are trying to devise solutions to a tricky problem that is
intertwined with the intricacies of international settlements and payments.’ For many
Russian companies, international payments are hindered by sanctions. Additionally,
foreign banks often choose to refuse transactions or close accounts for Russian firms,
avoiding the costly burden of compliance. The Kremlin and the central bank are
discussing a range of possible options with the Russian private and financial sector.
They have already granted businesses the flexibility to use various options, including
digital assets and cryptocurrencies for overseas activities.’


https://carnegieendowment.org/politika/87814
https://carnegieendowment.org/politika/87814
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/12/22/executive-order-on-taking-additional-steps-with-respect-to-the-russian-federations-harmful-activities
https://www.rbc.ru/finances/16/02/2024/65cf6fba9a7947e4b430d5bc
https://www.vedomosti.ru/industry/industrial_policy/articles/2024/03/26/1028147-zhiznenno-vazhno-zamestit
https://www.vedomosti.ru/economics/articles/2022/07/11/930869-minfin-dopustil-barter
https://www.kommersant.ru/doc/6663757

As the authorities seek to mitigate the impact of sanctions, the logical next step could
be the adoption of central bank digital currencies to facilitate cross-border payments.
Part of their motivation is the fact that Russia’s main trading partner, China, is
already extremely advanced in this field. Crucially, transactions in CBDCs do not
require the use of the SWIFT international payment network, from which a large
part of the Russian banking system was disconnected in 2022. Originally conceived
solely as a financial technology innovation, CBDCs are being increasingly seen
through a political lens as well, as a result of sanctions.

In 2024, Russia holds the BRICS presidency. One of the key points on Russia’s
agenda for the BRICS+ leaders’ summit in Kazan in October is the creation and
promotion of the BRICS Bridge system, a platform for settlements in CBDC.¢ This
effort encompasses the sovereignty of cross-border settlements and the creation of
joint payment mechanisms that do not use SWIFT and are inaccessible to Western
regulators. Of course, BRICS+ is not in a position to undermine the dominance

of the U.S. dollar in the global financial system in the near term. And while the
issue of cross-border payments may be critical for Russia, China’s leaders are not
terribly preoccupied by the fact that the threat of secondary sanctions is affecting the
behavior of their country’s financial institutions—at least for now.

So far, technology-related sanctions have had a very limited impact on the
development of the digital ruble. On the one hand, Russia has shown that it

can adapt to such challenges. On the other hand, a CBDC is not a panacea for
circumventing sanctions, especially since Russian efforts are still only at the testing
stage. But given that financial sanctions are creating bottlenecks even as Russian
cooperation with China is increasing, the G7 countries have started to keep an eye
on CBDC:s. The U.S. Office of Foreign Assets Control (OFAC) has already sanctioned
crypto exchanges and the Russian developer of a digital financial asset platform. So
far, nothing related to CBDCs has been targeted by U.S. or European Union (EU)

sanctions policymakers.

Amid these external pressures, Russia also faces challenges in the form of public
distrust of this novel form of currency and banks’ reservations regarding CBDCs.
Despite the fairly advanced level of financial services available on the Russian
market, average Russians are extremely wary of relying on financial mechanisms and
infrastructure that are forced on them by the state.

This paper examines the current status of the digital ruble and whether it could

serve as a strategic tool for the Kremlin to navigate sanctions, given the complexities
surrounding its implementation.
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Russia’s Efforts Toward Currency Digitalization

The Bank for International Settlements found that of eighty-six central banks surveyed,
93 percent of them were engaged in some form of work on a CBDC, but the issue is
broader still:” 134 countries are exploring CBDCs, among which the Bahamas, Jamaica,
and Nigeria have officially launched CBDCs.® In the meantime, China, Brazil, and
India are actively piloting CBDC projects.’

CBDC:s are effectively a central bank cryptocurrency. Unlike ordinary crypto, CBDCs
are issued by the state, represented by the central bank. This state issuance is what
completes the transformation of a digital asset into money. There are generally three
types of CBDC, and each serves its own purposes: retail, designed to work as a digital
currency equivalent and available to the general public, thus allowing users to make
everyday payments and transactions; wholesale, intended for use between financial
institutions such as banks or large corporates, and not meant for direct access by the
general public; and hybrid, which combines features from both of

these approaches.'

Among the main advantages of CBDCs are: a reduction in transaction costs, including
through reducing the burden on banks and payment systems; improvement of
accessibility and sustainability of retail payments; and increased opportunities for cross-
border payments (if residents of one country have access to the CBDC of another
country)." In terms of architecture, there are two types: direct (interaction between the
CBDC user and the central bank) and two-tier (interaction between the CBDC user
and the central bank occurs through intermediaries, usually commercial banks)."?

In 2020, the Bank of Russia began its journey toward the introduction of a digital ruble,
progressing from conceptualization to real-world testing with various banks within a
span of three years. In August 2023, the central bank launched an experiment involving
thirteen banks to evaluate payment transactions using digital rubles.”> Opting for the
retail CBDC model, the digital ruble is designed to be securely stored in specialized
wallets directly managed by the Bank of Russia. This arrangement grants the central
bank complete oversight over the issuance and circulation of digital rubles. Importantly,
the exchangeability of digital rubles for either physical cash or non-cash equivalents (that
is, bank deposits) will occur at a fixed ratio of 1:1.

Operating within a two-tier system, individuals may conduct transactions using digital
rubles through designated bank applications. Presently, an active testing phase involves
twelve banks and select clients, with plans for expansion in 2024 to include nineteen
additional banks and a broader user base." Widespread integration of the digital ruble
into everyday financial practices is slated for 2025." It is worth noting that the issuance
of the digital ruble won’t involve the emission of additional currency, but will represent a
restructuring of the money supply, redistributing portions of cash and deposits in favor
of the CBDC.'® This means that the issuance of the digital ruble will be inflation neutral
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and will have no impact on banks’ balance sheets. The digital ruble will use a secure
and transparent system like blockchain to keep track of the currency. In this system,
“tokens” will act as digital units representing the ruble for transactions.

By starting actual CBDC tests, Russia has advanced further than the EU, where the
European Central Bank (ECB) is still in the preparatory phase of testing the digital
euro, let alone the United States, which has not yet made a decision on whether to
pursue or implement a CBDC."”

Like Russia, the ECB is working on a retail version of a digital currency within

a two-tier architecture, using banks as intermediaries between individuals and
the ECB. The preparatory phase includes finalizing the digital euro rulebook and
selecting providers that could potentially develop a digital euro platform and
infrastructure.'”® The decision on whether to ultimately issue a digital euro will be
made at a later stage.

What is the difference between CBDC and cryptocurrencies?

Money combines three functions: a means of circulation (payment), a means of saving, and a
unit of account. Many assets can be used for exchange from time to time, that is, they can act as
a means of circulation. But in order to become a means of saving, they must already have a stable
value. Finally, only widely recognized means of saving can serve as a measure of value, the unit of
account through which the prices of goods, services, and assets are determined. The value of fiat
money, which is not backed by precious metal such as gold, is based on trust in those who create
it—commercial banks—and in the regulators who ensure the stability of the monetary system
and thus that money fulfills its basic functions. Today, all money is fiat in origin.

Since 2000, the evolution of financial and payment technologies has ushered in a novel class of
digital assets. The best-known examples of money surrogates today include cryptocurrencies
and stablecoins. Cryptocurrencies are digital assets that are recorded automatically without
the involvement of banks or other regulators: each user keeps a copy of a list of records of all
transactions with a given cryptocurrency since its inception. Stablecoins are cryptocurrencies
with additional built-in mechanisms to maintain the stability of their value: for example,

by depositing fiat collateral at a 1:1 ratio or through issuer transactions similar to currency
interventions.

In reality, stablecoins and cryptocurrencies are not quite money. Money is a social agreement:

we accept money in transactions because we expect other people to accept that money from us
afterwards. The money we know as fiat money, the currencies that are issued by central banks,
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currently represent the only money that has universal acceptance in the economy. That is not
how cryptocurrencies and stablecoins work. CBDCs, however, are also issued by the central bank,
making them a full-fledged form of money.

The collapse of the TerraUSD stablecoin and its “twin” Luna in May 2022, when the value of
the third largest stablecoin, which should have always been $1, collapsed to almost zero in

just a few days, was the biggest shock in the crypto sector to date.” The prices of many other
cryptocurrencies have collapsed by 90 percent or more from their peaks in 2021.The drop in
value and flight from illiquid cryptoassets underscores the risks to financial stability. Regulators
such as the U.S. Securities and Exchange Commission have emphasized that addressing these
risks, along with various types of scams and fraud, is an urgent policy challenge.

Cross-Border Transactions

One of the main advantages of CBDC:s is the opportunity to significantly

simplify and accelerate cross-border settlements (provided that the appropriate
infrastructure is created). Outlining three scenarios for CBDC development, the
International Monetary Fund singles out cross-border operations in each of them.?
Their parameters and volumes can be regulated by international agreements. Such
transactions will not require traditional interbank interaction, which means there will

be no need to use SWIFT.

Following the cutting off from SWIFT of major Russian banks, the Russian authorities
are looking for a systemic solution for those involved in international economic
activity. Use of cross-border transfers to a CBDC may provide an attractive solution,
especially since the Bank of Russia intends to make the digital ruble platform
interoperable with other CBDC platforms. Even before February 2022, Bank of
Russia officials had hinted that this decision was a way to reduce Russia’s dependence
on SWIFT.”

Foreign banks may be able to open digital ruble accounts from 2025, according to
draft instructions from the Russian central bank.?? Such an opportunity should
primarily interest foreign banks that service international economic activity. By
connecting to the Bank of Russia platform, they will be able to open accounts in
digital rubles under the same principle as correspondent accounts. However, if the
digital ruble or operations involving it become a target for Western sanctions, foreign
banks will lose any desire to work with it.
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Specific talks on interfacing digital currency platforms are already under way with
China, and a pilot could be launched in 2024, according to Anatoly Aksakov, head

of the Russian Duma’s finance committee.” The main risk for Russia is falling into
even greater dependency on China.** In just two years, yuan-denominated trade on
the Moscow Exchange (MOEX) went from almost nothing to nearly 54 percent

of all transactions on the market.” In December 2023, 35.8 percent of Russia’s
exports were purchased in yuan, along with 37 percent of imports. At the same time,
exports in foreign currencies reached their highest level since January 2022 ($2.8
billion of the total $5.4 billion was settled in yuan).?®

Since Biden’s December 2023 executive order on secondary sanctions, Russian
businesses have increasingly encountered problems in “friendly” countries such as
Turkey, the UAE, and China. This pressure campaign means that the yuan will be
used even more. Sanctions against the Moscow Exchange and the threat of secondary
sanctions have significantly limited the ability of Russian firms to settle cross-border
transactions, but have not closed it completely. Shared platform solutions for the
digital ruble and RMB could be a solution to this problem. However, having moved
much further ahead of Moscow on the CBDC issue, Beijing is unlikely to agree to a
Russian solution. It’s a crucial matter of independence and economic sovereignty for a
country to control the technology behind its digital currency: using another country’s
technology could give that other country power over the first country’s economy.

Lagging Behind China

China has been actively testing a retail version of the digital yuan since 2019,”” and
it is considered as cash in circulation. The issuance and management of digital
yuan accounts are not directly handled by the People’s Bank of China; instead,
commercial banks act as intermediaries, interacting with users. The digital yuan
has undergone extensive pilot trials, encompassing over a million scenarios within
the first two years,*® including utility bill payments, tax payments, tickets for public
transport, consumer purchases, and even the converting of digital yuan to paper cash
via ATMs.” By June 2023, digital yuan transactions had surged nearly twentyfold,
reaching a total value of 1.8 trillion yuan (approximately $250 billion), with a total
issuance of 16.5 billion yuan.*® While this constitutes only 0.16 percent of the total
cash in circulation, that proportion has grown by 20 percent since the end of

2022. Widespread adoption is reflected in the opening of 200 million digital
wallets nationwide.
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Parallel to the retail digital yuan, China is also developing a wholesale digital
currency for financial intermediaries involved in cross-border transactions, primarily
banks. Trials of digital yuan transactions with Thailand, Hong Kong, and the

UAE have been conducted,” utilizing the Bank for International Settlements’
mBridge platform.** Notably, there is no information regarding the Bank of Russia’s
participation in these experiments, and joint CBDC projects between Russia and
China have not been reported. Both the digital ruble and digital yuan are being
developed independently, and they probably will not be compatible as retail CBDCs
for the foreseeable future. Most likely the interaction will be built around the
wholesale CBDC:s.

As part of its BRICS chairmanship, Russia has proposed creating a platform for
settlements in digital currencies: the BRICS Bridge. “Technological gateways for
settlements in digital currencies of central banks are already in operation,” Russian
Finance Minister Anton Siluanov has said.** In 2022, the BRICS nations signed an
agreement to develop a common payment platform, expected to be operational by
2025.%% In February 2024, BRICS finance ministers supported a proposal to create
independent channels for settlements between banks of different jurisdictions, but
without specifics. For now, such Russian-backed ideas exist mainly as concepts and
are not formally part of any BRICS work plan.®

Among the BRICS countries, China’s pioneering role in CBDC issuance puts it in
a position to set standards for this new form of money: primarily the blockchain on
which CBCDs will run, the type of CBDC, and the platform itself. India is piloting
both wholesale and retail CBDCs,*® but the Reserve Bank of India has publicly

said that there is no rush to implement them on a large scale.”” The technologically
advanced Beijing is likely to establish its own terms and rules for the platform’s
operation, potentially with Moscow playing a supportive role.

Iran is also a potential partner, given existing agreements between Moscow and
Tehran to interface the Russian Mir and Iranian Shetab payment systems, but the
size of cross-border trade remains modest.*® Although a policy decision has been
taken to enable the interoperability of payment systems, implementing an IT solution
and fine-tuning processes to synchronize transactions will take additional time and
require customization. Additionally, among Russia’s neighbors, Kazakhstan is actively
testing its own CBDC, the digital tenge, with the first transaction taking place in
November 2023.%

Still, even if technological compatibility is achieved, challenges such as determining
the currency for pricing (currently done through the dollar), managing exchange
rates, and addressing currency turnover will need to be resolved in any collaborative
CBDC initiatives.
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State Control and Public Distrust

Under current legislation, the digital ruble will have a phased rollout, initially for
individual settlements and subsequently to be extended for corporate use. Notably,
during the initial stage, commercial banks will be precluded from issuing loans in
digital rubles. Instead, those banks will be able to establish digital ruble wallets for
clients on a specialized platform. The banks will only be intermediaries, and digital
ruble transactions will not require them to create additional reserves. The balances
of clients’ wallets on the digital ruble platform will not be reflected on the banks’
balance sheets, ensuring a clear demarcation of assets. The safety of funds within
these wallets will be guaranteed by the Bank of Russia. This also means that all
digital ruble circulation will be under state control and surveillance.

Crucially, the digital ruble will not accrue interest in these wallets, distinguishing

it from traditional savings mechanisms. Consequently, the digital ruble’s primary
utility lies in facilitating settlements rather than serving as a savings instrument. This
delineation raises questions about its categorization as true “money” in the traditional
sense, positioning it more as a monetary means of payment.

The digital ruble’s functionality is expected to extend to offline payments, as assured
by the Bank of Russia, although practical testing of this capability is yet to be
conducted and is anticipated over the next eighteen months.*’

One of the main questions is whether there will be demand from individuals for this
type of money. Thirty-four percent of respondents to a CFA Institute global survey
were against the launch of a CBDC in their country.*’ Russia’s central bank itself

is modeling very cautious possible demand for its CBDC. The two main risks here
are inflation and the public’s fear of greater vulnerability to the state. According to a
2023 poll by the state-run VTsIOM sociological institute, 70 percent of Russians are
aware of the launch of the digital ruble, but only 30 percent would like to use it.**
Unsurprisingly, roughly half of respondents could not answer a question about the
purpose of digital currency. Due to the lack of interest on deposits in digital rubles or
cashback (as in the case of non-cash rubles), the new type of money is likely seen as
less attractive for saving and more vulnerable to inflation.

The second risk associated with the digital ruble revolves around the potential
complete de-anonymization of transactions. While this feature, in theory, could
curtail opportunities for corruption, tax evasion, and other financial crimes, it
concurrently raises concerns about heightened government interference in people’s
private lives. The central bank’s directive outlines that Russians wishing to obtain an
electronic wallet must be registered on the Gosuslugi website—an online platform
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for state services operated by the Russian government—and possess at least a simple
electronic signature.*® In other words, without a Gosuslugi account, citizens will not
have access to the digital ruble. People registered with Gosuslugi are now receiving
electronic conscription notices, which further dampens popular enthusiasm.**

Another issue surrounding Gosuslugi’s involvement that could prompt further
public reluctance is a constant increase in fraudulent use. Exact figures are not
disclosed, but according to a police spokesperson in Tatarstan, one of Russia’s largest
regions, complaints that Gosuslugi accounts have been hacked are received daily.®
Additionally, the central bank retains the authority to restrict access to digital rubles
in the event of emergency situations or operational failures, with an obligation to
provide approximate timelines for the restoration of access on its website.

Early on, there were concerns that the state might mandate the use of digital rubles
for certain payments, such as pensions.*® A precedent was set when, in response

to international sanctions in 2014, Russia developed a national payment system
and introduced the Mir card as a rival to Visa and Mastercard. By 2018, any state
payments were exclusively credited to Mir cards, compelling a significant portion

of the state sector to adopt domestic payment cards.” Given this historical context
and the novelty of digital ruble technology, there are apprehensions that it might be
initially treated as an experimental means of payment for the next few years.

Additional concerns center on the possibility that the digital ruble may become an
element of the architecture of surveillance and control of public spending.*® There has
been speculation that digital rubles provided as part of state social payments will have
an “expiration date” or that they will be “colored,” meaning they can only be spent

on certain items and in a certain place.”’” For example, payments allocated to large
families and earmarked for the children could only be spent on children’s items. This
means that redirecting so-called “colored funds” even within the state budget may
become problematic. The authorities, however, have promised that digital money will
not have a shelf life.

Some statist and conservative voices in the Russian leadership favor issuing rubles to
pay for certain expenditures.”® The launch of the digital ruble may encourage them
to think about digital issuance, for example, for military-related expenditures. The
Bank of Russia’s position on this issue is the same as with regular emission. Targeted
spending is only the first step in spending money. In the cost of a tank or a road,

a significant part is made up of wages, materials, and logistics. Funds allocated for
specific purposes enter the economy and begin to circulate freely, sparking demand
for a wide range of goods and services fairly quickly. And since supply cannot adjust
to demand with such speed, prices will rise. Accordingly, it can be concluded that the
government’s economic bloc is likely to oppose the use of the digital ruble to pay for
additional government spending,.
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Technological Challenges

According to the Russian central bank’s financial market development strategy, the
introduction of the digital ruble should happen by 2030.5' The Bank of Russia has
said that sanctions have accelerated the timing of the digital ruble project: the launch
of a pilot project using real transactions and clients was brought forward from 2024
to 2023, since Russia desperately needs to develop an alternative way of making
settlements and payments.”* The tests included operations to buy and sell digital
rubles from a non-cash account, transfers to digital wallets between individuals,
transfers to wallets in other banks, and payments to legal entities.

The platform solution for the digital ruble is being developed in-house by the

central bank, and therefore takes into account the risks of tougher sanctions,
including restrictions on the operation of the I'T sector and the export to Russia of
key technologies needed by the financial sector. The central bank has experience

in creating and designing payment systems with sanctions in mind: in response to
the 2014 restrictions, a Russian analog of SWIFT—the Financial Messaging System
(SPFS)—was created.’® This part of a national payment system also includes a
subsidiary of the central bank: JSC NSPK (on the sanctions list since February 2024).”
All domestic payments made with bank cards using international payment systems
are processed through JSC NSPK.5¢ Moreover, the use of SWIFT within Russia has
been legally prohibited since 2023.7 The obligation of banks to conduct all payments
via SPES has significantly mitigated the effect of sanctions on ordinary Russians:
despite the withdrawal of Visa and Mastercard from Russia, payments using those
cards within the country are still possible.

Since 2019, Russia has also been operating the Faster Payment System (SBP),”® which
allows citizens to instantly transfer money to each other by cell phone number, and
pay for purchases and utilities services with the help of a QR code, for example. Fast
payment systems could become an important element of CBDC infrastructure.”

In order to connect to the platform, credit organizations will need to fine-tune

their own IT systems. The cost of implementing the digital ruble is estimated at
hundreds of millions of rubles, most of which will be spent on information security
and building a gateway between the Bank of Russia and the credit organization.*
The bank does not need to deploy blockchain technology, but does require a secure
connection to the central bank’s platform. That is because every transaction using
the digital ruble is signed with a highly secure electronic digital signature. The more
digital rubles are transacted and the bigger the banks’ customer base, the higher the
cost of the IT system and its security.”’ The task of adjusting local IT systems for
digital ruble usage does not look insurmountable, but it will add to the existing I'T
issues that banks are having to deal with because of the war and sanctions. Russian
banks are still in the process of switching to domestic automated management
systems, resolving the issue of contactless payments, and persuading the government
to postpone the mandatory transition to domestic hardware.®
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In December 2023, the Bank of Russia published security requirements for
participants in the digital ruble platform.®® So far, they apply only to banks that will
work with the retail digital ruble. Thus, the digital certificate for electronic signatures
of users will have to be located in the certification center of the Bank of Russia,

and participants of the digital ruble platform must organize the control of message
integrity and their transmission through encrypted channels in accordance with the
requirements of the Federal Security Service.

It is also conceivable that the introduction of the digital ruble may result in losses for
banks. Market players risk losing up to 50 billion rubles a year, according to analysis
by Yakov and Partners, a Russian consulting firm that is the de facto successor to
McKinsey following that company’s exit from the Russian market.* For comparison:
card payment processing fees on average amount to 0.5-3 percent of the cost of
goods, and the commission for accepting digital rubles could amount to 0.4—0.7 percent.

Conclusion

The introduction and widespread adoption of the digital ruble in Russia have

the potential to enhance financial service accessibility for both individuals and
businesses. However, the success of the digital ruble is not guaranteed and depends
on several factors.

Internationally, Russia faces significant challenges. It lags behind countries like
China in the development and testing of CBDCs. China has already conducted
extensive trials and collaborated with other nations, putting Russia in a position
where it may need to align with Chinese technological solutions due to its delayed
entry into large-scale CBDC testing. Additionally, while Russia is making efforts to
create alternative payment systems and persuade BRICS partners to move away from
Western-dominated financial systems, there has been little indication that BRICS
members are willing to follow Russia’s lead, especially given the risks of triggering
secondary sanctions. This hesitation on the part of the Kremlin’s international partners
complicates Russia’s efforts to gain traction for its digital ruble on a global scale.

Technologically and domestically, Russia faces equally complex hurdles. While the
authorities have taken a policy decision to pursue the interoperability of payment
systems, implementing the necessary IT solutions and fine-tuning processes for
synchronization will take additional time and require extensive customization.
Domestically, demand for the digital ruble remains uncertain, and there is potential
reluctance from users, particularly if they are forced into adoption via government
platforms like Gosuslugi. The central bank will also have to manage the costs that
banks will incur to integrate the digital ruble into their existing systems, which could
further slow down its adoption.
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The debate inside Russia on the possible issuance of digital money to directly fund
expenditure is also worth watching, given perennial pressure on the government’s
economic bloc to loosen the purse strings. In theory, a well-functioning and in-
demand CBDC infrastructure could reduce overall economic costs. Savings from

the implementation of the digital ruble could range from 100 billion rubles (about $1
billion) to 320 billion rubles ($3.3 billion).”” So far, the digital ruble’s main appeal
appears to lie in potentially mitigating the risks posed by international sanctions. The
degree of penetration of the digital ruble into the economy is directly proportional to
the activity of participants in the process of its implementation and development.

Of course, any cost-cutting and increased efficiency experienced in the Russian
economy will redound to the Kremlin, which is now saddled with the enormous
costs wrought by the war in Ukraine and Russia’s international isolation. Given that,
the development of CBDC:s raises a number of potential concerns for the viability of
the existing Western sanctions regime and Western governments’ desire to constrain
Russia’s economic potential and military reconstitution efforts. Western policymakers
will surely closely monitor Russia’s efforts to create a CBDC and its potential in cross-
border settlements, especially with China and Kazakhstan, given the importance of
such countries in ongoing attempts to circumvent sanctions.

The paper was produced jointly with the German Council on Foreign Relations.

14 | Can the Digital Ruble Shield Russia From Western Sanctions?


https://yakov.partners/upload/iblock/c00/40flj9w2c0gp5g2b5fo37ciyb4attp8g/Who-will-benefit-from-DR.pdf

About the Author

Alexandra Prokopenko is a fellow at the Carnegie Russia Eurasia Center. In her research,
she focuses on Russian government policymaking on economic and financial issues. From
2017 until early 2022 Alexandra worked at the Central Bank of Russia and at the Higher
School of Economics (HSE) in Moscow. She is a former columnist for Vedomosti. She is a
graduate of Moscow State University and holds an MA in Sociology from the University of
Manchester. She was a visiting fellow at the Center for Order and Governance in Eastern
Europe, Russia, and Central Asia at the German Council on Foreign Relations (DGAP).

15






Notes

1 Alexandra Prokopenko, “Bartering, Cryptocurrencies, and Yuan: Russia Seeks
Alternatives to Trading in Dollars,” Carnegie Endowment for International Peace,
September 5, 2022, https://carnegicendowment.org/russia-eurasia/politika/2022/09/
bartering-cryptocurrencies-and-yuan-russia-seeks-alternatives-to-trading-in-dollars?lang=en.

2 “Executive Order on Taking Additional Steps With Respect to the Russian Federation’s Harmful

Activities,” White House, December 22, 2023, https://www.whitehouse.gov/briefing-room/presidential-
actions/2023/12/22/executive-order-on-taking-additional-steps-with-respect-to-the-russian-federations-
harmful-activities/.

3 Settlement: The final step in the transfer of ownership involving the physical exchange of securities or
payment. In a banking transaction, settlement in the process of recording the debit and credit positions of
the parties involved in a transfer of funds; in a financial instrument transaction, settlement includes both
the transfer of securities by the seller and the payment by the buyer. Settlements can be “gross” or “net.”
Gross settlement means each transaction is settled individually. Net settlement means that parties exchanging
payments will offset mutual obligations to deliver identical items, at a specified time, after which only one
net amount of each item is exchanged. For more details, visit the New York Fed’s payment glossary: https://
www.newyorkfed.org/banking/payment_glossary.html#s .

4 “Trasa LIB sasBuaa o neperopopax ¢ 6usnecoM no npobaeme sapy6exubix pacueros” [The head of the central
bank announced negotiations with business on the problem of foreign payments], RBC, February 16, 2024,
hetps://www.rbc.ru/finances/16/02/2024/65cf6tba9a7947e4b430d5bc.

5  Olga Maksimova, “OKusnenno Baxuno samecturs” [It is vital to replace], Vedomosti, March 26, 2024, https://
www.vedomosti.ru/industry/industrial policy/articles/2024/03/26/1028147-zhiznenno-vazhno-zamestit;

Dmitri Grinkevich, “Munun pomycrua 6aprep B pacuerax sa akcrioprabie nocrasku’ [ The Ministry

of Finance allowed barter instead of payments in dollars and euros], Vedomosti, July 11, 2022, https://
www.vedomosti.ru/economics/articles/2022/07/11/930869-minfin-dopustil-barter; “Kpunrosaatora B
noabsy axkcioprepo” [Cryptocurrency in favor of exporters], Kommersant, April 23, 2024, https://www.
kommersant.ru/doc/6663757.

6 “Cuayanos pacckasaa o naarexax B qudposbix Balotax ¢ KHP u EADC” [Siluanov spoke about payments
in digital currencies with China and the EAEU], RIA Novosti, February 26, 2024, https://ria.ru/20240226/
valyuty-1929453161.htmDin=t.

17


https://carnegieendowment.org/russia-eurasia/politika/2022/09/bartering-cryptocurrencies-and-yuan-russia-seeks-alternatives-to-trading-in-dollars?lang=en
https://carnegieendowment.org/russia-eurasia/politika/2022/09/bartering-cryptocurrencies-and-yuan-russia-seeks-alternatives-to-trading-in-dollars?lang=en
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/12/22/executive-order-on-taking-additional-steps-with-respect-to-the-russian-federations-harmful-activities/
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/12/22/executive-order-on-taking-additional-steps-with-respect-to-the-russian-federations-harmful-activities/
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/12/22/executive-order-on-taking-additional-steps-with-respect-to-the-russian-federations-harmful-activities/
https://www.newyorkfed.org/banking/payment_glossary.html#s
https://www.newyorkfed.org/banking/payment_glossary.html#s
https://www.rbc.ru/finances/16/02/2024/65cf6fba9a7947e4b430d5bc
https://www.vedomosti.ru/industry/industrial_policy/articles/2024/03/26/1028147-zhiznenno-vazhno-zamestit
https://www.vedomosti.ru/industry/industrial_policy/articles/2024/03/26/1028147-zhiznenno-vazhno-zamestit
https://www.vedomosti.ru/economics/articles/2022/07/11/930869-minfin-dopustil-barter
https://www.vedomosti.ru/economics/articles/2022/07/11/930869-minfin-dopustil-barter
https://www.kommersant.ru/doc/6663757
https://www.kommersant.ru/doc/6663757
https://ria.ru/20240226/valyuty-1929453161.html?in=t
https://ria.ru/20240226/valyuty-1929453161.html?in=t

10

11

12

13
14

15

16

17

18

19

20

21

22

23

24

Anneke Kosse and Ilaria Mattei, “Making headway—Results of the 2022 BIS survey on central bank digital
currencies and crypto,” BIS, July 10, 2023, https://www.bis.org/publ/bppdf/bispap136.htm.

CBDC Tracker, Atlantic Council, https://www.atlanticcouncil.org/cbdctracker/#: ~:text=134%20

countries%208&%?20currency%20unions,%20representing,advanced %20stages%200f%20CBDC%20
exploration.

Seunghwan Kim, Alexei Miksjuk, Narayan Suryakumar, Anita Tuladhar, Delia Velculescu, Yiqun Wau,
Jimena Zuniga, and Nick Hallmark, “Digital Money, Cross-Border Payments, International Reserves, and
the Global Financial Safety Net: Preliminary Considerations,” IMF Note 2024/001, International Monetary
Fund, Washington, DC.

“Types of Central Bank Digital Currencies.” NTT Data, September 14, 2024, https://www.nttdatapay.com/

blog/types-of-central-bank-digital-currencies/.

Ulrich Bindseil, “Tiered CBDC and the financial system,” European Central Bank, January 2020, https://
www.ecb.europa.eu/pub/pdf/scpwps/ecb.wp2351~c8c18bbd60.en.pdf.

“Central bank digital currency (part 1): Objectives and architectural considerations,” Amazon, 2021, https://
pages.awscloud.com/rs/112-TZM-766/images/ AWSPS cbdc 1 Feb-2021.pdf.
“Iudposoit Py6as” [Digital ruble], Bank of Russia, https://www.cbr.ru/fintech/dr/.

“IlmarexxHast ”HPpaCTPyKTypa OTKpoeTCs I I poBoro pyoist: mpemnokenus banka Poccun”
[Payment infrastructure will open up for the digital ruble: proposals from the Bank of Russia], Bank of
Russia, September 12, 2024, https://cbr.ru/press/event/?id=20991.

“I'TaarexxHast HHPPACTPYKTypa OTKPOETCS AAsL LUPPOBOTo pybast: mpeasoskenus banka Poccun” [Payment
infrastructure will open for the digital ruble: proposals from the Bank of Russia], Bank of Russia, September
14, 2024, https://cbr.ru/press/event/?id=20991.

Vadim Grishenko, Alexey Ponomarenko, and Sergei Seleznev, “BosmosebIe TOAXOABI K IPOTHO3HPOBAHUIO
CIIpOCa POCCHIICKMX AOMOXO3SHCTB Ha Ludposoii pybas” [Possible approaches to forecasting the demand of
Russian households for the digital ruble], Bank of Russia, February 2023, https://www.cbr.ru/StaticHtml/
File/144905/wp_108.pdf.

“In-depth information on the digital euro project,” European Central Bank, https://www.ecb.europa.eu/
euro/digital euro/timeline/html/index.en.html; “Central Bank Digital Currency,” the Federal Reserve,

https://www.federalreserve.gov/central-bank-digital-currency.htm.

“In-depth information on the digital euro project,” European Central Bank, https://www.ecb.europa.cu/
euro/digital euro/timeline/html/index.en.html.

Krisztian Sandor and Ekin Geng, “The Fall of Terra: A Timeline of the Meteoric Rise and Crash of UST and
LUNA,” CoinDesk, June 1, 2022, https://www.coindesk.com/learn/the-fall-of-terra-a-timeline-of-the-mete-
oric-rise-and-crash-of-ust-and-luna/

“Digital Money Across Borders: Macro-Financial Implications,” IME, October
19, 2020, https://www.imf.org/en/Publications/Policy-Papers/Issues/2020/10/17/
Digital-Money-Across-Borders-Macro-Financial-Implications-49823.

“LIB nawea B uu¢posom py6ae msrkuii cnoco6 yittn or SWIFT” [The Central Bank has found a soft
way to get away from SWIFT in the digital ruble], 7be Bell, December 23, 2020, https://thebell.io/

tsb-nashel-v-tsifrovom-ruble-myagkij-sposob-otklyuchitsya-ot-swift.

“LIB mpeaAO)HA AQTh AOCTYI K LiEPPOBOMY py6aI0 nHOCTpaHHbIM 6anKam ¢ 2025
roaa” [The Central Bank proposed giving access to the digital ruble to foreign
banks from 2025], Forbes Russia, October 10, 2023, https://www.forbes.ru/
finansy/498119-cb-predlozil-dat-dostu

-k-cifrovomu-rublu-inostrannym-bankam-s-2025-goda.

Gulnara Vakhitova, “Ilu¢poBoii py6ab MOXKET 3aMeHHTB cHCTeMy MeKAyHapoAHbIx pacyetos’ [The digital
ruble can replace the system of international payments], Rossiyskaya Gazeta, December 1, 2022, https://
rg.ru/2022/12/01/vozmut-v-oborot.html.

“How Russia’s economy survived two years of war,” 7he Bell, February 23, 2024, https://en.thebell.io/

how-russias-economy-survived-two-years-of-war/.

18 | Can the Digital Ruble Shield Russia From Western Sanctions?


https://www.bis.org/publ/bppdf/bispap136.htm
https://www.atlanticcouncil.org/cbdctracker/#:~:text=134%20countries%20&%20currency%20unions,%20representing,advanced%20stages%20of%20CBDC%20exploration
https://www.atlanticcouncil.org/cbdctracker/#:~:text=134%20countries%20&%20currency%20unions,%20representing,advanced%20stages%20of%20CBDC%20exploration
https://www.atlanticcouncil.org/cbdctracker/#:~:text=134%20countries%20&%20currency%20unions,%20representing,advanced%20stages%20of%20CBDC%20exploration
https://www.nttdatapay.com/blog/types-of-central-bank-digital-currencies/
https://www.nttdatapay.com/blog/types-of-central-bank-digital-currencies/
https://www.ecb.europa.eu/pub/pdf/scpwps/ecb.wp2351~c8c18bbd60.en.pdf
https://www.ecb.europa.eu/pub/pdf/scpwps/ecb.wp2351~c8c18bbd60.en.pdf
https://pages.awscloud.com/rs/112-TZM-766/images/AWSPS_cbdc_1_Feb-2021.pdf
https://pages.awscloud.com/rs/112-TZM-766/images/AWSPS_cbdc_1_Feb-2021.pdf
https://www.cbr.ru/fintech/dr/
https://cbr.ru/press/event/?id=20991
https://cbr.ru/press/event/?id=20991
https://www.cbr.ru/StaticHtml/File/144905/wp_108.pdf
https://www.cbr.ru/StaticHtml/File/144905/wp_108.pdf
https://www.ecb.europa.eu/euro/digital_euro/timeline/html/index.en.html
https://www.ecb.europa.eu/euro/digital_euro/timeline/html/index.en.html
https://www.federalreserve.gov/central-bank-digital-currency.htm
https://www.ecb.europa.eu/euro/digital_euro/timeline/html/index.en.html
https://www.ecb.europa.eu/euro/digital_euro/timeline/html/index.en.html
https://www.coindesk.com/learn/the-fall-of-terra-a-timeline-of-the-meteoric-rise-and-crash-of-ust-and-luna/
https://www.coindesk.com/learn/the-fall-of-terra-a-timeline-of-the-meteoric-rise-and-crash-of-ust-and-luna/
https://www.imf.org/en/Publications/Policy-Papers/Issues/2020/10/17/Digital-Money-Across-Borders-Macro-Financial-Implications-49823
https://www.imf.org/en/Publications/Policy-Papers/Issues/2020/10/17/Digital-Money-Across-Borders-Macro-Financial-Implications-49823
https://thebell.io/tsb-nashel-v-tsifrovom-ruble-myagkij-sposob-otklyuchitsya-ot-swift
https://thebell.io/tsb-nashel-v-tsifrovom-ruble-myagkij-sposob-otklyuchitsya-ot-swift
https://www.forbes.ru/finansy/498119-cb-predlozil-dat-dostup-k-cifrovomu-rublu-inostrannym-bankam-s-2025-goda
https://www.forbes.ru/finansy/498119-cb-predlozil-dat-dostup-k-cifrovomu-rublu-inostrannym-bankam-s-2025-goda
https://rg.ru/2022/12/01/vozmut-v-oborot.html
https://rg.ru/2022/12/01/vozmut-v-oborot.html
https://en.thebell.io/how-russias-economy-survived-two-years-of-war/
https://en.thebell.io/how-russias-economy-survived-two-years-of-war/

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39
40

41

42

43

“Aoast w0ans Ha Toprax MocGupsxu B Mae gocturaa 54%” [The share of the yuan in Moscow Exchange trading
in May reached 54 percent], TASS, June 13, 2024, https://tass.ru/ckonomika/21083997.

“O630p puckos punancossix psHkoB” [Risk overview of financial markets], Bank of Russia, January 2024,
https://www.cbr.ru/Collection/Collection/File/48852/ORFR_2024-01.pdf?ref=en.thebell.io.

Vlasta Demyanenko, “«9¢dexr comar: xro Bbmurpaer or sanycka uudposoro ans” [The catfish effect: Who
will benefit from the launch of the digital yuan], Econs, November 15, 2023, https://econs.online/articles/

techno/effekt-soma-kto-vyigraet-ot-zapuska-tsifrovogo-yuanya/.

Rajesh Bansal and Somya Singh, “China’s Digital Yuan: An Alternative to the Dollar-Dominated Financial
System,” Carnegie Endowment for International Peace, August 31, 2021, https://carnegiecendowment.org/
research/2021/08/chinas-digital-

uan-an-alternative-to-the-dollar-dominated-financial-system?lang=en.

Wolfie Zhao, “Beijing’s new digital yuan test features ATMs that convert digital currency to cash,” The
Block, February 18, 2021, https://www.theblock.co/post/95266/beijing-digital-yuan-cash-atm.

Rae Wee, “China’s Digital Yuan Transactions Seeing Strong Momentum, Says
Cbank Gov Yi,” Reuters, July 19, 2023, https://www.reuters.com/markets/asia/
i i i-2023-07-19/.

chinas-digital-yuan-transactions-seeing-strong-momentum-says-cbank-

“BIS and four central banks complete successful pilot of real-value transactions on cross-border CBDC
platform,” BIS, October 26, 2022, https://www.bis.org/press/p221026.htm.

“Project mBridge reaches minimum viable product stage and invites further international participation,”
BIS, June 5, 2024, https://www.bis.org/about/bisih/topics/cbdc/mcbdc_bridge.htm.

Sergio Goschenko, “Russia Hints at Development of CBDC-Based BRICS Bridge
Payments System,” BitcoinNews, February 28, 2024, https://news.bitcoin.com/

russia-hints-at-development-of-cbdc-based-brics-bridge-payments-system/.

“BRICS Pay: A New Challenge to the Global Financial System,” Medium, https://medium.com/@
sportnft2022/brics-pay-a-new-challenge-to-the-global-financial-system-brics-nations-bd635bd979f4.

Mikhail Maseyev, “Crpanpt BPUKC noasepskasu HACIO HE3aBUCHMbIX KAHAAOB AASL IIAQTEXKEH, HO O3
xorkperuxn’ [BRICS countries supported the idea of independent payment channels, but without
specifics], FrankMedia, February 29, 2024, https://frankmedia.ru/1571102utm_source=tf.

Amitoj Singh, “Unpacking India’s CBDC Pilots as Country Prepares for Digital
Rupee,” CoinDesk, February 8, 2023, https://www.coindesk.com/policy/2023/02/08/

unpacking-indias-cbdc-pilots-as-country-prepares-for-digital-rupee/.

“RBI in No Rush to Implement CBDC Full-Scale, Says Governor Das,” Hindu Business Line, January
20, 2024, https://www.thehindubusinessline.com/economy/world-economic-forum/rbi-in-no-rush-to-

implement-cbdc-full-scale-says-governor-das/article67756853.ece.

“Vpan xouer nnterpuposars cuctemy «Illerab» ¢ poccuiickoit «Mup» uepes aa-tpu mecsua” [Iran wants to
integrate the Shetab system with the Russian Mir system in two to three months], Frank Media, October 11,

2022, https://frankmedia.ru/94389.
Digital Tenge, National Bank of Kazakhstan, https://nationalbank.kz/en/page/Digital-Tenge.

Aleksei Kudenko, “B LB paccka3anu, Korjia MosiBUTCSI BO3MOKHOCTD OIUIATHI HU(PPOBBIM pyOiaeMm
o¢maitn” [The central bank said when it will be possible to pay with digital rubles offline], Prime, July 27,

2023, hteps://1prime.ru/20241010/siyyarto-852116939.html.

Stephen Deane and Olivier Fines, “CFA Institute Global Survey on Central Bank Digital Currencies,” CFA
Institute, July 2023, hetps://rpc.cfainstitute.org/-/media/documents/survey/ CBDC Survey Report Online.
pdf.

“Berpeyaem nuposoit py6as” [Welcome Digital Ruble], VISIOM, August 9, 2023 https://wciom.ru/
analytical-reviews/analiticheskii-obzor/vstrechaem-cifrovoi-rubl.

“Kakwue rapantun or G7 nonyuuna Ykpauna?” [What guarantees did Ukraine receive from the G7?],
Faridaily, Telegram, July 12, 2023, https://t.me/faridaily24/1020.

Alexandra Prokopenko | 19


https://tass.ru/ekonomika/21083997
https://www.cbr.ru/Collection/Collection/File/48852/ORFR_2024-01.pdf?ref=en.thebell.io
https://econs.online/articles/techno/effekt-soma-kto-vyigraet-ot-zapuska-tsifrovogo-yuanya/
https://econs.online/articles/techno/effekt-soma-kto-vyigraet-ot-zapuska-tsifrovogo-yuanya/
https://carnegieendowment.org/research/2021/08/chinas-digital-yuan-an-alternative-to-the-dollar-dominated-financial-system?lang=en
https://carnegieendowment.org/research/2021/08/chinas-digital-yuan-an-alternative-to-the-dollar-dominated-financial-system?lang=en
https://www.theblock.co/post/95266/beijing-digital-yuan-cash-atm
https://www.reuters.com/markets/asia/chinas-digital-yuan-transactions-seeing-strong-momentum-says-cbank-gov-yi-2023-07-19/
https://www.reuters.com/markets/asia/chinas-digital-yuan-transactions-seeing-strong-momentum-says-cbank-gov-yi-2023-07-19/
https://www.bis.org/press/p221026.htm
https://www.bis.org/about/bisih/topics/cbdc/mcbdc_bridge.htm
https://news.bitcoin.com/russia-hints-at-development-of-cbdc-based-brics-bridge-payments-system/
https://news.bitcoin.com/russia-hints-at-development-of-cbdc-based-brics-bridge-payments-system/
https://medium.com/@sportnft2022/brics-pay-a-new-challenge-to-the-global-financial-system-brics-nations-bd635bd979f4
https://medium.com/@sportnft2022/brics-pay-a-new-challenge-to-the-global-financial-system-brics-nations-bd635bd979f4
https://frankmedia.ru/157110?utm_source=tf
https://www.coindesk.com/policy/2023/02/08/unpacking-indias-cbdc-pilots-as-country-prepares-for-digital-rupee/
https://www.coindesk.com/policy/2023/02/08/unpacking-indias-cbdc-pilots-as-country-prepares-for-digital-rupee/
https://www.thehindubusinessline.com/economy/world-economic-forum/rbi-in-no-rush-to-implement-cbdc-full-scale-says-governor-das/article67756853.ece
https://www.thehindubusinessline.com/economy/world-economic-forum/rbi-in-no-rush-to-implement-cbdc-full-scale-says-governor-das/article67756853.ece
https://frankmedia.ru/94389
https://nationalbank.kz/en/page/Digital-Tenge
https://1prime.ru/20241010/siyyarto-852116939.html
https://rpc.cfainstitute.org/-/media/documents/survey/CBDC_Survey_Report_Online.pdf
https://rpc.cfainstitute.org/-/media/documents/survey/CBDC_Survey_Report_Online.pdf
https://wciom.ru/analytical-reviews/analiticheskii-obzor/vstrechaem-cifrovoi-rubl
https://wciom.ru/analytical-reviews/analiticheskii-obzor/vstrechaem-cifrovoi-rubl
https://t.me/faridaily24/1020

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58
59

60

Leyla Latypova, “Russia Begins Issuing Digital Military Summons — Reports,” The Moscow Times, April
21, 2023, https://www.themoscowtimes.com/2023/04/21/russia-begins-issuing-digital-military-summons-

reports-a80902.
« »
TToannus TaTapcTaHa OTMeYaeT POCT YKCAa adep CO BBAOMOM aKKayHTOB Ha Jocycayrax

[Tatarstan police note an increase in the number of scams involving hacking of accounts on
State Services], Interfax Russia, June 5, 2024, https://www.interfax-russia.ru/volga/news/

oliciva-tatarstana-otmechaet-rost-chisla-afer-so-vzlomom-akkauntov-na-gosuslugah.

“HabuyaanHa onpoBepraa cAyXu o BbIIIAATE IICHCHIT TOABKO B nudposbix pybasix” [Nabiullina denied rumors
about payment of pensions only in digital rubles], Vedomosti, April 10, 2023, https://www.vedomosti.ru/
finance/news/2023/04/10/970225-nabiullina-oprovergla-sluhi.

Igor Zubkov, “C 1 nioas Aas 610AKeTHUKOB cTasa obs3aTeabnoit kapra ‘Mup’” [From July 1, the Mir card
became mandatory for state employees], Rossiyskaya Gazeta, July 1, 2018, https://rg.ru/2018/07/01/s-1-
iiulia-dlia-biudzhetnikov-stala-obiazatelnoj-karta-mir.html.

“I'TpaBaa AH, 9TO PABUTEABCTBO OYACT CACAUTSH 32 BaMu ¢ moMomibio nugposoro pyoas?” [Is it true that the

government will monitor you using the digital ruble?], Rambler, April 20, 2023, https://finance.rambler.ru/
money/50601546-pravda-li-chto-pravitelstvo-budet-sledit-za-vami-s-pomoschyu-tsifrovogo-rublya/.

Elena Kobzeva, “IlugpoBoii py6iib Kak HHCTPYMEHT KOHTPOJIS: TUTFOCHI K MHHYCBI HOBOW (pOPMBI
HanmoHanbHoH BamoTsl” [Digital ruble as a control tool: pros and cons of a new form of national currency],
78.ru, July 17, 2023, https://78.ru/articles/2023-07-17/cifrovoi-rubl-kak-instrument-kontrolya-plyusi-
i-minusi-novoi-formi-nacionalnoi-valyuti; Victor Dostov, “Crpacti o uudpe: nodemy nudpoBoro

py0ist onacarorcst GMHAHCHCTHI U B 4eM ero noib3a” [Passion for digital: why financiers are afraid

of the digital ruble and what are its benefits], Forbes Russia, January 4, 2021, https://www.forbes.ru/
finansy-i-investicii/417661-strasti-

o-cifre-pochemu-cifrovogo-rublya-opasayutsya-finansisty-i-v.

“B TocayMe cunTaIOT HeOOXOAUMbIM IIPOBECTH LICACBYIO KPEAUTHYIO IMUCCHIO B cTpaterndeckue npoekrsl” [The
State Duma considers it necessary to carry out a targeted loan issue for strategic projects], TASS, October 24,

2022, https://tass.ru/ekonomika/16141165.

“Mundun Poccnn u Bank Poccun npeacraBnan Ha obmectBeHHOE 06cy)AcHHE CTPaTEruio pasBUTHS
¢unancosoro poika A0 2030 roaa” [The Ministry of Finance and the Bank of Russia presented for public
discussion the Strategy for the Development of the Financial Market until 2030], Bank of Russia, September
13, 2021, https://www.cbr.ru/press/event/?id=12197.

Andrei Zlobin, “LIb yckopua pa6oTsi o cosaannio nudposoro pybas us-za cankuuii” [The Central Bank has
accelerated work on creating a digital ruble due to sanctions], Forbes Russia, May 25, 2022, https://www.
forbes.ru/finansy/4666

-cb-uskoril-raboty-po-sozdaniu-cifrovogo-rubla-iz-za-sankcij.

“Huterpanmst uudposbix BaaloT peasbHo MoxeT samenuts SWIFT” [Integration of digital currencies can
really replace SWIFT], Bank of Russia, July 6, 2023, https://www.cbr.ru/press/event/?id=16893.

“Financial Messaging System of the Bank of Russia (SPFS),” Bank of Russia, https://www.cbr.ru/eng/
development/mcirabis/fin msg_ transfer system/#highlight=financial%7Cmessaging%7Csystem.
Sanctions List Search, Office of Foreign Assets Control, https://sanctionssearch.ofac.treas.gov/Details.
aspx?id=37809.

“Hauunonasabnas naarexuas cuctema’ [National payment system], WhatIsCentralBank, https://

whatiscentralbank.hse.ru/5.

“Russian banks banned from using SWIFT for transfers within Russia as of October 1,” Interfax, October 2,
2023, https://interfax.com/newsroom/top-stories/95043/.

“Faster Payments System (SBP),” Bank of Russia, https://www.cbr.ru/eng/Psystem/sfp/.

“Central bank digital currencies: system design and interoperability,” BIS, September 2021, https://www.bis.
org/publ/othp42 system design.pdf.

Natalya Zarutskaya, “Poc6ank packpbia cymmy BAOKeHHI BO BHeapeHue nudposoro pybas” [Rosbank
disclosed the amount of investments in the implementation of the digital ruble], Vedomosti, September 30,
2023, https://www.vedomosti.ru/finance/articles/2023/09/30/998048-rosbank-raskril-summu-vlozhenii.

20 | Canthe Digital Ruble Shield Russia From Western Sanctions?


https://www.themoscowtimes.com/2023/04/21/russia-begins-issuing-digital-military-summons-reports-a80902
https://www.themoscowtimes.com/2023/04/21/russia-begins-issuing-digital-military-summons-reports-a80902
https://www.interfax-russia.ru/volga/news/policiya-tatarstana-otmechaet-rost-chisla-afer-so-vzlomom-akkauntov-na-gosuslugah
https://www.interfax-russia.ru/volga/news/policiya-tatarstana-otmechaet-rost-chisla-afer-so-vzlomom-akkauntov-na-gosuslugah
https://www.vedomosti.ru/finance/news/2023/04/10/970225-nabiullina-oprovergla-sluhi
https://www.vedomosti.ru/finance/news/2023/04/10/970225-nabiullina-oprovergla-sluhi
https://rg.ru/2018/07/01/s-1-iiulia-dlia-biudzhetnikov-stala-obiazatelnoj-karta-mir.html
https://rg.ru/2018/07/01/s-1-iiulia-dlia-biudzhetnikov-stala-obiazatelnoj-karta-mir.html
https://finance.rambler.ru/money/50601546-pravda-li-chto-pravitelstvo-budet-sledit-za-vami-s-pomoschyu-tsifrovogo-rublya/
https://finance.rambler.ru/money/50601546-pravda-li-chto-pravitelstvo-budet-sledit-za-vami-s-pomoschyu-tsifrovogo-rublya/
https://78.ru/articles/2023-07-17/cifrovoi-rubl-kak-instrument-kontrolya-plyusi-i-minusi-novoi-formi-nacionalnoi-valyuti
https://78.ru/articles/2023-07-17/cifrovoi-rubl-kak-instrument-kontrolya-plyusi-i-minusi-novoi-formi-nacionalnoi-valyuti
https://www.forbes.ru/finansy-i-investicii/417661-strasti-po-cifre-pochemu-cifrovogo-rublya-opasayutsya-finansisty-i-v
https://www.forbes.ru/finansy-i-investicii/417661-strasti-po-cifre-pochemu-cifrovogo-rublya-opasayutsya-finansisty-i-v
https://tass.ru/ekonomika/16141165
https://www.cbr.ru/press/event/?id=12197
https://www.forbes.ru/finansy/466657-cb-uskoril-raboty-po-sozdaniu-cifrovogo-rubla-iz-za-sankcij
https://www.forbes.ru/finansy/466657-cb-uskoril-raboty-po-sozdaniu-cifrovogo-rubla-iz-za-sankcij
https://www.cbr.ru/press/event/?id=16893
https://sanctionssearch.ofac.treas.gov/Details.aspx?id=37809
https://sanctionssearch.ofac.treas.gov/Details.aspx?id=37809
https://whatiscentralbank.hse.ru/5
https://whatiscentralbank.hse.ru/5
https://interfax.com/newsroom/top-stories/95043/
https://www.cbr.ru/eng/Psystem/sfp/
https://www.bis.org/publ/othp42_system_design.pdf
https://www.bis.org/publ/othp42_system_design.pdf
https://www.vedomosti.ru/finance/articles/2023/09/30/998048-rosbank-raskril-summu-vlozhenii

61

62

63

64

65

“Lin¢popoii py6ab obxoantes B koneeuky” [The digital ruble costs a pretty pennyl, Kommersant, October 1,
2023, https://www.kommersant.ru/doc/6251284.

Alexandra Prokopenko, “Coping With Technology Sanctions in the Russian Financial Sector,”
German Council on Foreign Relations, May 30, 2023, https://dgap.org/en/research/publications/
coping-technology-sanctions-russian-financial-sector.

“TToaoxenue ot 7 aexabpst 2023 1. N 833-IT o Tpe6oBaHHsX K 00eCHEICHUIO 3AUTH HHPOPMALIUH
AAsL y9acTHHKOB raatdopmsl udposoro pybas” [Regulation No. 833-P dated December 7,

2023, on Information Security Requirements for Participants of the Digital Ruble Platform],
Legalact—laws, codes, and regulatory legal acts of the Russian Federation, https://legalacts.ru/doc/
polozhenie-banka-rossii-ot-07122023-n-833-p-o-trebovanijakh/.

“DKCnepThl OLCHIIN HOTepU OaHKOB OT IudpoBoro pyomst B P50 muapx B rox” [Experts estimate banks’
losses from the digital ruble at £50 billion per year], RBC, February 1, 2023, https://www.rbc.ru/crypto/
news/63d958e59a7947a09ac6d71c.

Ilya Ivaninsky, Sergey Panfilov, and Denis Alferov, “Who will benefit from digital rubles?” Yakov and
Partners, 2024, htps://vakov.partners/upload/iblock/c00/408j9w2c0gp5g2b5fo37ciyb4attp8g/Who-will-
benefit-from-DR.pdf.

Alexandra Prokopenko | 21


https://www.kommersant.ru/doc/6251284
https://dgap.org/en/research/publications/coping-technology-sanctions-russian-financial-sector
https://dgap.org/en/research/publications/coping-technology-sanctions-russian-financial-sector
https://legalacts.ru/doc/polozhenie-banka-rossii-ot-07122023-n-833-p-o-trebovanijakh/
https://legalacts.ru/doc/polozhenie-banka-rossii-ot-07122023-n-833-p-o-trebovanijakh/
https://www.rbc.ru/crypto/news/63d958e59a7947a09ac6d71c
https://www.rbc.ru/crypto/news/63d958e59a7947a09ac6d71c
https://yakov.partners/upload/iblock/c00/40flj9w2c0gp5g2b5fo37ciyb4attp8g/Who-will-benefit-from-DR.pdf
https://yakov.partners/upload/iblock/c00/40flj9w2c0gp5g2b5fo37ciyb4attp8g/Who-will-benefit-from-DR.pdf




Carnegie Russia Eurasia Center

The Carnegie Russia Eurasia Center in Berlin is home to the world’s leading regional experts
on Russia and the wider region. The center’s scholars and digital media platform, Carnegie
Politika, deliver independent analysis and strategic insight that are unique among research
institutions. That analysis focuses on major policy challenges across the entire region in the
wake of Russia’s unprovoked invasion of Ukraine.

Carnegie Endowment for International Peace

In a complex, changing, and increasingly contested world, the Carnegie Endowment gen-
erates strategic ideas, supports diplomacy, and trains the next generation of international
scholar-practitioners to help countries and institutions take on the most difficult global
problems and advance peace. With a global network of more than 170 scholars across twenty
countries, Carnegie is renowned for its independent analysis of major global problems and
understanding of regional contexts.

23



N CARNEGIE
4 RUSSIA EURASIA CENTER



	Introduction  
	Summary
	Russia’s Efforts Toward Currency Digitalization 
	Cross-Border Transactions
	Lagging Behind China 
	State Control and Public Distrust
	Technological Challenges 
	Conclusion
	About the Author
	Notes
	Carnegie Russia Eurasia Center 

