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Summary

Access to cross-border data for the state’s law-and-order-related functions is an integral piece of the
law enforcement puzzle. State agencies’ ability to access data for such purposes is, however, shaped
not only by domestic laws and practices but also by the laws of other countries and the state’s inter-
national commitments. In the case of India, the use of international cooperation mechanisms to
balance efhicient data access with protections for citizens’ privacy remains a relatively underexplored
facet of its digital strategy. With its growing digital market, economic relevance for large global
businesses, and strategic relationships with countries like the United States and those in the Euro-
pean Union (EU), India is well placed to not merely participate in but rather to lead the discussions

on international data agreements on behalf of the developing world.

This paper evaluates India’s present mechanisms for data access by law enforcement authorities and
existing arrangements for cross-border data access. It also analyzes the emerging global movement
toward direct data access arrangements. Such arrangements authorize agencies in one jurisdiction to
make direct data requests to service providers based in another jurisdiction. The Clarifying Lawful
Overseas Use of Data (CLOUD) Act in the United States is an example of a legislative instrument
that allows the United States to enter into executive agreements of this nature. Similar discussions
are also underway in Europe under the European Commission’s e-evidence proposal involving its
twenty-seven member countries and among the sixty-five states that are party to the Budapest Con-
vention on Cyber Crimes. To date, India has not taken any concrete steps to evaluate the pros and
cons of such arrangements. Neither has it paid serious regard to the critical and interconnected issue
of reforming its domestic framework on lawful data access to ensure adherence with the fundamental

right to privacy.

To address these issues, India should take several steps. First, it should revisit its domestic legal frame-
work on lawful data access to incorporate necessary proportionality standards and procedural safe-
guards as soon as possible. Suggestions for improvements include the need for prior authorization of
access requests by a judicial or other independent body, oversight of data processing activities,
transparency and reporting requirements, notice to affected individuals, and application of other data
protection principles. These reforms are important not just from the perspective of ensuring adher-
ence to the tests laid down by the Supreme Court of India while afirming the fundamental right to
privacy, but also as a means of signaling India’s suitability as a potential negotiating partner for any
international arrangements on direct data access. This link between a country’s domestic surveillance
framework and the validity of its international data access and transfer commitments has become all

the more relevant in light of the European court’s decision in the Schrems 11 case.!
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Second, India should evaluate the substantive and procedural reforms needed to its cross-border
access arrangements. At present, mutual legal assistance treaties (MLATs) remain the dominant
international framework for enabling cross-border data access. These treaties, however, have shown
only limited functionality in dealing with the volume and expected speed of compliance of pres-
ent-day data requests. This gives rise to a need for structural reforms in the MLAT framework. India’s
strategies on cross-border data access must also be informed by the global developments around data
access. Of particular note is the ongoing shift in the international mood toward direct access arrange-
ments. These arrangements are being seen as alternatives to the MLAT processes, at least in terms of

data requests pertaining to serious crimes and those that require immediate action.

India will need to develop a strategic position on the adoption of direct access arrangements. Instead
of treating the CLOUD Act or any other available model as a fait accompli, India should develop its
own model international agreement on direct access to data. Doing so would ensure that any future
negotiations on the subject will not be shaped solely by the positions set forth by potential counter-
parties. Given the complexity of issues at play here, spanning across domains of international rela-
tions, law enforcement, and civil liberties, the task of formulating India’s position on this subject

should not be left to the discretion of executive negotiations.

Accordingly, the Indian government should convene a task force with a diverse group of stakehold-
ers—including representatives from different government departments, the private sector, civil
society organizations, researchers, and experts in international law—to formulate India’s model data
transfer agreement through an open and consultative process. This model agreement may be
informed by suitable elements from the CLOUD Act, the EU’s e-evidence proposal, and the Second
Additional Protocol to the Budapest Convention, and yet it should ultimately signal India’s unique
negotiating position and a commitment to the highest standards of data protection. This paper
makes some recommendations on what may be regarded as the key elements of the proposed

model agreement.

Third, India should work toward creating a streamlined mechanism to transmit, authenticate, and
complete the direct data requests being made to service providers. Such a mechanism will help build
legitimacy and trust in the process for lawful data access. This would be relevant both for existing
data access requests as well as any new arrangements that may be adopted pursuant to international
agreements. Suggested features of this new system include appropriate authentication protocols

and access controls mechanisms, standardized request formats, encryption protocols for secure

data transmission, and maintenance of access logs. Standard operating procedures and training
modules will help ensure that the proposed policies and systems actually result in improved imple-

mentation outcomes.

A multipronged strategy along all these fronts would help in building a protocol that achieves more

efficient access to cross-border data within the contours of a rights-respecting framework.



Introduction

The average internet user in India consumes about 10.40 gigabytes (GB) of wireless data per month
on communications, entertainment, information and a host of other online services.” As personal
and commercial interactions increasingly move to the digital space, the state’s interest in gaining
better knowledge about these transactions has also increased. More detailed information about such
transactions may help a state design better policy interventions, monitor regulatory compliance, and
discharge its law enforcement functions more effectively.® This paper focuses on the last category of

data access—namely, data required in connection with the state’s law-and-order functions.

State agencies ability to gain access to data for law enforcement purposes is shaped to a significant
extent by the cross-border character of digital transactions. This includes situations where the entity
in control of the data or the location of the stored data may be based outside the country. Per the
European Commission’s estimates, electronic evidence is needed in around 85 percent of criminal
investigations, two-thirds of which involve online service providers based in another jurisdiction.”
Similar figures are not available for India, but transparency reports released by service providers offer
a valuable indicator of the growing digital footprint of criminal investigations. For instance, Face-
book received 49,382 information requests from India in 2019, three times higher than the request
volume in 2016.% Similar trends have been seen in transparency reports from Google and Twitter.®
This trend may be attributed, in part, to the sharp rise in India’s internet user base in the last three to
four years.” This explosive rise has led to a corresponding increase in the volume of digital transac-

tions, many of which tend to have cross-border elements.

Cross-border data access requests are governed both by the local laws of the country making the
request, and those of the jurisdiction where the entity receiving the request or its data storage facility
is based. Often, these laws may limit personal data access by third parties, including foreign govern-
ment agencies. The normal route to gain access to data under such circumstances is through the use
of MLATs (mutual legal assistance treaties). As of November 2019, India had entered into MLATs
with forty-two countries and was a signatory to six international conventions with mutual legal
assistance provisions.® However, the MLAT route remains widely criticized for being slow and
cumbersome and lacking sufficient data protection safeguards.” As a result, policymakers have sought
other alternative models of data access for law enforcement purposes, making it a recurring theme in

many policy discussions.
Access to data for crime detection and evidence gathering was a rationale given by the Justice B. N.

Srikrishna Committee on data protection while proposing the localization of personal data in India."

Following the findings of that committee’s report, the government introduced a draft Personal Data
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Protection Bill (PDP Bill) in 2019, which provided for local storage only for sensitive data but local
storage and processing for more critical types of personal data.!' The draft intermediary guidelines,
which have been in the pipeline for about two years, are another attempt to make intermediaries
more responsive to law enforcement requests. For instance, the draft rules require intermediaries to
furnish a prompt response to information requests (within seventy-two hours) and mandate a local
incorporation requirement for intermediaries above a certain size, which is presumably meant to
ensure better enforcement.'” Most recently, the Kris Gopalakrishnan Committee on nonpersonal
data has spoken about simplifying access to data for national security, law enforcement, legal, and
regulatory purposes.

Measures such as data localization and other intrusive mechanisms for securing unfettered govern-
ment access to data can have worrying implications for individual liberties and business freedoms.
For instance, mandates to use local storage may limit providers from choosing the most efficient and
viable data storage arrangements. At the same time, local storage requirements expose individuals to
a greater threat of unchecked surveillance by domestic agencies.'’ The discussions on government
data access are, therefore, closely intertwined with the need for greater transparency, oversight, and
accountability in the government’s ability to access citizens” personal data. A rethinking of the Indian
legal framework on these counts has become particularly necessary in light of the Supreme Court’s
verdict in the Justice K. S. Puttaswamy v. Union of India case, which recognized privacy to be a
fundamental right.'*

Recent global developments highlight the link between a country’s surveillance framework and the
level of trust that other jurisdictions or businesses may place in its systems. One of the grounds for
the invalidation of the Privacy Shield by the EU Court of Justice in the Schrems II case was that the
U.S. surveillance architecture contradicts the privacy rights of EU citizens under their own laws."
The reluctance shown by technology companies to share data with Hong Kong authorities, in the
wake of the broad powers conferred under a new national security law, is another case in point.’ All
of these developments point toward the need to build efficacious solutions for data access that also

respect users  privacy.

With this objective in mind, this paper examines two interrelated question sets. First, how can
India’s laws and practices on data access for law enforcement purposes be improved in line with
the constitutional right to privacy? Second, what kind of bilateral or multilateral arrangements
on data access should India consider to improve cross-border access, and what could be the key

elements of such arrangements?



To develop feasible responses to these questions, the authors conducted interviews with government,
civil society, and industry stakeholders, and held discussions at a roundtable on this subject at the
Carnegie India Global Technology Summit in 2019. The paper also draws upon the existing
literature on three key points—necessary reforms to India’s state surveillance architecture;'” chal-
lenges with the MLAT processes and other existing modes of data access;'® and evaluation of the
CLOUD Act’s compatibility with India’s laws and practices.”

Following this introduction, the second section presents an outline of India’s legal framework on
lawful data access, the challenges with the present system, and the authors” suggested reforms. The
third section follows a similar pattern of presenting the present status, challenges, and recommenda-
tions pertaining to different mechanisms for cross-border data access. Key mechanisms considered
include MLAT:, letters rogatory (LR), and provision of direct access to certain kinds of data offered
by various service providers. The fourth section examines the ongoing moves toward adoption of
bilateral and multilateral arrangements to facilitate direct data access. These arrangements seek to
authorize authorities in one jurisdiction to directly call for information from service providers based
in another jurisdiction. It discusses the status, key provisions, and concerns raised by such arrange-
ments. The fifth section sets out the authors’ recommendations on the next steps for formulating
India’s strategic position on direct data access agreements and some of the suggested components

of such agreements. Finally, the conclusion summarizes the recommended improvements to India’s
present laws and practices, and discusses the next steps needed to strengthen its international

arrangements for cross-border data access.

Domestic Legal Framework on Data Access

A sound legal framework on access to data by local law enforcement agencies is critical for building
trust among citizens, service providers, and civil society. In order to achieve this in the Indian legal
context, the domestic framework should ensure adherence to the fundamental right to privacy. Such
adherence can also act as a signal of India’s suitability as a potential partner for any international

arrangements on cross-border data access.

Police authorities in India most commonly rely on section 91 of the Criminal Procedure Code
(CrPC) to access any “document or other thing” that may be required in the course of an investiga-
tion. The provision creates two routes for enabling access to information: through a summons issued

by a court or pursuant to a written order issued by the officer in charge of a police station. Addition-

CARNEGIE INDIA | 5



ally, the police and other investigative agencies have the power to seek the interception or disclosure
of a message or information on a computer resource under the Indian Telegraph Act, 1885 and the
Information Technology Act, 2000 (IT Act).?® Of these, the Telegraph Act, despite its earlier vintage,
provides a slightly higher legal threshold for seeking access to data.?! In a December 2018 order, the
government listed ten investigation and security agencies that are authorized to issue interception,
monitoring, and decryption requests under the I'T Act.? This list includes bodies such as the Intelli-

gence Bureau, Narcotics Bureau, and Enforcement Directorate.

The ongoing process toward the adoption of a comprehensive data protection law also bears signifi-
cant implications for domestic data access. The draft PDP Bill introduced in the Parliament of India
in December 2019 contains widely worded exemptions for law enforcement purposes. Notably,
section 35 of the bill allows for agency-based exemptions from any or all provisions of the bill on
certain grounds.” Further, section 36(1)(a) of the bill exempts any data processing carried out for the
“prevention, detection, investigation, and prosecution of any offence or any other contravention of
any law for the time being in force” from most of the substantive requirements under the law. By
failing to restrict its scope only to offenses under, or contravention of, Indian laws, section 36(1)(a)
creates some ambiguity around the possibility of its use for enabling the transfer of user data for
foreign law enforcement purposes. This ambiguity becomes particularly relevant given that the few
identified provisions of the law that would still be applicable in such circumstances do not include

the restrictions on cross-border data transfers that appear in chapter VII of the PDP Bill.
Challenges of the Present System

Notably, neither the general criminal law nor the telecom and information technology sector-specific
laws mandate the need for judicial approval before allowing access to users’ information.” In 1997,
the Supreme Court observed, in the context of a phone-tapping case, that “in the absence of any
provision in the statute, it is not possible to provide for prior judicial scrutiny as a procedural safe-
guard.”® The court then went on to suggest an administrative oversight mechanism in which each
data request would have to be approved by the home secretary, or in some cases a joint secretary in
the central or relevant state government. This mechanism has now become the accepted legal process

under the rules adopted under both the Telegraph Act and the IT Act.

The insufficiency of these mechanisms, however, becomes apparent when considering the volume of
data access requests being approved by the designated officials. A right to information request made

by the Software Freedom Law Center a few years back had revealed that the central government



alone was issuing an average of around 7,500 to 9,000 telephone interception orders each month.*
This figure is significant in itself, but it represents only a fraction of the total number of data requests
in the system.

Besides the lack of sufficient oversight, the present laws have also been criticized for being overly
broad in terms of the scope of the powers and silent on necessary restrictions and limitations.”” Some
specific concerns include the absence of reporting and transparency requirements, insufficient inter-
nal checks, action with no notice to the individual, and lack of redress mechanisms.?® In some cases,
basic requirements may exist on paper, but with a significant gap between the stated rules and
outcomes. For instance, even though there are rules that require a paper trail for every interception

request, minimal information is available in the public domain to verify its implementation.”

Absence of adequate checks often leads to situations of unauthorized access and misuse by frontline
officials. For instance, in 2013, news reports revealed that 1,371 phones had been tapped in the state
of Himachal Pradesh by the Criminal Investigation Department and the Vigilance Bureau although
the state’s home secretary had authorized the interception of only 171.° Another example of misuse
was seen when a police constable was able to use the official email address of a senior official to gain

access to the call detail records of a prominent political leader.”

With the emphatic recognition of the fundamental right to privacy in the Pustaswamy case, the state’s
surveillance powers are once again being challenged before the Supreme Court.” The pending
challenges seek to test the surveillance framework created under the I'T Act and the Telegraph Act
against the principles laid down by the Supreme Court in its nine-judge bench decision. The
Supreme Court held that any infringement of the right to privacy by the state would be valid only if
it is lawful, seeks to serve a legitimate aim, and is proportionate in nature.** Of these, the state might
find it easier to argue for the satisfaction of the first two tests: the role of law enforcement as a
legitimate state function is well recognized, and certain legal provisions (though broadly worded)
enable data access by law enforcement authorities. However, in the absence of prior judicial review or
other forms of effective independent oversight over investigation processes and lack of other reason-
able safeguards, the current legal framework falls short of satisfying the requirements of proportional-
ity. The widely worded exemptions for law enforcement agencies and purposes under the PDP Bill

are likely to perpetuate these concerns.
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Recommended Approach

The inadequacies of the present legal framework on lawful data access ideally should be addressed by
introducing comprehensive legislation governing the functioning of intelligence and law enforcement
agencies. However, pending that decision, the legislature should in any case revisit the existing
provisions on lawful access under the CrPC, the Telegraph Act, and the IT Act. The objective of the
legal changes should be to bring about appropriate checks and balances in the functioning of current
data access mechanisms, broadly in line with the “Necessary and Proportionate” principles formu-

lated by a coalition of civil society organizations.*

In the Indian context, some of the suggested legal requirements would be as follows:*

1. Prior judicial authorization or approval by an independent body of any data access requests for

law enforcement purposes.

2. Oversight of surveillance activities by a parliamentary committee. The existing framework of
department-related Parliamentary Standing Committees can be leveraged for this purpose. This
task could be entrusted to either the Standing Committee on Information Technology or the

Standing Committee on Home Affairs.

3. Notice to the affected individuals, which may be deferred with authorization of the independent

approving authority, if earlier notice might jeopardize the investigation or proceedings.

4. Application of data protection principles like data minimization, data safety and security, destruc-

tion after use, and restrictions on interdepartmental sharing without specific authorization.

5. Appointment of privacy or data protection officers within each law enforcement agency to be

responsible for ensuring compliance with the data protection norms.

6. Transparency and reporting requirements in relation to the number and nature of data requests
being made. Along with the public reporting of figures by the relevant law enforcement agencies,
the National Crime Records Bureau could be tasked with the responsibility of compiling the

statistics on state and agency level data requests.

To the extent that any sort of surveillance reforms are sought to be achieved through the PDP Bill, it
becomes necessary that any exceptions granted to law enforcement agencies should be narrowly

tailored. In particular, the scope of the exemptions should be limited only to processing that which is



being done in the context of serious offenses under Indian laws. Such offenses may, for instance, be
defined to mean those punishable by at least five years’ imprisonment.*® Further, the exemption
provision should not exclude the application of some of the basic protections under the PDP Bill,
such as requirements for fair and reasonable data processing (section 5), collection limitation (section

6), and restrictions on data retention (section 9).%”

At the same time, the manner in which the PDP Bill intends to deal with cross-border data requests
from foreign law enforcement agencies needs to be clarified. According to the structure of the bill,
any data transfer that is otherwise not exempted under a specific provision ordinarily would require
the individual’s prior consent. Relying on consent may, however, not be a feasible option for enter-
taining data requests from foreign law enforcement agencies. Such requests also may not fall under
any of the permissible grounds for processing without consent. Such grounds include compliance
with any law made by the Indian Parliament or a state legislature or compliance with the orders of an
Indian court.”® Therefore, even in bilateral or multilateral agreement-based data access, service
providers governed by the PDP Bill may require an authorizing law or an order from an Indian court
to transfer data abroad without the individual’s consent. The contours of such international arrange-

ments should, therefore, be discussed along with the conversations on the PDP Bill.

Existing Mechanisms for Cross-Border Data Access

Law enforcement agencies typically request data that fall under three broad heads. The first is basic
subscriber information, such as name, age, address, and other details that the subscriber provides at
the time of enrollment. The second is traffic or metadata, including the origin, destination, time, and
duration of the communication. The third involves the underlying content of the communication,
which could be in a stored form or may entail the interception of live communications. On receiving
a valid request under Indian law, ordinarily the responding entity is required to provide the requested
information from any of these categories. However, in practice, domestic law enforcement agencies
have varied ability to gain access to the data, depending on the nature of the information requested,
the location of the service provider or the data storage facility, and the laws governing each of these
aspects. Other factors, like data encryption, can also affect authorities’ ability to access certain kinds
of data.

According to the United States’ Stored Communications Act, entities that fall within its jurisdiction
are barred from sharing the contents of stored communication, except in accordance with the provi-
sions of that law.** One of the permissible forms of access is through a court order passed in the

United States, if the requesting entity can demonstrate that there are “reasonable grounds to believe”
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that the contents being sought are relevant for an ongoing investigation.”” Law enforcement agencies
in India may also take advantage of this option by asking their U.S. counterparts to seek a court
order for access to data pursuant to the terms of the MLAT between the two countries.*! U.S. law
also permits service providers to share non-content-related records or other information pertaining to

a subscriber with foreign agencies on a voluntary basis.*?

Another available access route is to seek information through the LR process. An LR is a formal
request issued by a criminal court in India, at the request of an investigating agency, seeking the
assistance of a court or authority in another jurisdiction for gathering evidence.® This process is
often used in situations where there is no MLAT between the parties or the information being
sought falls outside the scope of the treaty. In addition, an LR can be issued to any other country

without a bilateral or multilateral arrangement, based on an assurance of reciprocity.

In addition, India is also a member of the G7 (Group of 7) 24/7 Cybercrime Network.* This net-
work of about eighty countries was formed “to enhance and supplement (but not replace) traditional
methods of obtaining assistance” by enabling the preservation of electronic evidence in other partici-
pating countries.” Its genesis lies in the recognition that delays in being able to obtain access to
evidence held in another jurisdiction could result in the loss or destruction of the electronic evidence.
To address this concern, each member of the network agrees to designate a twenty-four-hour point of
contact for handling preservation requests and to make best efforts to get internet service providers

to freeze the information that may be required for law enforcement purposes.® This mechanism,
however, focuses only on the preservation of information and not its production, so countries still
must rely on MLATs or LR for that purpose.?

Challenges of the Present System

Despite the availability of these different mechanisms, law enforcement agencies in India have
reported practical difficulties in gaining access to data in a cross-border context. The first issue relates
to delays in gaining access to the required information under the MLAT/LR route. As described
above, the process of obtaining data through the MLAT route can be complex, involving multiple
agencies in both countries. The LR process, similarly cumbersome, can be even slower than the
MLAT route.® As per a 2013 report prepared by the U.S. President’s Review Group on Intelligence
and Communications Technologies, Liberty, and Security, MLAT requests submitted to the United
States took an average of about ten months to be completed.”” The delay in the processing of data
requests, coupled with the denial of the request in many cases, has become a sore point for law

enforcement agencies in other jurisdictions.



At the same time, at least part of the delay and denial of data requests can be attributed to requests
that are incomplete or poorly drafted.” In a bid to address some of these issues, India’s Ministry of
Home Affairs recently released a new set of guidelines on the data request process. The stated objec-
tive of the guidelines, which also deal with the issue of summons and judicial documents, was to
streamline the MLAT process and make it compliant with international norms. The guidelines set
out a step-by-step guide for making MLAT/LR requests.’! They contain instructions on the form,
content, and language of requests as well as the grounds that the investigating agency should consider
before initiating the request. These grounds could include an assessment of the necessity, timelines,
potential grounds of refusal, legal basis, need for confidentiality, and limitation period.** The guide-

lines also offer a template of the request format.*

The standard forms and checklists given under the new guidelines offer a significant improvement
over the existing process. Yet it is also important to acknowledge that neither the MLAT nor the LR
processes were originally designed to handle the massive volumes or types of requests that they now
experience. To put this in perspective, India’s first MLAT with Switzerland was signed in 1989, well
before the introduction of internet services in the country. Expecting the same systems to cope with
the current situation of more than 700 million internet subscribers, and the increasing reliance of

criminal investigations on electronic evidence, may well be a tall order.

To the extent that countries are able to seek direct access to subscriber information from service
providers, the limitation of scope (limited to noncontent data) and significant discretion given to
service providers remain a cause of concern for the authorities. At present, each service provider
specifies its own mechanism through which law enforcement requests must be made. For instance,
entities like Google, Twitter, and Facebook maintain separate systems through which law enforce-
ment agencies can submit and track requests, while China-based TikTok specifies an email address to
which the requests must be sent.’* Some of the requirements in the processes adopted by different
companies are that a lawful request should come from an ofhicial (not personal) email address; be
issued on an official government letterhead; and should clearly identify the law at issue, the account
whose details are being requested, and its link with the investigation. In addition, emergency data
request mechanisms are also available for situations where the information being sought is necessary

to prevent an imminent threat to a person’s life or safety.

Interviews with service providers and their affiliate entities also brought to light certain issues that
they face in the handling of data access requests by law enforcement agencies.”® They highlighted that
service providers often receive requests that contain errors, are missing important details, or seek

information that is not available with the Indian affiliates of global businesses. Further, the requests
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may contain unclear language or may not specify the legal provision under which the request is
made. It was also pointed out that requests are sometimes sent based on defunct laws, such as section
66A of the Information Technology Act, 2000, which has been invalidated by the Supreme Court’s
decision in Shreya Singhal v. Union of India. Receipt of requests that are not sent from government
email accounts was another repeated concern. One of the respondents also brought up the issue of
receiving multiple requests for the same piece of information from different departments, and even
from different persons within the same department.”® All of these insights suggest that besides
thinking about the scope of powers available to law enforcement agencies, improvements in their

internal processes and capacity-building initiatives would also be in order.
Recommended Approach

The Ministry of Home Affairs’ latest guidelines on handling of MLAT requests is an example of a
unilateral effort by India for strengthening its existing MLAT enforcement. The United States also
has undertaken an MLAT reform process that reportedly helped reduce its caseload backlog by a
third.”” Any kind of broader MLAT reforms, however, would have to be undertaken as a bilateral or
multilateral initiative. This may include the renegotiation of existing agreements or entering into new

ones, which can take place only through consensus among the contracting parties.

Accordingly, India will need to work with other nations to improve the existing MLAT framework.
Such improvements may include increasing the geographic spread of such agreements and pursuing
measures to reduce delays and enhance protection of human rights. Some specific suggestions that
have been made in this regard are as follows:*

1. Increased resources, infrastructure, training, and digitization of the MLAT process

2. Strengthened due process requirements, including defendants’ ability to request evidence

3. Improved privacy standards by incorporating requirements of necessity, proportionality, and

encrypted transmission of data
4. Better transparency regarding requests and responses

However, as the following sections indicate, the willingness of state parties to undertake systemic

MLAT reforms might be overshadowed by the shift in focus toward direct data access arrangements.



While India formulates its strategic position on such arrangements, it can take several steps at the

domestic level to improve existing data access provisions.

First, India needs to develop robust and transparent SOPs (standard operating procedures) or guide-
lines on the process through which law enforcement agencies can request data access from service
providers. The proposed SOPs must be grounded in existing laws. As the subject of “criminal proce-
dure” falls under the concurrent list of the Constitution of India, the Ministry of Home Affairs can
issue the proposed guidelines and, if required, each state government may modify them as appropri-
ate.”” Per an afhdavit submitted by the central government before the Supreme Court, the govern-
ment already has SOPs on this issue although a copy of it is not available in the public domain.*
However, the current SOPs do not specify the agencies that are authorized to call for information
under it and have also been criticized for the lack of accountability and appropriate safeguards.®’ An

improved set of SOPs would, therefore, be in order.

Similar to the guidelines for mutual legal assistance requests, the guidelines for direct requests to
service providers should specify the applicable step-by-step process; authorized agencies and officers;
and the format, expected content, and language of the requests. The following list presents specific
suggestions regarding the form and content of data requests sent to service providers.

Any request should be initiated only from an official government email address of a designated

official of an authorized law enforcement agency.

—_

It should be signed and on the letterhead of the requesting authority.
2. It should cite the legal provision under which the request is being made.

3. It should specify the number and details of the first information report and a brief note on the
link between the case and the requested information.

4. It should clearly identify the scope of the data request, including the relevant identifier of the
target for which data access is being requested.

Second, the guidelines referred to above should be framed through an open and consultative process.
Once adopted, they should be incorporated in the training programs for police personnel, judicial
officers, and staff of law enforcement agencies. In addition to the training on Indian laws and proce-

dures on data access, it may be useful to include basic training on the laws and standards of certain
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other jurisdictions that may have a significant bearing on cross-border data requests. For instance, the
United States’ Stored Communications Act is one such legislation, which limits the ability of U.S.
service providers to provide certain kinds of data. Knowledge of such provisions can help law
enforcement bodies in India understand the limitations of current cross-border access arrangements

and take them into account while framing their requests.

Third, it would be useful to have a streamlined mechanism to transmit, authenticate, and complete
requests being sent from law enforcement agencies to service providers. At present, each service
provider maintains an independent system for managing data requests, making it necessary for law
enforcement agencies to navigate these different systems. A new law enforcement data request
platform could identify the various service providers to whom data requests are being sent and
facilitate back-end integration with different providers while maintaining a common front-end
platform for the law enforcement agencies. A streamlined system of this sort should include features
like access controls and follow industry standards of encryption and other mechanisms to ensure

secure data transmission.

Section 91 of the CrPC provides that an order summoning the production of a document or any
other thing can be issued by a court or the “officer in charge of a police station.” The proposed
system, therefore, should be able to confirm that any request sent through it is verified to be from an
officer that satisfies this condition—a consideration that a service provider may not find it easy to
confirm on its own. The logs of information requests and responses exchanged on this platform can
form the basis for necessary government transparency on the number and nature of data requests.
Facilitating such enhanced transparency about data access requests for law enforcement purposes

should be an integral part of the system’s design.

Finally, inter-state and intra-agency coordination on data information requests should be enabled to
ensure an optimum utilization of time and resources. For instance, the government of Jharkhand has
put in place an Online Investigation Cooperation Request Platform, through which any investigating
officer in the country can request authorities in Jharkhand for cooperation regarding investigation of
cyber crimes.®* The scope of such initiatives can be expanded to include collaboration on data
requests being sent to service providers, where such data may be required by more than one autho-
rized agency in connection with the same investigation. All such requests would, however, have to
adhere to strict authentication requirements and security safeguards, including those listed in the first
and second recommendations. This is to ensure that the proposed coordination mechanism should

not become the basis for unchecked data sharing among government agencies.



The Move Toward Direct Data Access Agreements

Given the limitations of the existing cross-border data access arrangements, several countries have
started looking toward alternative bilateral or multilateral arrangements to facilitate data access. This
section discusses the growing popularity of direct data access agreements that essentially enable
authorities in one jurisdiction to directly call for information from service providers based in another
jurisdiction. The United States’ CLOUD (Clarifying Lawful Overseas Use of Data) Act, enacted in
March 2018, is the most-cited example of a law that enables the creation of such a framework. The
CLOUD Act allows the United States to enter into executive agreements that will aid accelerated
data access from U.S.-based providers by foreign partners.®> At the multilateral level, the parties to
the Council of Europe’s Cybercrime Convention, popularly referred to as the Budapest Convention,
have been negotiating an additional protocol that will contain provisions on direct access to sub-
scriber data.* In parallel, the European Commission is also working on the adoption of an intra-EU

arrangement to this effect.
Overview of Existing and Proposed Arrangements

The CLOUD Act amends the U.S. federal law on disclosure of information for investigation pur-
poses in two main respects. First, it asserts the ability of U.S. government agencies to access data
controlled by their electronic communication service or remote computing service providers, irre-
spective of the location where it is stored.®> Second, it authorizes the U.S. government to enter into
executive agreements with other countries allowing for direct data sharing by service providers,
subject to the other country’s laws and procedures satisfying the requirements laid down under the
CLOUD Act.®® The United States and the United Kingdom entered into the first such arrangement
in October 2019 (hereinafter referred to as the “U.S.-UK executive agreement”), and the United
States is currently negotiating similar agreements with Australia and the EU.% Interestingly, the head
of the European Data Protection Board, Andrea Jelinek, recently wrote a letter in which she raised
doubts about the data protection safeguards in the U.S.-UK executive agreement.®® She also said that
the European Commission should, when making the United Kingdom’s adequacy finding under the

General Data Protection Regulation, take the U.S.-UK executive agreement into consideration.®

The requirements for entering into an executive agreement under the CLOUD Act can be classified

into two categories. In the first set of requirements, the U.S. attorney general, in concurrence with

the secretary of state, determines that the other country’s overall legal and procedural framework
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satisfies certain conditions. These conditions include robust and substantive protections for privacy
and civil rights, adherence to the rule of law and international human rights obligations, a commit-
ment to promote the global free flow of information, and assurance that the agreement will not be
used to target U.S. persons. The second set of requirements pertains more directly to the laws and
processes governing data requests. This information includes specifications about the purposes for
which data can be requested, reasonable justifications for the request, and judicial review require-
ments. The CLOUD Act also requires the U.S. government to periodically review the other party’s

compliance with the agreement.”

In terms of multilateral agreements, the Budapest Convention (to which India is not a signatory) is
the only international treaty that deals extensively with international cooperation on the collection of
electronic evidence for criminal offenses.”! The convention provides for mutual assistance requests
among parties that do not have MLATs among themselves and creates supplementary cooperation
mechanisms that apply where MLATS are already in place. It currently allows unilateral access to data
(without the need for the other party’s authorization) only in two specific situations: for publicly
available data and in cases where a party seeks to access data stored in another location through a
computer system located in its own territory. The latter can be done only with the “lawful and
voluntary consent” of the person who has the lawful authority to disclose it.”

Recognizing the vast changes in the technology sector since the Budapest Convention was first
opened up for signatures in 2001, the parties to the convention are now working on an additional
protocol for facilitating transborder data access.” As per the draft text of the Second Additional
Protocol published in late 2019, state parties would be able to directly call for the disclosure of
“stored subscriber information” controlled by service providers in the territory of another party.”* The
draft text lays out the contents of such an order and the manner in which it is to be processed. It also
proposes the expedited production of subscriber or traffic data and data processing in emergency
situations where there is a risk to any person’s life or safety.”” But, requests of this kind must still be

sent from one state party to the other, and not directly to the service provider.

In case of direct requests, the draft gives each party the discretion to decide whether it would be
bound by this provision or to exclude certain types of access numbers from its scope. Countries that
do adopt the provisions have the further option of protecting their sovereign interests by voluntarily
adopting some additional conditions. These conditions may include requirements relating to judicial
approval or other form of independent oversight over the request, or simultaneous notification to the

party in case of any information request sent to a service provider in its territory.



Finally, the European Commission is also working on the adoption of an intra-EU mechanism for
direct access.”® This mechanism would allow judicial authorities in one member state to seek the
production or preservation of e-evidence by service providers established or represented in another
member state. Service providers are expected to respond to the request within ten days with a shorter,
six-hour deadline for emergency cases. The proposed e-evidence regulation will be accompanied by
an EU directive obliging service providers to designate a legal representative in the EU to enable

receipt of, and compliance with, the information requests.””

The e-evidence proposal was referred to the Civil Liberties, Justice and Home Affairs Committee
(LIBE Committee) of the European Parliament for member comments. In November 2019, com-
mittee rapporteur Birgit Sippe released a draft report with significant revisions to the proposal.” The
revisions seek to strengthen the respect of fundamental rights and introduce clearer obligations for
service providers. The draft is now pending approval of the LIBE Committee before it can move to

the next stage of legislative approval by the European Parliament.”
Key Provisions and Concerns

The goal of each of the direct data access agreements is to minimize the role of the other country’s
designated authorities in the review and approval of information requests, thereby reducing delays in
the present systems. However, the current proposals for direct data access differ based on the kinds of
data and crimes covered, requirements of judicial approval, procedural safeguards, and the rights of
individuals and service providers. The proposed shift toward direct access also gives rise to concerns
on grounds such as privacy, transparency, accountability, and lack of sufficient oversight. These issues
have led many stakeholders, including privacy and civil liberties groups, to oppose the creation of
direct assess measures based on the concern that they effectively make service providers the final

guardians of human rights.®

This section presents some of the main differences between the different instruments and the con-
cerns that have been raised about them. Table 1 below contains a comparative overview of some of
the key terms contained in the U.S.-UK executive agreement, the draft Second Additional Protocol
to the Budapest Convention, and the draft e-evidence proposal. This assessment does not include the
CLOUD Act because, unlike the other instruments, it is domestic legislation and not a bilateral or

multilateral arrangement.
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TABLE 1
Overview of key provisions in direct access agreements

Bilateral/Multilateral

Instrument

U.S.-UK Executive
Agreement

Budapest Convention
(Draft Second Additional
Protocol—Direct Disclosure of
Information)

EU e-Evidence Regulation
(Draft)

Types of data covered

Broadest scope. Includes
content data, traffic or
metadata, and subscriber
information.

Subscriber data only,
specifically excludes traffic and
content data.

Content (only stored) and
noncontent (subscriber,
access, transactional) data.
The instrument cannot be used
for interception requests.

Grounds for making
data request

Any serious offense punishable
by a maximum term of at least
three years in the country
issuing the request.

Information needed for the
issuing party's specific criminal
investigations or proceedings.

The information must be
necessary and proportionate
to the criminal investigation or
proceeding.

Orders for subscriber data and
access data can be issued for
all criminal offenses.

Orders for transactional and
content data may be issued
only for serious criminal
offenses (that is, offenses
punishable by a maximum
term of at least three years).

Judicial approval
and independent
oversight

Data requests subject to
review or oversight by a
court, judge, magistrate, or
other independent authority.
Authorization may be issued
either before or during
enforcement of the order.

Because the requests are made
as per domestic laws, requests
from the United Kingdom

for data stored in the United
States must meet the standard
of “reasonable grounds to
believe” and not the more
stringent “probable cause”
standard under U.S. law.®'

Data requests are to be made
by a competent authority,
which could be a judicial,
administrative, or law
enforcement authority.

Prior authorization/
supervision is up to the
discretion of the receiving
country.

Orders for transactional and
content data must be subject
to judicial authorization.

Orders for subscriber and
access data can also be
authorized by a prosecutor.




Bilateral/Muiltilateral
Instrument

U.S.-UK Executive
Agreement

Budapest Convention
(Draft Second Additional
Protocol—Direct Disclosure of
Information)

EU e-Evidence Regulation
(Draft)

Receiving state's right
to receive notice

No requirement.

Not mandatory.

The receiving state may
require simultaneous
notification when receiving
a request. It can decide if it
requires a notice for every
case, or only in identified
circumstances.

No requirement.

However, the state issuing the
request must seek clarification
from the receiving state before
making a request for any data
that might affect immunities
and privileges or otherwise
impact the fundamental
interests of the latter.

Individual's right to
receive notice

No requirement.

No requirement.

However, orders may

contain “special procedural
instructions” that may include
a request for nondisclosure of
the order to the subscriber or
third parties.

The state issuing a data
request can ask the service
provider to refrain from
sharing the information with
the concerned person to avoid
obstruction of the criminal
proceedings. This information
must be disclosed after a
delay that is regarded to be
necessary and proportionate.

Rights of service
providers

Can raise specific objections
when it has a reasonable belief
that the agreement may not
have been properly invoked.

If unresolved with the issuing
state's designated authority, it
may raise the objections with
the receiving state's authority.

No right or power to act,
unless specified by the
receiving state.

In such a case, it shall consult
with the receiving state’s
authorities on certain grounds,
which include affecting the
receiving state's ongoing
criminal investigations or
proceedings, sovereignty,
public order, and so on.

Can oppose the enforcement
of an order on various
procedural grounds, and if it
is apparent that it violates the
charter of fundamental rights
of the EU, or is manifestly
abusive.

Consequences of
noncompliance

Not specified.

No clear mention of
consequences. However, states
can provide “an affirmative
basis obliging service providers
to respond to orders from
authorities from another state
in an efficient and effective
manner.”

Pecuniary fines, without
prejudice to penalties under
national laws.
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Scope of the Agreements

The scope of the data access arrangements can be understood to mean the available grounds for
making a request and the types of data being covered. Of the three agreements, the U.S.-UK execu-
tive agreement is the broadest in scope as it applies to content data, traffic or metadata, and sub-
scriber information.®? Further, it covers both stored data and live communications (data in transmis-
sion). In essence, it allows any kind of data to be shared directly provided that it relates to a

serious offense that is punishable by a maximum term of at least three years in the country

issuing the request.®

The European e-evidence proposal also covers both content and noncontent data, but the scope of
the former is limited to stored data only and so it cannot be used to make interception requests.*
The grounds for access vary based on the type of data being requested. It proposes that orders for
subscriber or access data can be issued for all criminal offenses, whereas transactional and content
data can only be made for serious criminal offenses.®> According to a report commissioned by the
European Parliament’s LIBE Committee, a threshold of three years’ imprisonment for a “serious
offence” would cover most offenses, including comparatively petty ones such as theft, fraud, and
assault.® Civil society organizations also have raised similar arguments with respect to the CLOUD
Act.*” These objections might have had a bearing on LIBE rapporteur’s recommendation that the
threshold for serious offenses under the e-evidence proposal should be increased to a sentence of at

least five years.

In contrast to the other two agreements, the Second Additional Protocol to the Budapest Conven-
tion plans to cover only subscriber data. By doing so, it presents a relatively lesser degree of threat to
privacy, as disclosure of subscriber data arguably poses a lower risk compared to content and traffic
data.®® These limitations also may make the proposal more palatable to multiple contracting state
parties. Nonetheless, submissions on the draft text have called for greater clarity in the definition of
subscriber information. In particular, some submissions request that the designated information not
include log-on or dynamic IP addresses, as these can reveal sensitive details about an individual’s

interests, beliefs, and lifestyle.®

Next, the draft provision allows the data request to be made for the purposes of “specific criminal
investigations or proceedings” in the country issuing the request. The use of the term “specific” is
meant to clarify that this power cannot be used to request mass or bulk production of data.” How-
ever, the provision does not draw any distinction based on the seriousness or severity of different
crimes. This lack of distinction could result in a disproportionate impact on privacy while also

opening the gates for large volumes of requests being made to service providers.” That said, such
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criticisms must be tempered by the fact that access under the Budapest Convention would be limited
to subscriber data, which in many cases is already shared directly. However, a key difference is that
the procedure for disclosure of subscriber information under the Budapest Convention would be
backed by a multilateral agreement, whereas the existing mechanisms are voluntary in nature, with

each service provider having its own formats for information requests.

A final point of criticism involves the absence of any dual criminality requirements in the three
instruments. Such requirements would mean that a direct request would be possible only if the act in
question were an offense under the laws of both the issuing and responding states. In the context of
the U.S.-UK executive agreement, a coalition of civil society groups has noted that even though
MLATS typically do not have such requirements, its inclusion becomes particularly important for
direct access arrangements because many of the oversight safeguards offered by MLATs have been

removed.?? Similar submissions have been made for the draft Second Additional Protocol.
Judicial Approval and Independent Oversight

One of the most serious criticisms of the CLOUD Act has been that it results in diminished stan-
dards of enabling data access.” By allowing foreign governments to access data without mandatorily
satisfying the requirement of judicial authorization and “probable cause” under U.S. laws, individuals
in countries with a weaker set of protections will be exposed to greater privacy risks. This could also
result in the incidental targeting of U.S. communications through wiretaps set up without adherence
to U.S. legal standards.”

Drawing on the language of the CLOUD Act, the U.S.-UK executive agreement requires that any
data request made by the foreign government must be subject to review or oversight by a court,
judge, magistrate, or other independent authority. This authorization can be issued either before or
during the enforcement of the order.” The use of the term “other independent authority” leaves the

agreement open for such a request to be reviewed by a nonjudicial body.

The Budapest Convention’s proposal follows similarly broad criteria by allowing each country to
determine a “competent authority” to issue the information requests.”® This could be a judicial,
administrative, or law enforcement authority. However, the country receiving the request can decide
whether requests sent to its service providers should have been made under the supervision of a
judicial, prosecution, or other independent authority.” In this sense, the Budapest Convention is
more in the nature of an enabling framework with some discretion for the state parties to choose

their preferred implementation structure.
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In case of the EU’s draft e-evidence regulation, the sanctioning authority varies depending on the
type of data requested. Transactional and content data are subject to judicial authorization, but
subscriber and access data, which are considered to be relatively less intrusive, could also be requested
by a prosecutor.”® Recognizing the concerns about the independence of prosecutors in some jurisdic-
tions, the LIBE Committee’s rapporteur has now recommended that such requesters should be an
“independent” prosecutor. The rapporteur’s draft report also proposes a new provision that would
allow a party whose service provider receives the request to also require the procedural involvement
of a court in its jurisdiction.” The involvement of judicial authorities in both jurisdictions would
provide the highest degree of checks, but might also create delays in the process.

Right to Receive Notice

One of the other contentious issues raised by the data access arrangements relates to the extent to
which the executing state or the affected individual should have the right to receive notice of the
request. Of the three instruments, the protocol to the Budapest Convention is the only one that
creates scope for notice to be given to the other state party; however, it does not make it mandatory
to do so. It provides that a state party can choose to demand that its authorities should receive

simultaneous notification.!%

The draft e-evidence regulation contains a requirement to seek a clarification from the other party
only in case of a data request that might affect immunities and privileges or otherwise impact the
fundamental interests of the other party.'”! Recognizing the limitations of such a selective approach,
many states have indicated the need for a more meaningful notification mechanism.'”* Accordingly,
the draft report prepared by the LIBE Committee’s rapporteur proposes an automatic notification

mechanism for the executing state.

As far as notice to the individual is concerned, the draft e-evidence proposal is the only document
that offers some protections in this regard. The current draft of the regulation allows the country
issuing a data request to ask the service provider to refrain from sharing this information with the
concerned person to avoid obstructing any criminal proceedings.'® This information, however, needs
to be disclosed after a delay that is regarded to be necessary and proportionate. The suggestions made
by the LIBE Committee’s rapporteur seek to strengthen this provision, such as by introducing the

requirement that any request for delayed disclosure must be based on a court order.
By contrast, the draft Second Additional Protocol to the Budapest Convention states only that the

order may contain any “special procedural instructions.”!* As per the accompanying explanatory

text, this may include a request for nondisclosure of the order to the subscriber or other third parties.
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Nonetheless, stakeholders have argued that the protocol should require that notice be provided to the
individual, and gag orders delaying such notice should be for a specific time period and based on a
judicial finding.'®

The U.S.-UK executive agreement also gives rise to similar concerns. The position, as stated by the
U.S. Department of Justice, is that it has been left to domestic laws of the country issuing the request
to determine whether or how notice is to be given to the affected person.'® This is a problematic
omission, since the right to receive notice is a prerequisite for the individual to seek appropriate
remedies against any unjustified interference with their rights.

In sum, much like the difference in the scope of each of the instruments, the protections and safe-
guards provided under them also tend to vary significantly. To some extent, the available protections
reflect the nature of the instrument and the process through which it is finalized. The discussions
around the e-evidence proposal and the Budapest Convention, which are more cooperative and
multilateral in character, have offered greater transparency and opportunities for participation by
stakeholders. These considerations have informed the recommendations in the next section on how
India should approach participation in any bilateral or multilateral arrangements on direct access

to data.

Proposed Approach for India’s Engagement on Direct Data Access

Countries have at least three cooperative routes to address their increasing demands for access to
cross-border data for law enforcement purposes. The first is to pursue systematic renegotiation and
reforms in the MLATSs framework. The goal here would be to simultaneously enhance the efficiency
of the existing processes and strengthen the available safeguards. Given that MLATSs tend to require
the ongoing participation of both states” authorities, this route will require each of the state parties to

commit appropriate time and resources for this purpose.

Second, countries could come together to create a new multilateral framework to regulate transbor-
der access to personal data. Joseph A. Cannataci, United Nations special rapporteur on the right to
privacy, has made a key suggestion on this topic.'”” In February 2018, Cannataci released a working
draft of a legal instrument on government-led surveillance and privacy. The document suggests that
any data request from a law enforcement authority of a member state would have to flow through a
new body called the International Data Access Authority. The governing body of this authority
would have representation from all the member states. Further, the authority would have a data

CARNEGIE INDIA | 23



access commission of judicial members to review the requests, a committee of human rights defend-
ers to monitor each request, and an international tribunal to hear appeals on the commission’s
decisions. An arrangement of this sort, if adopted by a significant number of countries, would create
a powerful institutional structure to facilitate fair access. However, to date, the global community has
not actively considered such a move or even begun to assess the feasibility and acceptability of

the suggestion. Given the different strategic interests, access capabilities, and substantive and proce-
dural requirements of various countries, any such move is bound to be subject to complex and

protracted negotiations.

Meanwhile, as discussed in the earlier sections, many countries have already begun to proceed down
the path of the third option of pursuing direct data access arrangements. Given the more real and
immediate nature of this solution, this section focuses on potential factors of India’s proposed
approach to direct data access arrangements. So far, none of the existing and proposed discussions on
this subject are applicable to India. India is not a signatory to the Budapest Convention and hence
remains out of the fold of the ongoing negotiations on the Second Additional Protocol. Similarly, the
e-evidence proposal, being an intra-EU arrangement, is not applicable to India. However, if other
countries were to adopt these instruments, the ramifications would have a bearing on future agree-

ments of this sort, including ones that India may subsequently enter.

There is no official position on the reasons for India’s nonparticipation in the Budapest Convention,
but some of the reported explanations include its absence from the original negotiations, concerns
about infringement of national sovereignty, and the insufficiency of the cooperation mechanisms.'%
Given India’s increasing demands for electronic evidence and the need for international cooperation
and capacity-building initiatives in this regard, the Indian government should reconsider its position
on the Budapest Convention. Recently, the government announced that it is planning to review

the I'T Act, the country’s primary legislation related to cyber crime.'® This review would be a

good opportunity to initiate discussions on the Budapest Convention and data access agreements

more generally.

Some commentators have suggested that India should also act on pursuing a bilateral agreement with
the United States, along the lines set out under the CLOUD Act.'"” However, as of now, neither
country has taken concrete steps that would indicate an interest in this direction. This lack of move-
ment may result from a number of factors, including the fact that some of India’s laws and practices
are incompatible with several of the conditions under the CLOUD Act. For instance, one of the
stated conditions is that an order issued by the foreign government should be subject to review by a
court, judge, magistrate, or other independent authority. However, as noted earlier, a large number

of requests in India are currently made directly by police officers under section 91 of the CrPC,
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which does not satisfy this condition. Similarly, the requirements for appropriate laws, procedures,

and oversight mechanisms for data collection and processing also are not likely to be satisfied in view
of the broad exemptions proposed to be carved out for law enforcement agencies under the PDP Bill,
2019. At the same time, India may find some of the provisions of the CLOUD Act, such as commit-

ment to the global free flow of information, as infringing on its national sovereignty concerns.'"!

The above discussions indicate that the CLOUD Act requires a level of legal and procedural safe-
guards that are higher than those currently provided under Indian laws.''? A positive reading of the
situation would be that if India were to consider an arrangement along these lines, it would necessar-
ily involve domestic legal reforms of the kind suggested earlier. The contrary view, however, could be
that the wording of the CLOUD Act gives U.S. executive agencies substantial discretion in deciding
whether the other contracting party is able to adequately satisfy the stated requirements. A more
liberal interpretation could, therefore, end up resulting in a situation where persons in India are
exposed to a higher degree of domestic surveillance (including content data) but without the indirect
safeguards that currently apply under U.S. legal requirements.

Realistically speaking, India is likely to be in a position to pursue any international agreements on
direct data access only once it has undertaken certain domestic legal reforms. These reforms would
have to establish the necessary legal safeguards and create appropriate implementation mechanisms
to operationalize those requirements. The adoption of the PDP Bill, proposed revisions to the IT
Act, and the outcome of the constitutional challenges to the surveillance provisions will be some of
the important pieces of this puzzle. Yet even as these processes are underway, India should start to
formulate its strategic position on international agreements for direct access to data for law enforce-

ment purposes.

Keeping in mind the goal of ensuring more efficient data access, while adhering to a privacy-enhanc-
ing framework, India’s thinking on this front should be informed by the preparation of a model
international agreement on this subject. Similar model agreements have been adopted in the past, as
in the case of bilateral investment treaties.'"> By putting in place a model agreement on cross-border
data access, India can signal its starting position for future negotiations on this issue. Without this
indicator, it runs the risk of being cornered by the starting position proposed by potential counter-

parties or leaving such important decisions to the discretion of a handful of negotiators.

To prevent such a situation, the duty of preparing the first draft of the proposed model agreement
should be entrusted to a government-convened task force. The task force should consist of a diverse
range of stakeholders, including representatives from different government departments, the private

sector, civil society organizations, and experts in international law. The recommendations made by
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the task force should be put out for public comments, with efforts to also encourage participation by
international organizations and experts. The government should then publicly present the final draft
of the model agreement prepared through this process, signaling India’s starting position on any

future negotiations on data access agreements.

In line with the suggested improvements to the domestic legal framework, the following basic

safeguards should be considered while formulating India’s model agreement on direct data access.

1. The scope of direct access should be limited to data required in connection with the prevention,
investigation, or prosecution of serious crimes, which should be defined by taking into account a
significant threshold of punishment. For instance, the threshold could be set to be a cognizable

offense with an imprisonment of at least five years.

2. 'The order may be issued only with the prior approval of a judicial or other independent author-
ity. Drawing from the text suggested by the United Nations special rapporteur on the right to
privacy, any such approving body should be completely independent from the agency seeking the
data and the executive or legislative branches of the government. Further, it should be composed
of one or more members with the security of tenure of, or equivalent to, that of a permanent

judge.'

3. 'There should be a mandatory requirement of notice to the affected individual—which may be a
deferred notice, if necessary—along with an accessible mechanism for seeking redress. Further,
the agreement should provide for simultaneous notification of the data request to the other party
with specified grounds on which an objection may be raised.

4. 'The agreement should clearly spell out the grounds on which a service provider that receives a
data request may challenge or decline to comply with the request and the consequences for

the same.

5. 'The agreement should incorporate appropriate standards of data protection, including data
minimization requirements and restrictions on transfer and sharing, and create a secure,

encrypted system for exchanging data between the parties and service providers.

These recommendations stress the need to ensure that direct access to data should be recognized as
an extraordinary remedy that bypasses some of the safeguards available under the MLATS route.
Consequently, such remedies should be available for a narrower set of cases—namely, only the more

serious offenses—while being subjected to a stricter set of standards. At the same time, further
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research should explore avenues to improve the procedural safeguards and substantive protections in
the MLATSs framework, which would continue to cover a broader set of situations in which access to
cross-border data may be required.

Conclusion

The importance of data access for law enforcement purposes is well recognized, as is the fundamental
right to privacy. This paper has evaluated the ways in which India’s present mechanisms for lawful
data access can be improved to achieve better efficiency in cross-border access while respecting
privacy rights. It highlights several concerns with India’s current laws and practices on data access as
well as the inadequacies of the present MLATs and LR processes. The subsequent discussion looks at
the apparent shift in the international mood toward direct access arrangements that allow authorities
in one country to directly seek information from service providers based in the other jurisdiction. It
then offers an overview of the key provisions of such arrangements, as well as the concerns posed by

the elimination of some existing safeguards.

The solution-oriented approach makes suggestions at three different levels. The first level involves the
need for legislative amendments to ensure that India’s legal regime will be able to comply with the
requirements of lawful purpose, legitimate aim, proportionality, and procedural safeguards, as laid
down by the Supreme Court, while upholding the right to privacy. The second level is that of fram-
ing guidelines and technological solutions to introduce greater efficiency and accountability in the
present systems for data access by domestic law enforcement agencies. Notably, it should be possible
to carry out these reforms even while the broader changes to the law remain in progress. The third
level is that of international agreements for enabling data access, with a proposed process and basic
safeguards that should inform India’s future strategy on this issue. India should set up a multistake-
holder task force to formulate a model international agreement on direct data access. Given the
complexity of issues and interests, this model agreement should be formulated through an open and
consultative process. Initiatives and reforms on all these three fronts can, and ideally should, be
pursued simultaneously with the overarching goal of improving cross-border data access in a manner

that enhances the protection of privacy and other human rights.
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