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Summary

To the extent that any unified theory of Russian information warfare actually exists, its core
tenet might well be that regime security has historically been indivisible from information
warfare in Russian strategic thought. Rather than an aggressive or expansionist expression
of Moscow’s foreign policy, the Kremlin’s so-called information war should primarily be
viewed through a domestic and regime security prism—it’s as much a counterinsurgency as
an expeditionary strategy, less an escalation than a projection. Analysts and decisionmakers
should therefore avoid reflexively casting the United States and the West as Russia’s primary
antagonists in its information war, as doing so risks reinforcing these insecurities and
exaggerating Moscow’s degree of power in the information ecosystem.

The Soviet Era and the “"Hidden Hand"

U.S. diplomat George Kennan, in his famous 1947 article “The Sources of Soviet Conduct,”
suggested an interesting duality to the idea of information threats to the state—that they
serve simultaneously destabilizing and legitimizing functions. Kennan wrote that “it lies

in the nature of the mental world of the Soviet leaders, as well as in the character of their
ideology, that no opposition to them can be officially recognized as having any merit or
justification whatsoever. Such opposition can flow, in theory, only from the hostile and
incorrigible forces of dying capitalism.”



He then wrote, however, that:

“As long as remnants of capitalism were officially recognized as existing in
Russia, it was possible to place on them, as an internal element, part of the
blame for the maintenance of a dictatorial form of society. But as these rem-
nants were liquidated, lictle by little, this justification fell away; and when it
was indicated officially that they had been finally destroyed, it disappeared
altogether. And this fact created one of the most basic of the compulsions
which came to act upon the Soviet regime: since capitalism no longer exist-
ed in Russia and since it could not be admitted that there could be serious
or widespread opposition to the Kremlin springing spontaneously from

the liberated masses under its authority, it became necessary to justify the
retention of the dictatorship by stressing the menace of capitalism abroad.”

In accordance with that worldview, Kennan said, “all internal opposition forces in Russia
have consistently been portrayed as the agents of foreign forces of reaction antagonistic to
Soviet power.” At once, Kennan seemed to be suggesting that Soviet portrayals of foreign
information threats were genuine—Communist Party officials did, in fact, believe that any
information countering state narratives was a foreign attack—and that branding antiregime
narratives as foreign threats was also an effective instrumentalist move by the Soviet leader-
ship. The symbiosis of “information war” and regime security thus persists as an existential
Gordian knot within the Kremlin.

A retired Russian colonel and military expert later asserted that Russia has rarely been
defeated militarily by its opponents, except when they used information and psychological
effects to defeat it “from within.”? Far from routine bluster, this line of thought is rife
throughout Soviet doctrine and practice, which long recognized the importance of infor-
mation in domestic security and control, armed conflict abroad, and broader geopolitical
competition. The dynamics outlined in this paper are symptomatic of a recurring cycle in
Moscow’s perception of security and its conception of information: the theories and tech-
nologies initially designed to control events within its borders are consequently unleashed to
shape those beyond it.

Even in the pre-Soviet era, the czarist security force (Okhrana) viewed its remit as “securing
the ruling elite and its ideological path.” It operated on the assumption that “internal
threats invariably sprang from foreign plots,” according to professor Kevin Riehle of the
National Intelligence University.> Much of the faith that Soviet leaders later imbued upon
information warfare stems from the notion of individual and social malleability inherent to
Leninist thought.

Upon overthrowing the czar in the October Revolution of 1917, the ideological leaders of
the Bolshevik movement took upon themselves the task of molding the “new Soviet man.”
As Leon Trotsky wrote, “Experiments in social education . . . will take place to a degree
which has not been dreamed of before. Communist life will not be formed blindly . . . but
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will be built consciously, will be tested by thought, will be directed and corrected . . . social
construction and psycho-physical self-education will become two aspects of one and the
same process.”* Concurrently, Vladimir Lenin “attached to propaganda the highest priority,
attributing to it his regime’s ability to survive against overwhelming odds. Its prerequisite
was complete control over all sources of information,” according to historian Richard Pipes.’
Consequently, over the ensuing decades, so-called propaganda was not confined merely to
party messaging and regime-friendly news reporting—it infused everything from education
to the arts, sculpture and painting, literature and dance.® Dissidents and objectors to this
top-down, reality-building endeavor by the Communist Party were driven underground,
exiled, or worse.

Later, as advanced technologies began to capture both U.S. and Russian imagination during
the atomic age, Soviet intellectuals were seized with the prospects of cybernetics—the study
of the control and feedback in complex systems, particularly those involving humans and
machines—and its potential social, economic, and military applications. Echoing Lenin’s
assertion that governance is inherently a science, Soviet admiral Aksel Berg propounded on
the promise of the new discipline in the early 1960s: “There are no unknowable phenomena,
only unknown ones; likewise, there are no uncontrollable processes, only those in which

the complexity of the task is not yet matched by the methods and means for its solution.
Cybernetics broadens the range of controllable processes; this is its essence and its major
merit.” Despite “increasingly gaining prestige as the main theoretical idea of the ‘technol-
ogy’ of managing society,” the discipline ultimately fell from favor over the course of the
next decade—having been overladen with Communist philosophy, misappropriated by the
sprawling Soviet nomenklatura, and extended into too many competing disciplines.”

This systemic rejection of any notion that a network might emerge organically and un-
sanctioned was emblematic of Moscow’s future approach to information and technology
writ large.® Moreover, the tendency to apply a mechanistic rubric to the complexities of
human development and cognition soon permeated Soviet war planning, as military theo-
rists developed an indigenous analog to the dominant Western “game theory” of interstate
conflict. As a 1937 article in the state-run newspaper, Pravda, stated: “We know that engines
do not stop by themselves, machine tools do not break down on their own, boilers do not
explode on their own. Someone’s hand is hidden behind these events.” Incidentally, this
sentiment enabled Soviet leaders to abdicate responsibility for major failures, both economic
and military.

The sentiment also found resonance in Soviet warfighting doctrine. Concealment (maskirov-
ka in Russian) was thought to lend a degree of control over an adversary by inducing them
to take an action—of their own volition, at least in their mind—which had in fact been
carefully orchestrated in advance. This Soviet theory, dubbed “reflexive control,” is defined
as “influenc(ing] the opponent’s perception of the situation or his goals or his doctrine, and
at the same time conceal[ing] from him the fact that one is influencing him.”"® For example,
many Russians consider U.S. president Ronald Reagan’s Strategic Defense Initiative to have
been a masterful use of reflexive control, as the Soviet Union was “tricked” into attempting
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to keep up with U.S. space-based weapons, pouring resources into countermeasures at a
time when the Soviet economy could least afford them.! The idea drew on Marxist-Leninist
notions—that everything in the world is scientifically understandable and governed by laws
of behavior (which, in turn, can be systematically manipulated).'?

The natural (and compounding) byproducts of such a theory are a hubristic faith in

one’s own ability to control events and the conspiratorial paranoia of assuming the same
capability in the adversary. For example, Russian researchers more recently viewed the
overlapping advent of social media and eruption of popular revolutions since the 2000s

as a more-than-coincidental form of managed chaos: “[ Western] elites understand that by
controlling the flow of information, managing its submission to the media, it is possible

to influence the course of social processes.”"® Such accusations can be at least partially
considered projection on Moscow’s part, as the Soviet-era active measures program set the
standard for political subversion abroad—in aspiration, if not in practice. The covert trade-
craft designed to sculpt foreign public and leadership perceptions through whatever means
necessary—proxies, agents, frauds, and even incitement to violence—was perfected by the
Committee for State Security (KGB). The agency’s First Chief Directorate, in charge of all
foreign operations, had a dedicated department for spreading disinformation—including
antisemitic, racially charged narratives designed to exacerbate sociopolitical fissures in
targeted countries. However inconspicuous its name, Department D was considered by KGB
leadership as vanguard of “the most effective form of active measures . . . integrated actions

that took on a proactive, offensive, and long-term character.”

For example, when the KGB suspected Russian dissident writer Aleksandr Solzhenitsyn

of conducting subversive activity from exile in Zurich in the mid-1970s, the organization
dedicated enormous, but largely wasted, efforts—entailing no fewer than twenty discrete
operations spanning three directorates—to discredit him and infiltrate his circle. The
domestically rooted impetus for such a ham-fisted, futile effort was clear in then KGB chair
(and later Soviet premier) Yury Andropov’s concern about “counter-revolutionary elements”
from without, which might “seek to fan the flames” of nationalism, dissent, and ideological
subversion.” In the KGB era, as in the digital age, the distinction between aggressive expan-
sionism and reactionary reprisal can be difhicult to parse.

After the Fall: The Compensatory Myth

Dedication to information warfare did not die with the Soviet Union’s 1991 collapse. Rather,
mid- and late-1990s Russian debates about security in the information sphere appeared to
center around internal instability, former Soviet republics’ growing integration with the
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West, and a deep desire on the part of many officials, as well as many Russians, to reassert
an idea of Russian national unity and greatness. Much of Moscow’s thinking about security
in the so-called information age found roots in the search for explanatory power amid the
disorienting and tumultuous post-collapse period.' In its worst expressions, strategic culture
gravitated toward the “compensatory myth,” as Russian pollster Lev Gudkov calls it, of a
glorious past disrupted by external forces, a scapegoat for governing failures, and a means to
legitimize increasingly repressive measures."”

These conceptualizations of information and security were varied. In 1995, former Russian
navy admiral Vladimir Pirumov wrote an article stressing the importance of making “in-
formation security” a vital component of Russian national security.'® Russian army general
Makhmut Akhmetovich Gareyev argued that states initiating war do not want protracted
conflict and that information and other revolutions in military affairs can enable quick and
decisive victory. He also wrote that information warfare could be used indirectly, to end
conflicts before they become kinetic."” Russian colonel Sergey Modestov and general-major
Nikolay Turko, by contrast, suggested that information warfare was changing the very
nature of the threat to Russian national security itself.?°

Timothy Thomas, an analyst for the U.S. military, put it succinctly in 1997: “Russian
military theorists have always been particularly sensitive to the enemy’s ability to control,
through either propaganda or the manipulation of information, the psyche of Russian
soldiers. They consider the concept of ‘moral-psychological’ preparation of the soldier to
be a Russian principle of war.”*' Yet, in the wake of the Soviet Union’s collapse, “Russian
sociologists consider[ed] the populace and the armed forces to be psychologically unstable
and extremely vulnerable to foreign based and foreign-run information operations. The
requirement to counteract the information-psychological capability of the enemy [became]
even more important.”*

This was not a purely intellectual exercise. Information’s power to tangibly shape interna-
tional relations and Russia’s international standing remained top of mind. After the Russian
military brutally suppressed a 1994 rebellion in Chechnya (the First Chechen War)»—kill-
ing thousands of civilians**—information about the human rights abuses and indiscriminate
deaths contributed to then U.S. president Bill Clinton’s administration toughening its line
on the Kremlin.”® (This was not absolute and did not last a while, either; Clinton was quick
in April 1996 to downplay the war and echo Yeltsin’s depiction of the conflict when trying
to resolve an arms control dispute.’®) Damage to Yeltsin’s public perception domestically,
stemming from press reporting and Chechen accounts of Russian military violence, was
likewise noticed by Russian officials (and blamed on the media).”” Shortly after the war’s
end, for instance, a May 1996 article in the Moskovskiy Komsomolets newspaper said the
Russian military might return to “propaganda” units to control information.”® Emil Pain,

a Moscow State University professor and Russian president Boris Yeltsin’s former adviser

on ethnonational relations, would later write that “after the first Chechen War, the Russian

military concluded that it had lost the information war to the Chechen resistance.””
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By the turn of the century, Russian military thought grappled with the rapid advances in
computer network operations in wartime and increasingly networked societies in peacetime.
Drawing somewhat from China’s equal and complementary emphasis on both the tech-
nological and psychological evolutions in interstate conflict, Moscow eventually adopted
“information confrontation” (informatsionnoye protivoborstvo, also translated as “information
struggle”) as a guiding paradigm for the digital age.*® Often used interchangeably with
information warfare, it likewise became institutionalized within both the military and the
KGB’s successor agencies. Concurrently, the Kremlin cracked down on independent media,
consolidated and later reorganized its state-run media holdings, and spent lavishly to make
outlets like RT and Sputnik household names in post-Soviet propaganda with a modern
twist.” The assumption baked in at each step was the idea that genuine public engage-
ment in political (and geopolitical) affairs was merely a thin veneer for adversarial “social
programming.”?*

The transition from the Soviet heyday of propaganda and active measures to the current era
of digital subversion did not take place in a vacuum. Each step along this path, evolving
into what Russia scholar Robert Horvath describes as “preventive counter-revolution,”® was
guided by meticulously documented strategy.

Russian Information Doctrine Under Putin

Since Vladimir Putin’s ascension to the Russian presidency in December 1999, there has
been no single, cohesive doctrine for information warfare. Instead, the Russian government
has published a series of information security doctrines, foreign policy concepts, military
doctrines, and other policy and strategy documents that both set strategic and operational
priorities for the Russian information apparatus and, collectively, lay out how the Kremlin
thinks about information and the internet—and competition and conflict within that space.
The components of Russian thinking in the Putin era illustrate a comprehensive view of
information security that goes far beyond the technical. It reflects an increasingly paranoid
belief that external actors are weaponizing the modern information space to threaten
Russian interests abroad and undermine the security of the regime at home. The very notion
of information security as encompassing social and cultural stability, regime security, and
technical and traditional measures to cement control over information speaks to the sweep-
ing nature of this worldview.

Putin's Inaugural Information Security, Foreign Policy, and Military Doctrines
The 2000 Information Security Doctrine of the Russian Federation declared that “the

national security of the Russian Federation substantially depends on the level of information
security, and with technical progress this dependence is bound to increase.”* It defined
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information security as “the state of the protection of its national interests in the information
sphere, as determined by the overall balanced interests at the level of the individual, society
and the state.”® It then described seven external sources of threat to Russian information
security. On top of naming international competition for information technology, terrorism,
world powers’ growing technological edge over Russia, and foreign reconnaissance, the
doctrine also listed:

*  “Activities of foreign political, economic, military, intelligence, and information
entities, directed against the interests of the Russian Federation in the information
».36

sphere”;

e “The striving of a number of countries toward dominance and the infringement of
Russia’s interests in the world information space and to oust it from external and
domestic information markets™;?” and

*  “Development by a number of states of information war concepts that provide for
creating means for dangerous attack on the information spheres of other countries
of the world, disturbing the normal functioning of their information and telecom-
munications systems, breaching the security of their information resources, and

gaining unsanctioned access to them.”?®

Critically, Russian government references to so-called information security do not mirror
the modern, Western understanding of information security—which refers generally to

the confidentiality, integrity, and availability of systems, networks, and data.”” Likewise,
references to “information security breaches” do not correspond to the contemporary
Western understanding (of undermining encryption or getting past a firewall). Instead, the
Russian government’s discussion of information security broadly encompasses the regime’s
interests in the information sphere, including regime security and the state’s control over
information flows and public opinion. This is the “sovereignty” to which Moscow refers in
“cyber sovereignty.” Relatedly, breaches of information security, in the Russian government’s
conception, include threats to encryption and technical defenses, but also include—and
perhaps principally emphasize—undesirable content or information. The last of the
Information Security Doctrine’s “external threats” speaks particularly to this point. Indeed,
the document expresses a fear of information undermining the regime: “the precariousness
of citizens’ rights to information access, and information manipulation evoke a negative
reaction among people, which in a number of cases leads to a destabilization of the social
and political situation in society.”*

The 2000 Foreign Policy Concept of the Russian Federation reflected similar thinking about
the role of information in Russian diplomacy and international standing. “While the mil-
itary power [sic] still retains significance in international relations among states,” it stated,
“an ever greater role is being played by economic, political, scientific and technological,
ecological, and information factors.”* It added, “the major breakthrough in a number of key
areas of scientific and technological progress leading to the formation of a single, worldwide
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information environment, the deepening and diversification of international economic ties
add a global nature to interdependence of states.”** Alongside discussions of United Nations
Security Council influence, nuclear war risk, and other issues, the Foreign Policy Concept
specifically called attention to external information dependence—specifically to reinforce
Russia’s foreign policy, culture, economic interests, and impact on public opinion.®

In the context of Putin’s July 2000 address to the Federal Assembly, the concept appears to
have been developed from a position and perception of weakness on the part of the Kremlin.
Putin’s speech “underlined Russia’s economic backwardness in relation to the advanced
western states,” as one analyst put it—with Putin warning that “the growing rift between the
leading states and Russia is pushing us towards becoming a third world country.”**

Released the same year, the 2000 Military Doctrine of the Russian Federation included sim-
ilar themes of information conflict. Of the eight main factors described as determining the
“military-political situation” of the day, one was “the exacerbation of information confronta-
tion” unleashed by unspecified, expansionist international forces using nontraditional means
to destabilize the geopolitical landscape.® The doctrine listed as a main external threat to
Russia “hostile information (information-technical, information-psychological) operations

46 Main internal

that damage the military security of the Russian Federation and its allies.
threats to Russia included “an attempted violent overthrow of the constitutional order,”
efforts by “extremist nationalist, religious, separatist, and terrorist movements” to destabilize
Russia’s “domestic political situation,” and “the planning, preparation, and implementation
of operations aimed at disrupting the functioning of federal organs of state power and
attacking state, economic, or military facilities, or facilities related to vital services or the
information infrastructure.”” In peacetime, according to the doctrine, one key element of
“safeguarding military security” was “maintenance of domestic political stability and protec-
tion of the constitutional system, integrity, and inviolability of the territory of the Russian
Federation.”*® During a period of threat or armed conflict, the doctrine made clear, one of
the military’s central tasks is the “organization and coordinated implementation of armed,

political, diplomatic, information, economic, and other forms of struggle.”

These three documents fit into a broader interrogation and rearticulation of what national
security and national power meant to the Kremlin in a post-Soviet, twenty-first-century
information age. To the Putin regime, this principally included leveraging information and
communication technologies to project Russian influence globally, safeguarding information
systems within the country from kinetic attack, and ensuring it maintained control over do-
mestic information flows and stability. For all that some Russian security service personnel
were closely watching the global internet’s spread with concern, many Kremlin ofhicials were
not bringing the same high-level attention to the online space. Others were still fixated on
controlling narratives in the press and especially on television.*® It would be years before the
Russian government began cracking down on the internet, unlike counterparts in China.

8 | No Water's Edge: Russia's Information War and Regime Security



While the primary beneficiary of the KGB legacy was the Federal Security Service (or FSB,
of which Putin briefly served as director),”® no single agency adopted the explicit charge over
what once fell to the KGB’s Fifth Chief Directorate: quelling domestic political dissent.>

As opposition figures like Alexei Navalny took to online platforms to organize and expose
incompetence and corruption in the late 2000s, the Kremlin outsourced to putatively
private actors the job of drowning out and disputing their findings.”® By 2013, one of Putin’s
associates, Yevgeniy Prigozhin, was bankrolling an entire operation—known variously as
the “Russian troll farm” or the Internet Research Agency—that aimed to undermine and
disrupt these opposition bloggers.>® This tradecraft would, of course, later be turned outward
against Ukraine, NATO, and the United States. Meanwhile, the military and security
services variously arrayed themselves to engage in information confrontation, notably:

*  The General Staff Main Directorate (GRU), Russia’s military intelligence agency—
which has at least one unit (54777, the 72nd Special Service Center, or GRITs)
dedicated to psychological, disinformation, and influence operations abroad—Ilever-
ages front organizations, proxies, and online sock-puppet accounts to advance or

refute specific narratives.”

*  The Russian Foreign Intelligence Service (SVR), successor to the KGB First Chief
Directorate, has a directorate dedicated to so-called active measures: Directorate
MS.>¢ This unit similarly employs front organizations to amplify and propagate

specific narratives.”’

e The Russian military’s Information Operations Troops (VIO) was initially touted by
Russian Defense Minister Sergei Shoigu in 2017, noting its Soviet-era counterpropa-

ganda pedigree.”®

*  The FSB, in addition to its domestic surveillance and censorship remits, appears
to have some degree of organizational focus on digital information manipulation
abroad.” In particular, the Center for Information Security (TsIB), also known as
Center 18, is reported to run point for the agency on social media-based operations.*

Whereas the old KGB model sought, at least in part, to clear a path for Kremlin-
advantageous narratives to prevail on the international stage, the Putin-era model appears
designed primarily to subject that same stage to the tragedy of the commons—so polluted by
contradiction and distortion that none prevail at all.*! Such a strategy is indeed a hallmark of
any aspiring totalitarian regime, which “moves ahead less on the conviction of its members
than on the confusion of its opponents.”® It also reflects Russia’s friction-filled reality of
operationalizing information warfare ideas, where a few dominant security organs—with

a history of turf wars and infighting—execute overlapping, uncoordinated operations

while a web of media outlets flood the zone with information that might be redundant,

or even contradictory.
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Later Doctrines and Concepts

Moscow developed and released numerous such doctrines, concepts, and policy documents
in the ensuing years. Among them were the 2008 Foreign Policy Concept, the 2010 Military
Doctrine, the 2014 Military Doctrine, the 2015 National Security Strategy, the 2016
Foreign Policy Concept, the 2016 Information Security Doctrine, and the 2021 National
Security Strategy. Each of these documents expounded on the idea of information security as
integral to national security and foreign policy—alongside an increasing emphasis on foreign
powers using information to undermine Russia domestically.

Keeping in line with the Kremlin’s growing focus on using all matters of state power, in-
cluding nonmilitary means, to protect security, the 2015 National Security Strategy asserted
that a main threat to the Russian state and public security is “activities connected with

the use of information and communication technologies to disseminate and promote the
ideology of fascism, extremism, terrorism, and separatism, and to endanger the civil peace
and political and social stability in society.”®® Notably, this use of the term “fascism” was
novel in Putin-era strategy documents, but it was predictable in the context of the narratives
Moscow was advancing at the time regarding developments in Ukraine (more on that later).
Equally important is the distinct way Moscow perceives the term relative to the West—Iess
as “a set of abstract principles related to the nature of a political regime and its mass indoc-
trination techniques” than as an encroaching external force, victory over which has served as
a primary legitimizing principle for the Kremlin’s domestic authority since the end of World
War I1.64

The 2016 Information Security Doctrine, signed that December, superseded the eartlier
doctrine from 2000. This one defined information security more expansively, adding in
explicit mention to “internal and external information threats” against Russia.® It stated
that “foreign countries are building up their information technology capacities to influence

»66

Beyond this supposed

the information infrastructure in pursuing military operations.
military activity, per se, it also said:

“Intelligence services of certain States are increasingly using information
and psychological tools with a view toward destabilizing the internal polit-
ical and social situation in various regions across the world, undermining
sovereignty and violating the territorial integrity of other States. Religious,
ethnic, human rights organizations, and other organizations, as well as
separate groups of people, are involved in these activities and information

technologies are extensively used towards this end.”®

Notably, the doctrine then stated the importance of improving the competitiveness of
Russian technology companies, eliminating dependence on foreign technology, and devel-
oping a “competitive domestic electronic component base.”®® It said the Russian government
must counter the use of information technologies to forcibly change the constitutional order
and violate the territorial integrity of the Russian Federation.®” It then added that another
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key state activity is “suppressing the activity detrimental to the national security of the
Russian Federation, carried out by special services and organizations of foreign States as well
as by individuals using technical means and information technologies,”” seemingly a nod to
domestic information control and political repression in general. Fear of foreign plots was a
consistent theme.

Most recently, the 2021 National Security Strategy ratcheted up the Kremlin’s explicit
paranoia even further,”! stating that Russia’s enemies include foreign tech companies
“spreading unverified information” and that a “distorted view of historical facts, as well as
events taking place in the Russian Federation and in the world, are imposed on Internet
users for political reasons.””* It said that “the use of information and communication
technologies is expanding to interfere in the internal affairs of states, undermine their
sovereignty, and violate [their] territorial integrity.””® Further, it added, “information and
psychological sabotage and the ‘westernization’ of culture reinforce the threat of the Russian
Federation losing its cultural sovereignty.””* The strategy also stated that foreign technology
increases Russia’s vulnerability to foreign influence—and that in response, the Russian
government should improve “information security” at home, bring “reliable information
about the Russian Federation’s domestic and foreign policy to the Russian and international
community” (presumably through enhanced overt propaganda), and ensure Russia advances
“the development of forces and means of information confrontation” (presumably via
military and intelligence means).”

Suspicion, Isolation, and Autarky

Information warfare becomes an even more encompassing concept online, where informa-
tion is flowing constantly. The Kremlin has long seen the internet as both a threat to regime
security and a weapon to be used against Russia’s enemies. Or, as Sergei Ivanov, former chief
of the Russian Presidential Administration, once elegantly put it, “the Internet is a stick that
has two ends: it can do good service but it can also be a real garbage place.””®

Since 2008, Moscow has released two successive strategies to cultivate Russia’s “information
society.” Nominally intended to spur indigenous digital development and technological
innovation, these documents have instead primarily served to legitimize increasingly rigid
censorship and surveillance measures.”” These strategies were complemented by a raft of
legislation over the ensuing decade designed to impose “sovereignty” over the infrastructure,
content, and data traversing Russia’s “information space.” While nowhere near as sophis-
ticated (or effective) as China’s so-called Great Firewall, upon which it draws inspiration,
Moscow’s RuNet is the culmination of these efforts.”

Around 2012, when Putin returned to the presidency amid large-scale protests he believed
were engineered by the United States, Moscow began introducing numerous new restric-
tions on the internet within Russia, from a law undermining bloggers’ anonymity to a data
localization law mandating that companies store copies of data regarding Russian citizens
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within Russia. These controls operated alongside the FSB’s legal intercept system, the System
of Operational-Investigative Measures (SORM), which was initially designed in the mid-
1990s for surveillance of telephony and later updated for email and deep-packet inspection
of online traffic.”?

In 2019, Putin signed a sovereign internet law calling for the government to make the
internet in Russia isolatable from the global one at the flick of a switch. The law’s incredibly
aspirational components—Ilike centralizing state control of a diffuse internet architecture
and creating a custom domain name system (DNS, essentially the internet’s phone book
for traffic) in Russia—quickly hit stumbling blocks as bureaucratic and technical hurdles
impeded progress.®* Moscow is still far from its objective. The internet in Russia is far less
centralized than in China, where Beijing already controlled the four primary internet back-
bones in the 1990s when it focused more on expanding internet control.* This makes the
process of mapping and then filtering and controlling the internet much more difhcult for
the Russian government, as the infrastructure is diffuse and many providers underpin the
overall network.®* (Illuminating this problem, the sovereign internet law in 2019 included a
requirement for the government to create a central repository of all the autonomous system
numbers (ASNs) in Russia, the smaller networks of which constitute the internet—sug-
gesting the government has not even comprehensively understood and tracked the internet
infrastructure in its own country.)®

Due to a relative historical lack of investment in technical filtering capabilities, relatively
delayed high-level Kremlin attention to the internet (until around the time of the 2008
Russo-Georgian War and the Arab Spring), and emphasis on traditional coercion rather
than technology as the primary means of control, Moscow has lagged behind China in con-
trolling the internet at home. Beijing’s efforts, by contrast, began in the 1990s and ramped
up heavily during the early 2000s, concurrent with greater investments in internet traffic
filtering capabilities and drawing on an immense base of technical talent.

Nevertheless, the Kremlin has continued to gradually cement its grip over the online

space in Russia, including through traditional offline coercive measures like confusing

and inconsistently enforced speech laws, threats of arrest, security service harassment, and
police brutality at protests. Its recent blocking and throttling of some foreign websites,

like Twitter and the BBC,* also conveys that its filtering capacity has improved since the
botched, two-year attempt to block encrypted messaging app Telegram from 2018 to 2020.%
Roskomnadzor, Russia’s internet and media censor, has also taken on a surveillance role:
recently leaked documents show the agency compiling dossiers on regime critics for hando-
ver to security services, tracking online activity from hundreds of people and organizations,
and performing other intelligence-type activities.*

The fears of overreliance on Western tech implicit in Putin’s 2000 address to the Federal
Assembly appear to have come full circle nearly twenty-two years later. After Western firms
made their exodus from the Russian market in the aftermath of Moscow’s full-fledged

invasion of Ukraine, Putin expressed relief, calling the move “a blessing in disguise.”®
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Ukraine Tips the Scales

Throughout the entirety of Putin’s reign, the Russian government, senior Russian officials,
and leading Russian foreign policy and military thinkers have all written about both internal
and external threats to the regime.® In March 2000, after the Russian Duma (the lower
house of parliament) refused to challenge former president Boris Yeltsin’s immunity, then
foreign minister Igor Ivanov called Western media reports of Yeltsin’s corruption a “real
information war” against Russia. Ivanov told Russia’s Foreign Ministry Council on Science
and Culture that Western media was looking to “draw an extremely negative, one-sided
picture of modern Russia . . . and not only of the state, but also of society as a whole.” He
continued, “it is difficult to evade the impression that there is a definite scheme behind
such actions—by blackening Russia, pushing it into secondary roles and depriving it of an
independent voice in world affairs. We will not allow this to happen any more than we will

let ourselves roll into primitive anti-Westernism or self-isolation.”®

While the first two Putin terms and Dmitry Medvedev’s presidency certainly entailed a
rejection of the 1990s, they had not yet embraced a “wholesale adoption of ideological and
allegorical thinking,” according to scholar Eliot Borenstein. “Even as the country’s media
lost most of its independence from the state, the government’s interventions in the culture
were limited. But when Putin returned to the presidency for a third term in 2012 . . . Russia
was now under siege by the combined efforts of Europe and the United States to isolate the
country strategically and ruin it culturally. Conspiracy, which had been slowly moving out

of the margins, was now mainstream.”

There were a number of catalysts for this shift. After organic Russian protests to Putin’s
election-rigging in the fall of 2011 and return to the presidency in the spring of 2012,
organized in part on social media through Facebook and Russia’s VK, Putin said that then
U.S. secretary of state Hillary Clinton “set the tone for some opposition activists, gave them
a signal, they heard this signal and started active work” and said that “hundreds of millions
of dollars are being invested in this work.”! The Russian government then published its
Concept for the Security of Society of the Russian Federation, which declared that “one of
the main sources of threats to the security of society is the extremist activities of nation-
alist, religious, ethnic, and other organizations and structures aiming to ruin the unity

and territorial integrity of the Russian Federation, and to destabilize the domestic political
and social situation in the country.”* All of this occurred around other Kremlin concerns
about the internet, catalyzed by the Arab Spring movements in 2011,% the Snowden leaks
in 2013, the Panama Papers leak in 2016,” and even the day-to-day internet disruptions
to the regime in Russia, as citizens documented police searches and brutality online.”® Real
challenges to the regime melded with paranoia, conspiratorial thinking, and a strong desire
to cement control over information—yielding a fixation on information warfare increasingly
waged online.
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The 2013-2014 Ukraine crisis proved to be a major inflection point, as the Kremlin’s grip
on the domestic information space tightened and its information campaigns were increas-
ingly aimed at much more complex geopolitical developments—ultimately to include

U.S. presidential elections. The Maidan Revolution in Ukraine either sparked an uptick in
conspiratorialism from Moscow or merely brought latent impulses fully out into the open.
Kremlin-linked online mercenaries and traditional propaganda outlets turned from focusing
on domestic oppositionists to branding Ukraine’s post-Maidan leaders as “fascists” being
weaponized by the United States and its allies against Moscow.”

Over time, such feverish narratives were internalized: “For the first time in seventeen years
top-ranking politicians, including Putin, himself, started to regularly voice [such] notions in
public. . . . Projecting Russia’s important standing in the world, via anti-Russian conspiracy
theories and modern technologies, is, certainly, an elegant way of trying to restore its status
as a great power.””® Putin especially has, in many ways, become quite skilled at spinning
facts on the ground to create an imagined notion of foreign information threats to Russia’s
domestic stability. The “art of the offensive defense,” as former U.S. national security official
and Russia expert Fiona Hill calls it, has become part and parcel of Russian foreign policy—
and of Kremlin messaging toward social movements in Russia’s so-called near abroad.”

What results is Putin’s portrayal of a vast foreign threat to Russia—a product of citizens
taking to the streets, as well as imagined foreign intelligence activity that stoked the protest
movement in the first place. Much of Moscow’s subsequent interference and information
operations in the U.S. presidential elections of 2016 and 2020 were driven as much by a
desire to delegitimize the Maidan movement and its supporters in Washington as by any
purely bilateral calculations.'”® While Putin certainly views relations with the United States
in zero-sum terms, the implications of Ukraine’s organic shift westward were unacceptably
ominous for the staying power of Putinism. Thus, the Kremlin’s inability (or unwillingness)
to contend with the idea that the Orange Revolution in 2004 and the toppling of former
Ukrainian president Viktor Yanukovych’s regime in 2014 were anything but the fruits of

a foreign plot were evident in its catastrophic underestimation of Ukraine’s resiliency to
covert, cyber, and later conventional assaults on its sovereignty.

By early 2022, as a renewed Russian invasion appeared imminent, journalism about the
regime’s war on Ukraine, Western intelligence disclosures, and firsthand accounts by
Ukrainians themselves were frequently dubbed “Russophobia” by Russian officials, “blas-
phemous and unfounded allegations . . . part of information war [sic] against Russia.”'”" A
mere nine months later, Putin stood on Red Square to commemorate the illegal annexation
of four Ukrainian territories, partially occupied by force, proclaiming: “We will defend our
land with all the powers and means at our disposal. . . . The battlefield to which fate and
history have called us is the battlefield for our people, for great historical Russia, for future

generations, our children, grandchildren and great-grandchildren.”'**
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Conclusion

Moscow’s fixation on regime security and the interaction between domestic and foreign
policy has been continually highlighted across the past decades and currently continues
apace. To offer just a few examples:

*  Defense Minister Shoygu said in March 2015, “The day has come when we all have
to admit that a word, a camera, a photo, the internet, and information in general
have become yet another type of weapons [sic], yet another component of the armed
forces. . . . This is a weapon that was involved in various events in our country in

different years, both in our defeats and in our victories.”'*?

*  Chief of the General Staff Valery Gerasimov said in December 2019,
“Unprecedented political, economic, and information pressure is being applied
to countries trying to pursue an independent policy, among them Russia,” which
means that “under these circumstances, we cannot rule out a possibility of crises,

which may run out of control and develop into a large-scale military conflict.”%*

*  Dmitri Trenin, a prominent Russian voice on foreign policy and security issues,
wrote in July 2022, “Ultimately, the main field of the ongoing battle is located
inside the country . . . [we] must start with ourselves, with an awareness of who
we are, where we come from, and what we strive for, based on our values and

interests.”!'%

As Moscow’s disastrous war on Ukraine drags on, tensions among the elite are beginning to
emerge. The Putin regime looks weakened and internally incoherent—it is grasping for an
alternative to the unfriendly, objective realities it faces. Insofar as the Kremlin continues to
insist upon a view of information as foremost a battlefield for regime solvency, analysts and
policymakers should:

Accept that Moscow’s insecurities about the information environment, however pro-
foundly misguided, are nevertheless genuine and deeply entrenched. While the belief
that the U.S.-led West is concertedly deploying covert information operations to destabilize
Russia and its neighbors may be mere cynical posturing in some circles, it is foundational
canon in the Kremlin inner circle. Both overt messaging and covert activities should be con-
ducted advisedly—they will be perceived and portrayed accordingly by Russia. Disabusing
Moscow of this notion, meanwhile, is likely to be a generational project that is unlikely to
bear fruit under a Putin (or Putinist) regime.
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Perceive and portray Russian information operations less as expressions of strength

on the international stage and more as signals of vulnerability on the domestic front.
Reflexively casting the United States and the West as the primary focal points (or antago-
nists) of Russian activity in the information space risks legitimizing Moscow’s framing and
lending more credit to Russia’s strategic thought and prowess on the international stage than
is likely warranted.

Continue to explore the relationship between Russian information operations abroad
and Russian government insecurity at home. This area is ripe for further research and
policy analysis. Using history as a guide, the entities and tradecraft Moscow uses to subju-
gate the information environment in Russia—particularly as failures in the war on Ukraine
threaten to spur fissures online'*—can likely serve as an early-warning mechanism for how
they will eventually be operationalized abroad.

The thinking captured in Russian strategy documents indicates that Russian information
warfare is foremost an egocentric expression of systemic self-preservation. To conclude oth-
erwise is to inflate Moscow’s sense of dominance over the information ecosystem and lend
too much credence to a regime that struggles to keep its domestic insecurity from expanding
beyond the water’s edge.
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