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Cybersecurity and the Financial System

Carnegie’s working paper series “Cybersecurity and the Financial System” is designed to be a plat-
form for thought-provoking studies and in-depth research focusing on this increasingly important
nexus. Bridging the gap between the finance policy and cyber policy communities and tracks, con-
tributors to this paper series include government officials, industry representatives, and other relevant
experts in addition to work produced by Carnegie scholars. In light of the emerging and nascent
nature of this field, these working papers are not expected to offer any silver bullets but to stimulate

the debate, inject fresh (occasionally controversial) ideas, and offer interesting data.
If you are interested in this topic, we also invite you to sign up for Carnegie’s FinCyber newsletter
providing you with a curated regular update on latest developments regarding cybersecurity and the

financial system: CarnegicEndowment.org/subscribe/fincyber.

If you would like to learn more about this paper series and Carnegie’s work in this area, please
contact Tim Maurer, director of the Cyber Policy Initiative, at tmaurer@ceip.org.

Papers in this Series:

e “Deepfakes and Synthetic Media in the Financial System: Assessing Threat Scenarios,” Jon
Bateman, July 2020

*  “Cyber Mapping the Financial System,” Jan-Philipp Brauchle, Matthias Gébel, Jens Seiler, and
Christoph von Busekist, April 2020

e “Lessons Learned and Evolving Practices of the TIBER Framework for Resilience Testing in the
Netherlands,” Petra Hielkema, and Raymond Kleijmeer, October 2019

*  “Cyber Risk Scenarios, the Financial System, and Systemic Risk Assessment,” Lincoln
Kaffenberger and Emanuel Kopp, September 2019

*  “Cyber Resilience and Financial Organizations: A Capacity-building Tool Box,” Tim Maurer and
Kathryn Taylor, July 2019

e “The Cyber Threat Landscape: Confronting Challenges to the Financial System” Adrian Nish
and Saher Naumaan, March 2019

*  “Protecting Financial Institutions Against Cyber Threats: A National Security Issue” Erica D.
Borghard, September 2018
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Introduction

At the time of writing, several financial services firms are working to restore their networks following
disruptive cyber attacks. Banks in Chile and Seychelles, as well as financial technology companies like
Silverlake Axis, a supplier of core banking systems throughout the Asia-Pacific, are all reportedly
victims of separate ransom and extortion attempts.' Elsewhere, the threat from cyber criminals
triggered a suspension of automatic teller machine (ATM) transactions overnight, and hackers
recently knocked websites associated with a stock exchange offline using distributed denial-of-service
(DDoS) attacks.? Such disruptions not only impact customers of these services, but also undermine
the confidence of peers in the financial services community. Regulators have been taking increasing
notice of these cyber threats, and operational resilience has shot to the top of agendas around

the world.

A few years ago, targeted attacks on financial services sector firms were still relatively rare. However,
cases have increased in recent years as capabilities and specialisms such as network intrusion have
advanced. BAE Systems in partnership with the Carnegie Endowment for International Peace has
documented public examples via the Timeline of Cyber Incidents Involving Financial Institutions.?
This timeline serves as a useful resource in tracking trends, even though public cases are just the tip

of the iceberg and the true volume of incidents and near misses is much greater.

This paper provides an overview of the cyber threat landscape with respect to the financial sector (see
figure 1). It is designed to complement Carnegie’s International Cybersecurity Strategy for the
Financial System supported by the World Economic Forum.* It also builds on a previous cyber threat
overview published in March 2019.% This paper discusses the current landscape from three perspec-
tives: enduring threats, evolving techniques, and emerging challenges. Each section also includes a
focus piece describing a particular technology problem. The summary of observations and conclu-

sions includes a review of advances in cyber resilience testing schemes.
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FIGURE 1
Cybersecurity Challenges for the Financial Services Sector Cover a Wide Range of Topics
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Enduring Threats

Only eighteen months have passed since the last Carnegie FinCyber paper on the cyber threat
landscape. But a lot has happened since, most notably the largest-scale public health emergency in a
century. Cyber threat actors have not stood still in this period. Many groups have been capitalizing
on the turbulence in order to up their game and exploit their victims. Stepping back from this,

however, the predominant motivations have not changed (see table 1).

TABLE 1
Motivations and Capabilities of Threat Actors

Category Hackers and Hacktivists Criminals and Cheaters States and Spies

National service, defense or offense

Motives CUI"IOS.Ity, gttentlon, revenge, Money, more money, and even against state adversaries, and/or
social justice, and/or causes more money 5
medals and commendations
. Moderate. Many attacks are Ranges from low to very high. These
Typically low, such as re-use of . . . ; )
I . ; simple but effective, though are persistent adversaries with
Capabilities off-the-shelf tools, basic scripts, .
some groups write and deploy  resources to try many vectors to
or web resources .
custom tools. compromise a target.

Although some threat groups were
impacted by the home working

N The pandemic has created restrictions (for example, they were
As organizations have enabled o .
reater remote working, there opportunities for scammers, unable to access operational
& ' both leveraging it as part of systems), the need for intelligence

has been more exposure of
vulnerable, external-facing
services. Nefarious actors have
increased their scanning and
exploitation of these for a
variety of end goals.

social engineering lures, as well  on pandemic responses created a

as actively stealing funds such  demand to be filled. Many groups

as furlough payments.® have ramped up their efforts and

Organized criminal groups have shifted their targeting as a result.

doubled down on ransom and Disinformation has also been rife,

extortion tactics in particular. with politically motivated actors
seeking to sow discord in target
communities.

Response to the
coronavirus
pandemic

The nature of these enduring threats is such that they change little over time. Actors’ motivations
exist outside of the cyber domain, and the internet is merely a means to an end. While their tools
and techniques evolve, it is likely this rough segmentation will serve as a useful model for years

to come.

One vector all of these groups use is the targeting of outdated and legacy technology within enter-
prise networks (see box 1).
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BOX 1
Technology Focus—Legacy Infrastructure

Financial services firms, from central banks to retail banks and insurers, have been grappling with
legacy infrastructure for many years. While this is true of many, if not all, other sectors, the problem
is especially acute in finance due to the widespread reliance on core systems that are many decades
old and that have often been joined together as a result of various mergers and acquisitions. The
industry’s reliance on software programmed in common business-oriented language (COBOL) is
well-known, with the number of qualified engineers that can maintain these codebases dropping

each year.

A recent report by the United Kingdom’s Treasury Committee into information technology (IT)
failures in the financial services sector found that not enough was being done to mitigate operational
risks posed by legacy technology and that organizations must ensure that the use of legacy systems

remains appropriate.”

Many have argued that overhaul of legacy systems should be coupled with taking advantage of cloud
technology.® However, this requires careful planning and is not as simple as a so-called lift-and-shift.
For example, legacy login credentials quickly result in current breaches if systems are inadvertently
exposed to the internet. Organizations need to sort out such skeletons in the closet before migrating
to the cloud.

A notable project in upgrading legacy infrastructure is the Bank of England’s Real Time Gross
Settlement Renewal Programme (RTGS2).” Many central banks around the world are monitoring
this closely, with expected completion for the project around 2024. Among the main principles
driving RTGS?2 are higher levels of resilience and blending current needs with future-proofing—for
example, retaining the financial messaging service SWIFT for connectivity and messaging services
but being message-network agnostic in design.'® Notably, the use of blockchain-type Distributed
Ledger Technology (DLT) was considered for RT'GS2, but it was found insufficiently mature

for use.!

Evolving Techniques

While the motivations of the various threat groups have not changed much, the techniques used to
achieve their goals continue to evolve. This section highlights two areas that are key concerns to

financial services sector firms today: targeted intrusions and ransom and extortion attacks.



Targeted Intrusions

Some of the most significant threats to the financial system come from state or organized criminal
groups seeking to steal funds. An overarching trend among threat actors in recent years has been
their steady progression into deeper levels of financial infrastructure. Figure 2 highlights different
threat groups that specifically target banks and their capability and intent to target different levels of

financial infrastructure.

FIGURE 2
Many Threat Groups Can Compromise Bank Networks but Only Some Reach
Core Infrastructure
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Several of these groups are expert at using sophisticated penetration testing tools, such as Cobalt
Strike and PowerShell Empire.'? These tools have advanced significantly in recent years. They contain
features that make detection on enterprise networks particularly difficult. Such features include:
living-off-the-land techniques, which leverage preexisting Windows tools such as PowerShell;
in-memory infection, where the malware doesn’t write any files to disk, in order to hamper antivirus
detection; and domain name system (DNS) command-and-control modules, which can effectively

evade web-proxy controls and intrusion detection tools.
Ransom and Extortion

Ransomware has evolved from the early years of basic locker malware targeting millions of end users
via phishing emails to today’s sophisticated attacks against large corporations and public institutions
causing millions of dollars of damages on an increasingly regular basis (see figure 3). In another
recent shift in tactics, criminal groups now steal data from company networks prior to encryption
and threaten to publicly release the data on their ransomware blogs if the victim does not pay up.

FIGURE 3
Simplified Stages of a Modern Ransomware Attack with Data Theft and Extortion
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The most commonly targeted sector for this type of ransomware attack is industrial and manufactur-
ing organizations. However, as discussed in the opening section of this paper, financial services and
the financial services supply chain have also been targeted recently (see figure 4). Criminals’ use of
new data-leaking tactics in 2020 has put increased pressure on their victims to pay, for fear that sensi-
tive customer or commercial information will be publicly released. This could do far more damage
than a traditional encryption attack, where the costs (if no ransom is paid) are purely for remediation
and IT cleanup. Additional data privacy requirements (such as the European Union’s General Data
Protection Regulation [GDPR]) and the publicity that these attacks generate can also cause signifi-

cant reputational damage to an organization.

A different twist on a ransom attack is where DDoS techniques are used to create the attack against
an organization, rather than ransomware. In recent months there has been an increase in this so-

called DDoS for extortion attack mode (see figure 4).

FIGURE 4
Australian Bank DDoS Extortion
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Australian Banks DDoS Extortion
FEBRUARY 25

On February 25, 2020, it was reported that Australian banks and other financial institutions were being

extorted by the Silence group with DDoS attacks unless they paid a ransom.

CLOSE ™~

TARGET

Location: Australia
Date Breach First Reported: 2/25/2020

INCIDENT

Method: DDoS
Type: Disruption

ACTOR

Type: Unknown
Attribution: Unknown

DESCRIPTION

On February 25, 2020, it was reported that Australian banks and other financial institutions were being
extorted by the Silence group with DDoS attacks unless they paid a ransom. DDoS attacks have taken place
but not against all targets, as they do not have the resources to attack all those threatened. The Silence
group has also been linked to stealing from banks across Eastern Europe, South and Central Asia, and more
recently, Sub-Saharan Africa. The group demanded payment in the cryptocurrency Monero to prevent the
attack

SOURCE: “Timeline of Cyber Incidents Involving Financial Institutions,” Carnegie Endowment for International Peace, updated August 2020,
https://carnegieendowment.org/specialprojects/protectingfinancialstability/timeline.
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The following case study demonstrates the damage a successful ransomware attack can have on a

financial services organization.
Case Study: Travelex & REvil

On December 31, 2019, the London-based foreign currency exchange Travelex was hit by a ransom-
ware attack that crippled its network and allegedly stole five gigabytes of documents. The attackers
demanded Travelex pay $6 million to restore its systems and prevent the stolen data from being
leaked online. This attack had a devastating effect on Travelex, reducing their operations to pen and
paper transactions and impacting a wide range of high street banks that relied upon its currency
services. Reports estimated that the attack ultimately cost the firm almost $30 million and put their
parent company, Finablr, under significant financial pressure, with $2.3 million reportedly paid in
ransom (see figure 5)."* Travelex subsequently filed for bankruptcy, citing the coronavirus pandemic

and the cyber attack as key factors.'

FIGURE 5
Headlines to a Ransomware Attack Can Be as Damaging as the Intrusion

Currency Exchange Travelex Held Hostage
by Ransomware Attack

Travelex Paid $2.3 Million to Ransomware
Gang: Report

SOURCE: BAE Systems, 2020

The threat actors responsible for this attack used a prolific ransomware variant called REvil, one of
the pioneers in this new wave of data theft ransomware attacks. The threat group, also called REvil,
has since gone on to undertake similar attacks against a wide range of victims. The attackers work on
an afhiliate model whereby attackers can purchase a subscription to use the malware to perform their
own attacks but publish stolen data to a central blog (see figure 6). REvil affiliates predominantly

favor attacks on the financial and insurance sector.



FIGURE 6
Travelex Hit with Sodinokibi
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2019

‘ Travelex Hit with Sodinokibi
DECEMBER 31

On December 31, 2019, Travelex, a major foreign exchange company, took all its computer systems offline
after company systems were infected with Sodinokibi ransomware and the attackers demanded $6 million to
remove it.

CLOSE ¥

TARGET

Location: United Kingdom
Date Breach First Reported: 12/31/2019

INCIDENT

Method: Malware
Type: Theft

ACTOR

Type: Nonstate actor
Attribution: Unknown

DESCRIPTION

On December 31, 2019, Travelex, a major foreign exchange company, took all its computer systems offline
after company systems were infected with Sodinokibi ransomware and the attackers demanded $6 million to
remove it. This also impacted the exchange services of many major banks including Lloyds, Barclays, and RBS,
who all use Travelex. The attackers also claimed to have exfiltrated 5GB of personal customer data that they
threatened would be released if they did not receive payment. The attackers are believed to have used a VPN
exploit that remained unpatched to access the firm's systems. As of the end of January it has taken over a
month for Travelex to restore its site and even then, only partially. It is unclear whether Travelex paid the
ransom in this time.

SOURCE: “Timeline of Cyber Incidents Involving Financial Institutions,” Carnegie Endowment for International Peace, updated August 2020,
https://carnegieendowment.org/specialprojects/protectingfinancialstability/timeline.

Although most ransom and extortion attacks target enterprise networks, regardless of where these
services are hosted, cloud services have been specifically exploited by criminal groups.'® This is just
part of a growing concern over threats to cloud technology, another focus area for many financial
services firms (see box 2).
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BOX 2
Technology Focus—Cloud

Undoubtedly the major technology trend for the finance industry in the last decade is the shift to
cloud services. As more and more companies move to a cloud-first strategy or make some level of
transition to the cloud and as the range of services that are available via cloud deployment continues

to increase, this trend is likely to remain at the top of C-suite lists for many years to come.

Outside of the technical challenges of making this shift, there are a number of security-related
concerns that consistently come into play and will feature on many internal risk registers. Each of the

following concerns brings a level of complexity and a requirement for in-house expertise:

*  Concerns over data residency are tangible on a backdrop of increased data regulation and a
concern that businesses could—without paying attention to cloud platform terms and condi-

tions—fall foul of data retention or privacy laws in different countries.

 The (albeit unlikely) scenario of a major cloud provider suffering a major outage that exceeds
their own redundancy measures and an ability to meet customer-service-level agreements on
availability has led to many companies adopting a multicloud approach, running services from
Amazon Web Services, Azure, Google, and the like.

* The shared responsibility model for different cloud platforms can be a sticking point, and fully
understanding which responsibilities rest with the organization, as well as how to achieve an
appropriately secure configuration, can require extensive expertise. Many organizations have
needed to train their staff in different cloud models, with larger organizations requiring hundreds
of trained personnel in different areas.

The question of configuration remains the main security issue for cloud adoption. Examples of data
breaches arising from inappropriately configured cloud storage have been seen in recent years.
Despite improvements by cloud service providers trying to make it harder for these errors to occur,
they are still happening. According to the 2020 Verizon Data Breach Investigations Report, 22
percent of data breaches in 2019 involved cloud assets, and misconfiguration errors (many of which

are related to cloud) are now the most common type of error reported in Verizon’s data.'®



The major cloud platforms each have very high standards of security and extensive resources at their
disposal. To date, their security records have been very strong. The question of whether and how a
data breach at a cloud provider might occur is an interesting one, but a common viewpoint held
across many industry sectors is that data and services are safer in the hands of a major cloud provider
than they would be on premises. However, while that may well be correct from an individual organi-
zation’s perspective, from a sector and financial services regulatory perspective, concerns around
aggregation risk come to the fore, with many firms reliant on a few core IT service providers for so

many critical financial services.

It is inevitable that as more and more assets are in the cloud, the threat landscape will shift to focus
on technology supply chains and cloud providers—as has already begun to happen. It is highly likely
that critical vulnerabilities that allow for hypervisor or virtual machine breakout (meaning that a
threat actor on one public cloud instance can compromise others) will arise in the future. The arms
race between these being discovered by security teams and researchers versus threat actors will be

similar to that which plays out in major operating systems and software products.

Emerging Challenges
Threat Group Collaboration and Facilitation

The evolution of the threat landscape features greater collaboration among threat actors. In 2018,
several infections from the North Korea—based Lazarus Group coincided on networks within the
same time frames as a Russian-speaking criminal group known as TA505."” Forensic evidence from
incident response work confirmed the overlap wasnt purely coincidental; the criminal actors were
found to have effectively handed over access to Lazarus. A few theories on the nature of the relation-
ship between TA505 and Lazarus were considered, but the most likely one was a transactional

relationship where TA505 sold victim network access to Lazarus.'

While instances of TA505 and Lazarus overlap may have subsided, overlaps between Lazarus and
other criminal operations have come to light. Other incidents of transactional relationships or
collaboration appeared again in 2020. Infections with the criminal malware Trickbot led to the
deployment of Lazarus malware, which might indicate a similar scenario of Lazarus buying access
from another party. Others have reported that a Trickbot-related framework called Anchor was also

associated with Lazarus malware."

CARNEGIE ENDOWMENT FOR INTERNATIONAL PEACE | T



TA505, meanwhile, has been busy providing access to other groups. For example, Silence, a Rus-
sian-speaking criminal group, also appears to have a relationship with TA505. During a 2019 BAE
Systems investigation of a Silence intrusion against a European bank, Silence malware was deployed
off the back of an initial TA505 intrusion.? This suggests the group also has links to other parties

within the criminal underground.

Cyber criminals have created an ecosystem that is strengthened by collaboration and transactions to
buy or sell products and services. They have capitalized on the intersection of cyber crime and fraud
in their operation of modern criminal enterprises; an overview of how the flow between a cyber
attack and cashing out and money laundering works can be found in a paper recently published by
SWIFT and BAE Systems.”' Hacking tools as well as cashing-out and money laundering services are
available in criminal marketplaces to facilitate the demand (see figure 7).

FIGURE 7
Banco de Chile Incident
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‘ Banco de Chile Incident
MAY 24

In May 2018, Banco de Chile suffered a $10 million theft after the attackers used destructive software as
cover for a fraudulent SWIFT transfer.

CLOSE ™~

TARGET

Location: Chile
Date Breach First Reported:5/24/2018

INCIDENT

Method: Malware
Type: Disruption, theft

ACTOR

Type: State-sponsored actor
Attribution: Speculated

DESCRIPTION

In May 2018, Banco de Chile suffered a $10 million theft after the attackers used destructive software as
cover for a fraudulent SWIFT transfer. The bank’s 9,000 workstations and 500 servers failed on May 24 as the
KillMBR wiper tool rendered them unable to boot up, adding it to the growing ranks of Latin American
banks suffering cyber attacks. In August 2019, the UNSC Panel of Experts indicated DPRK-affiliated actors
were behind the attack.

SOURCE: “Timeline of Cyber Incidents Involving Financial Institutions,” Carnegie Endowment for International Peace, updated August 2020,
https://carnegieendowment.org/specialprojects/protectingfinancialstability/timeline.
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Hackers-for-Hire

Hackers-for-hire is another growing trend. Malicious actors dont always carry out their own opera-
tions; they outsource them to hacker groups.? Paid attackers and companies are routinely hired by
governments and commercial clients to infiltrate targets. There is a wide scope of these groups in

capability, ranging from running information operations to selling complete malware frameworks.

Over the course of 2020, significant media attention has emerged around an alleged hackers-for-hire
company operating out of New Delhi.?* This firm had a far-reaching scope of targeting across the
globe, but one of the most prominent target verticals was the financial sector.”* Several international
banks, investment firms, insurance companies, and offshore banking and finance entities were among
the targets, as were hedge funds, short sellers, and financial journalists. The industry seems to have
been targeted around issues of market manipulation, legal cases, and corporate espionage.” While
the reasons for these activities may vary, parts of the financial system are increasingly caught in the

crosshairs of professional hackers-for-hire.
Disinformation and Deepfakes

The rise of disinformation campaigns or “fake news,” often spread via social media, is increasingly
causing a headache for companies around the world.?® In its 2019 Global Risks Report, the World
Economic Forum found that one of the most widespread and disruptive impacts of artificial intelli-

gence (Al) in recent years has been its role in the rise of “media echo chambers and fake news.””

For financial services, where transactions happen in a fraction of a second, disinformation campaigns
are a significant cyber threat and often play a role in large-scale attempts at market manipulation. An
example of such an attack is the January 2019 hacktivism attack on BlackRock, the world’s largest
asset manager. In this incident a group of environmental campaigners wrote a fake “Dear CEO”
letter purporting to be from BlackRock Chief Executive Officer Larry Fink. The letter was sent to
clients and media publications from an authentic-looking email address and was hosted on a website
that closely resembled the official BlackRock site. The letter made numerous false claims and was
picked up and published widely by various media outlets.”® Although this incident was rooted in
protest and not for financial gain, it does demonstrate the simplicity with which these campaigns can
be successful. Social media and the use of troll farms and bots now means that disinformation
campaigns can be incredibly complex, with intentionally misleading messages released and amplified
so that they seep into mainstream consciousness and blur the line between fact and fiction. Financial
markets are particularly susceptible to disinformation-driven manipulation because often, the mar-
kets are driven by perceptions relating to fears, and the resulting speculation presents opportunities

for threat actors to benefit.
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For example, in May 2019, Metro Bank in the United Kingdom saw its share price drop at least 9
percent after false rumors circulated on WhatsApp and Twitter that the bank was close to collapse
and that customers should empty their accounts as soon as possible (see figure 8).”

FIGURE 8
Fake WhatsApp Message and Resulting Headlines Around Metro Bank
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SOURCE: BAE Systems, 2020

An attack of this kind could be beneficial for threat actors trying to manipulate the market for
financial gain, but it could also be used by states for sowing division and undermining the integrity
of a country’s financial infrastructure. With the world in the midst of the coronavirus pandemic,
disinformation and misinformation seem to be at an all-time high, with the fear and uncertainty of
the modern age feeding into the spread of rumors and fake news, often to the benefit of unseen

threat actors.

In recent years, Al has generated a lot of hype around how it will change today’s technologies and
processes. However, as with all technology, Al can be put to malicious as well as beneficial use; a
2020 study published by the Dawes Centre for Future Crime at UCL ranked twenty ways Al could
be used to facilitate crime over the next fifteen years, with fake audio and video clips called “deep-

fakes”—which can be used to fraudulently obtain funds—being one of the highest concerns.*

Concerns around the use of Al-driven deepfake technology being used to commit fraud or gain
access to confidential information should apply to all interactions that rely on voice-based

authentication, including automated voice recognition authentication as well as more traditional



human-based phone calls. Cases of fraudsters seeking to use deepfake technology have been seen,’!
and with the growing development of deepfake technology and the expected ease with which such
technology will become available to criminal actors, there is potential for this increasingly to be used
in fraud or disruptive cyber attacks.’* However, other new technologies also present similar risks

(see box 3).

BOX 3
Technology Focus—Quantum Computing and Cryptanalysis

While the cloud technology paradigm is a pressing issue at present, another technological leap looms
large on the horizon. Quantum computing can provide exponential improvements in processing
power by taking advantage of quantum mechanical properties, and while still very much in the
research and development stage, quantum computers are likely to become more readily available in

decades to come.

For the finance industry, this has a number of implications. First is the question of what quantum
computing can offer to improve finance applications: trading calculations and modeling and fraud
detection, to start. While quantum computers are not readily available to test, proof-of-concepts
have been conducted in this area using quantum-inspired computing.’® One of the companies
leading the way in commercial application of quantum computing is IBM, who highlights a number

of potential applications to finance.**

On the flip side of this is the upheaval that a quantum computing—enabled future will bring to
current cryptography. The ongoing advances in quantum computing will bring with them a major
shake-up in current cryptography standards—asymmetric cryptography based on public/private keys
(such as RSA and ECC) is vulnerable to attack from a quantum computer. The current expectation is
that RSA-2048 will be cracked by quantum computing by 2031, with estimates for realization of
so-called quantum cryptanalysis being revised down, rather than up.?

The timelines relevant to assessing the risk of quantum cryptanalysis involve a number of factors.
Predictions from the U.S. National Institute of Standards and Technology for standardization of
algorithms that can provide post—quantum cryptography give 2024 as a potential date, but complete
implementation of these algorithms and integration with current technology could take twenty
years.”® Estimates of when quantum cryptanalysis may become available range between 2026 and
2031. A hypothetical financial product or system designed today may be deployed in 2025 and could
be expected to have a lifetime of twenty years.
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While these figures are very rough and many of these factors are case-dependent and could change in
future, both demonstrate the potential for a period of time where quantum cryptanalysis is available
and in which quantum-proof algorithms are not yet widely implemented (and integrated with
existing technology).

The implications of this are significant for all domains and for all services on the internet. The impact
on the financial system will vary on a case-by-case basis, but in general, the emergence of quantum

cryptanalysis will require careful planning in mitigation.

For both of the aspects covered above, many organizations are appointing champions to keep on top
of developments and to be able to plan for and react to changes in the availability of quantum
computing appropriately.

Cyber Resilience and Testing Schemes

In response to the threats outlined in this report, as well as the broader threat landscape, regulators
have been increasingly concerned about cybersecurity risks to the financial services sector. Operation-
al resilience, encompassing cyber resilience, has been toward the top of the agenda for financial
services regulators including the Bank of England and the Basel Committee.?” In a sector that is
heavily reliant on trust, financial services firms that are designed to be resilient can differentiate
themselves and gain competitive advantage. If organizations do not seek to minimize the occurrence
of service disruptions in advance—or to at least detect, respond, and recover quickly when they do
occur—there is the potential for significant harm to financial market stability, organization reputa-
tions, and consumer finances. This makes it paramount that firms consistently, methodically, and
frequently assess their resilience posture and take decisive action to close any identified vulnerabilities

through targeted investment decisions.

To address the topic of cyber resilience and help firms identify vulnerabilities that could be exploited
by attackers to impact important business services, the Bank of England developed the CBEST
framework in 2014 for financial institutions in the United Kingdom. In order to test cyber resilience,
CBEST takes a threat intelligence—led approach to defining cyber attack scenarios. These are then
tested, mimicking the tactics, techniques, and procedures of real-life attackers, in order to help
improve the financial services firm’s cyber maturity. Since then, several other schemes have emerged
in other jurisdictions that seek to improve cyber aspects of operational resilience, and it is anticipated

that further countries will enact similar schemes in the future.



A summary of the cyber resilience testing schemes in place currently is as follows (see table 2).

TABLE 2

Cyber Resilience Testing Schemes in Various Countries

Country / region

Scheme name

Date commenced Description

United Kingdom

CBEST

2014

The Bank of England developed CBEST to test firms’ cyber
resilience. CBEST entails that each firm conducts a realistic,
simulated attack on the people, processes, and technology that
comprise its cybersecurity controls, with the aim of testing not
only its defenses but also its ability to detect and respond to a
range of attackers.3®

Hong Kong

iCAST

2016

As part of the Hong Kong Monetary Authority's Cyber
Fortification Initiative, certain authorized institutions are
required to conduct Intelligence-led Cyber Attack Simulation
Testing (iICAST). This is a test of their cyber resilience by
simulating real-life cyber attacks from adversaries, making use
of relevant cyber intelligence.®®

European Union

TIBER-EU

2018

The European Union developed a union-wide framework for
Threat Intelligence-Based Ethical Red Teaming (TIBER-EU).
Each country enacts its own implementation based on the
TIBER-EU guidelines. Various EU countries have so far
implemented the TIBER framework, including: Belgium (TIBER-
BE), Denmark (TIBER-DK), Finland (TIBER-FI), Germany
(TIBER-DE), Ireland (TIBER-IE), Italy (TIBER-IT), the
Netherlands (TIBER-NL, which was developed first in 2016),
and Sweden (TIBER-SE).*°

Singapore

AASE

2018

The Association of Banks in Singapore has created the
Adversarial Attack Simulation Exercises (AASE) guidelines for
planned, risk-managed, and objective-driven cybersecurity
assessments that simulate highly sophisticated targeted
attacks against an organization.*

Saudi Arabia

Financial Entities
Ethical Red
Teaming

2019

The Saudi Arabia Monetary Authority Financial Entities Ethical
Red Teaming Framework requires firms to conduct controlled
attacks (for example, threat intelligence-based red-teaming
tests) against their (live) production environment.*?

Malaysia

Risk
Management
inlT

2020

Bank Negara Malaysia requires large financial institutions to
proactively identify potential vulnerabilities, including those
arising from infrastructure hosted with third-party service
providers, through the simulation of sophisticated red team
attacks on its current security controls.*3
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Conclusions

When considering threats to the resilience of the financial system, two key facets of the cyber threat
landscape stand out: the actors who conduct attacks and the technology that they target. However,
these are not independent variables. As new technology emerges, it opens up opportunities for
attackers to exploit it—and its users. Similarly, as attackers evolve, organizations must update their
technical defenses to protect against them. Nowhere is this pace as dynamic as in the financial

services sector.

In many areas, the defenders are winning. For example, attacks using banking trojans against online
banking are much rarer now than they were a few years ago. This is in part due to law enforcement
action and disruption of large botnets, as well as improved defenses within online banking. A similar
drop occurred in 2020 with respect to attacks against payment systems such as SWIFT. Improved
defenses, in this case via the Customer Security Programme, have shifted the balance and now groups

are turning to other techniques.*

In other areas defenders are losing the battle. For example, one of the most significant threats today is
from network intrusions that lead to ransom and extortion. Over a dozen threat groups are using the
same business model and finding it very effective. The estimated loss to victims caused by these
groups in 2020 has reached hundreds of millions of dollars, with the REvil group alone claiming
over $100 million in profits in one year, and the rate of attack is still accelerating.*> At the moment it
is hard to see what will slow or reverse this trend—it likely needs coordinated action from govern-

ment and the private sector coming alongside the financial services community.

What the future holds for the cyber threat landscape is hard to forecast at the best of times. In a time
of so much disruption to normal life, it is impossible to say what is around the corner, even for 2021.
However, cyber threats will certainly remain, central motivations are unlikely to change, new tech-
nologies will gain adoption, and defending networks will continue to require significant resources

and attention to detail.
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