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Introduction

To understand and respond effectively to the threats posed by malicious hackers, the U.S. 
government needs more data and quickly. While the situation is improving, according to 
Deputy Attorney General Lisa Monaco, “[M]ost breaches are not reported to law enforce-
ment.”1 As a result, the federal government is essentially flying blind when combating cyber 
threats. A new federal reporting requirement has been included in the $1.5 trillion omnibus 
spending bill that the House of Representatives passed on March 9, 2022, though the bill 
has not yet passed in the Senate. 2 In the meantime, and even after this bill passes, more 
comprehensive information-sharing channels between the federal government and the fifty 
states could help.

As Monaco recently wrote in an op-ed calling for congressional action, without prompt 
reporting of cyber attacks, the federal government is unable to see “the full picture of the 
threat facing our country,” and its power to counter “all cybercriminal activity” diminishes.3 
The deputy attorney general isn’t alone in the view that a breach-reporting requirement 
could help enable government action. During a November 2021 U.S. House Committee 
on Homeland Security hearing, Cybersecurity and Infrastructure Security Agency (CISA) 
Director Jen Easterly said that, while CISA was grateful for the many authorities provided 
to it, “[W]e appreciate what’s in potential upcoming legislation to include cyber-incident 
reporting.”4 (That’s polite Washington speak for “we really need an incident reporting law.”) 
Members of Congress have taken steps to develop such a requirement, but recent attempts 
have hit roadblocks.5 In the meantime, to help close this information gap, federal officials 
are searching for new tools. One important yet underused tool is the federal government’s 
partnerships with state governments.
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Recent news reports suggest that the Department of Justice will begin to use the False 
Claims Act to compel federal contractors to disclose “significant” security breaches.6 Using 
this law is a start, but this approach has its limits. First, the False Claims Act would offer 
only a partial picture of the threat landscape because, as used in this context, it would cap-
ture information only from contractors and other parties engaged in or seeking transactions 
or contracts with the federal government.7 Second, it might not fulfill the need for prompt 
reporting given inefficiencies in the existing government contracts process. 

Until Congress answers the deputy attorney general’s call to enact “legislation to create a 
national standard for reporting cyber incidents that pose significant risk, including ran-
somware and incidents that affect critical infrastructure and their supply chains,” there are 
additional fixes that the government could rely on.8 Specifically, the federal government 
could turn to its state-level partners to help fill some information gaps. Even if Congress 
ultimately enacts a breach-reporting requirement for operators of critical infrastructure 
and a broader set of ransomware victims, states can help key federal agencies learn about 
a variety of security incidents and potentially filter out less significant cases.9 This way, the 
federal government can focus on the most critical security threats while state governments 
can address others. This kind of partnership would likely require appropriate funding but, if 
done right, it would be a worthy investment.

Why Incident Reporting Matters

Without good data, federal government officials are less capable of effectively responding 
to cyber threats and they are more likely to repeat mistakes. Public reporting or companies’ 
own general disclosures of cybersecurity incidents long after they occur are insufficient. 
Newspaper reports, for example, might share some general information about what hap-
pened during an incident, but the federal government might have technical questions only 
the victim of the attack can answer. Or, even if those details are made public (in an accurate 
way), it might be too hard for federal officials to piece together the full story based on such 
reporting. Additionally, if the federal government learns about an attack after the fact, it 
will have lost the time it needs to share common technical vulnerabilities widely and to 
develop effective countermeasures. While several information-sharing organizations seek 
to disseminate data on known vulnerabilities and cyber attacks, they are generally focused 
on their own specific sectors (such as financial services, information technology, healthcare, 
space, and others) and depend on voluntary participation.10 The same is true of the Joint 
Cyber Defense Collaborative. While it provides a helpful forum for private-sector entities to 
share information with the federal government, it remains a coalition of the willing and thus 
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provides an incomplete picture of the threat landscape.

By contrast, the federal government—if it has the full picture—is unique in its ability to 
transcend sectoral divides, identify threat patterns that exist within and beyond specific in-
dustries, bring charges against cybercriminals where applicable (yes, sometimes it happens),11 
and develop strategic responses to broader national security and foreign policy challenges.12 

In short, adequate incident reporting is not an accessory to combating cybersecurity 
threats—it is indispensable to that goal. Although insufficient on its own, appropriate 
information sharing can help enable the effective use and measurement of all other policies 
designed to protect against cyber attacks, including defensive measures, offensive operations, 
and geopolitical agreements. Forging a solution, and measuring its efficacy, requires the full 
set of facts, which the U.S. government currently does not have. 

Ongoing Russian aggression against Ukraine provides an important illustration of how 
valuable timely information sharing can be. White House officials suspected early on that 
the Russian offensive would involve cyber attacks designed to destabilize Ukraine.13 Even 
though the United States might not be a direct and immediate target of a cyber attack at 
this stage of the conflict, it is possible that Russia is planning for the current crisis to esca-
late even further. In that scenario, Russia would likely want to be in a position to hit the 
United States where it hurts—specifically by attacking operators of critical infrastructure. 
As of now, private-sector entities manage “a vast majority of the [United States’] critical 
infrastructure.”14 

Because many of the country’s richest targets are privately held, the U.S. federal government 
might not have the earliest insights into cyberactivity on those networks, but the private sector 
could make relevant observations. Right now, there is no general federal requirement that these 
high-value targets report information about known or potential incidents, which means that 
the federal government simply has to hope that its private-sector partners feel compelled to 
report out of a sense of good citizenship. If these companies were required to report “signifi-
cant” activity to the federal government, it is possible federal officials would have better insights 
into Russian operational-preparation-of-the-environment (OPE) activities, which would help 
the U.S. government better prepare for conflict before an actual attack.15

Incident reporting should not be overly burdensome on companies, and it should not require 
firms to report more information than is strictly necessary, but such reporting does need to 
happen. With time, the particulars of reporting requirements can be reformed so they are 
workable for industry actors and responsive to evolving threats.
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Enhancing Cyber Information Sharing 
Between the Federal Government  
and States

There are multiple ways that the federal government could consider expanding information 
sharing with state governments on cyber incidents, but the most straightforward approach 
would likely be to establish formal channels for state officials to share information on cyber 
incidents that they already collect. Ideally, key states could revise their breach-notification 
laws to cover “significant” events involving federally designated critical infrastructure and 
other incidents of interest to federal officials, such as ransomware attacks.

Rely on Existing State Laws on Breach Notices

Unlike the federal government, the vast majority of U.S. states already have breach-notifi-
cation laws in place. Many of these laws require that breached companies provide notice to 
state governments in addition to impacted individuals.16 A key downside is that the notice 
triggers for many of these statutes are based on variables that are typically more important 
to consumers than to national security officials, such as the kinds of personal information 
impacted as well as the location and number of impacted individuals. Notably, these laws 
generally do not cover attacks to critical infrastructure that do not affect personal data. 

In New Jersey, for instance, any business or public entity that “compiles or maintains 
computerized records that include personal information, shall disclose any breach of secu-
rity of those computerized records following discovery or notification of the breach to any 
customer who is a resident of New Jersey whose personal information was, or is reasonably 
believed to have been, accessed by an unauthorized person.”17 Before notice is provided to 
affected consumers, however, the impacted entity must report the breach to the New Jersey 
Department of Law and Public Safety, which retains the power to disseminate or refer the 
information “to other appropriate law enforcement entities.”18 That term is undefined in the 
statute but could arguably include federal law enforcement officials.

Other laws differ. In the West Virginian statute, for example, there is no express language 
about sharing data with appropriate law enforcement officials, and unlike in the New Jersey 
law, notice hinges on a reasonable prospect of “identity theft or other fraud” materializing.19 
West Virginia’s statute does, however, touch on the involvement of law enforcement, as 
it states that a notice to individuals can be delayed if an agency determines that “notice 
will impede a criminal or civil investigation or homeland or national security.”20 Still, the 
onus is on enforcement officials to learn independently about what is going on and make a 
determination.
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In short, state laws differ in meaningful ways with respect to whom notice should be 
provided to, how it should be given, and what triggers notice in the first place—and these 
laws generally do not cover security incidents that affect critical infrastructure or their supply 
chains. As a result, relying solely on reporting in compliance with existing state statutes 
provides only a partial picture of the security threats facing the nation. 

Nonetheless, collecting and assessing state data would be a helpful start as national security 
officials seek to assemble a broader mosaic of cybersecurity activities. Incidentally, such a 
move would also capture some threat events of interest to the federal government. Accessing 
information already collected by the fifty states—or at least a subset of states with jurisdic-
tion over critical infrastructure and other vital industries—is one meaningful option for the 
executive branch as it waits to see if Congress will enact a federal requirement for breach 
notifications.

Expand Existing State Laws on Breach Notices

Relying on existing state laws on breach notifications should be the floor, not the ceiling. 
Ambitious state governments could proactively amend their existing statutes to include 
“significant” events involving federally designated critical infrastructure, a move that would 
better serve everyone’s security priorities. If, for instance, New Jersey wanted to make sure 
its breach-notification law covers such incidents, it could amend the law to include events 
that affect federally designated “critical infrastructure.” It could then pass along to the 
federal government the information federal officials need to begin sharing vulnerabilities and 
attacker information with critical infrastructure operators nationally and to craft effective 
responses to cyber threats. Importantly, many state legislatures do not face the kind of grid-
lock that Congress does, which may make state legislators more likely to enact the requisite 
requirements in a timely manner.21 

Moreover, not all U.S. states would need to amend their breach-notification statutes for the 
federal government to get the insights it needs. State governments with jurisdiction over 
key companies and industries—such as California, Delaware, New Jersey, and New York—
could be candidates of such partnerships.

Joint Cybersecurity Task Forces

Officials already have several models for federal-state partnerships to learn from. The 
National Cyber Investigative Joint Task Force, for instance, was established in part to lever-
age “the collective authorities and capabilities of its members” and to coordinate “with inter-
national and private sector partners to bring all available resources to bear against domestic 
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cyber threats and their perpetrators.”22 While the task force might not be the appropriate 
forum for a federal-state partnership given its emphasis on federal-level coordination, it is 
one example of how information sharing that is designed to leverage the various authorities 
of different entities can be used to coordinate and respond to cybersecurity threats.

Joint terrorism task forces would be another model to consider. These consist of “locally 
based, multi-agency teams of investigators, analysts, linguists, SWAT experts, and other 
specialists who investigate terrorism and terrorism-related crimes.”23 A collection of select 
joint cybersecurity task forces could exist across the nation or solely in critical jurisdictions. 
They could be co-led by local Federal Bureau of Investigation (FBI) field offices and a CISA 
representative, and they could include state and local cyber officials; state-level law enforce-
ment officers; and relevant federal representatives from the Department of Justice, the FBI, 
and the Secret Service. As a young organization with less reputational baggage than some of 
its peers, CISA might be best suited to build trust among participants and act as an honest 
broker.

Together, these experts could collect evidence, disseminate it appropriately, take official 
action consistent with their authorities, respond to threats at a moment’s notice, and feed 
information to the National Cyber Investigative Joint Task Force and other entities as 
appropriate.24 This could also help reduce the chances that duplicative investigations occur at 
various levels involving state and federal government officials. Joint cybersecurity task forces 
would not be responsible for affirmative incident response that victims usually control, but 
they would be tasked with leveraging information to take proactive steps to protect as many 
entities as possible and try to hold malicious actors accountable without delay.

Additionally, and even if Congress does eventually pass a federal breach-notification bill, a 
prospect that seems increasingly likely, joint cybersecurity task forces could remain useful 
to the extent that they can reduce the federal government’s reporting burden by allowing a 
joint team of state and federal officials to filter out incident reports that are less important to 
national security.25

Align Activities With States’ Interests

This approach would also serve the interests of state governments. First, it would empower 
state officials, including state attorneys general and prosecutors, to understand the full range 
of criminal activity occurring within their borders that might be worthy of prosecution. 
Second, it would allow them to take steps to protect major employers who could be crippled 
by a severe malicious attack, which could have ripple effects on a state’s economy (and a 
governor’s agenda and election prospects).

This might not be enough to convince state governments to sign up. They might worry that 
any partnership with the federal government, even informal, would be burdensome. Even 
if they are willing, they might not have the financial or personnel resources necessary to 
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allocate and share a broader swath of data. In all likelihood, an appropriation of some kind 
would be necessary to make this kind of partnership productive. But in light of the critical 
threat facing the nation, the investment could be a worthy one.

Conclusion

Improved information sharing via robust federal-state partnerships is not the antidote to the 
country’s cybersecurity problems. Even with a better understanding of the problem, gov-
ernment officials will still face questions of what an effective response looks like and how to 
achieve it. But the United States needs to be able to measure which policies work and which 
ones do not. Currently, the federal government is not in a position to do so.

Developing an appropriate strategic remedy starts with an accurate diagnosis of the full 
threat. Bolstering the federal-state information-sharing apparatus would help the executive 
branch as Congress works on a national reporting requirement, and it could be part of an 
effective, whole-of-society approach to combating cyber attacks against the United States.
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