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Introduction

The U.S. Congtess’s recent success in passing the CHIPS and Science Act (informally the
CHIPS Act) shows that legislators are united on one point: the United States needs to
manufacture more semiconductors at home. This idea gained traction during the worst

days of the coronavirus pandemic, when global shortages of semiconductors halted the
manufacturing of automobiles, traditional consumer electronics, and other products that use
semiconductors, such as household appliances.! As demand for these products soared during
the pandemic, the world experienced painful price inflation, which amplified the acute
geopolitical tensions between the United States and China.? U.S. policymakers, already
worried that dependence on Taiwan for the most sophisticated semiconductors could imperil
national security and economic security, saw an urgent need to act.> And together, rising
prices and geopolitical competition underscored the need to invest in domestic economic
revitalization.

The CHIPS Act’s $52.7 billion investment in domestic semiconductor manufacturing
(see table 1) aims to fulfill three main objectives: 1) reduce the likelihood that shocks
abroad might disrupt the supply of chips, 2) boost American international economic
competitiveness and create domestic jobs, and 3) protect semiconductors from being
sabotaged in the manufacturing process. This paper argues that the CHIPS Act, by itself,
will not fully accomplish any of these goals. The act is a major step forward, but it leaves
multiple gaps that require additional government action. In particular:

*  DPolicymakers must ensure that the $39 billion in CHIPS Act subsidies are usefully
divided between fabrication and assembly, testing, and packaging (ATP).



*  Government and industry must work together to improve awareness of potential
bottlenecks in the supply chain, particularly those arising from opaque supply chain
management activities led by the private sector.

e The White House and Commerce Department should convene leading scholars
to explore how complementary economic policies and initiatives can create
opportunity for struggling parts of the domestic labor force.

*  The Commerce Department’s CHIPS Program Office must ensure that funding for
R&D is supporting initiatives that prepare U.S. companies for paradigm changes in
semiconductor technology.

* The Commerce Department, Department of Defense, and Office of the Director of
National Intelligence should ensure that their efforts to develop criteria for secure
and trusted microelectronics incorporate measures to guard the manufacturing
process against remote and insider threats.

*  The National Institute of Standards and Technology should facilitate a process to

develop open semiconductor security standards with major international producers
and consumers of semiconductors.

Table 1: Appropriations in the CHIPS and Science Act

Program Appropriation
CHIPS for America Fund Manufacturing Incentives $39 billion
R&D $11 billion
Other $2.7 billion
Total $52.7 billion
Public Wireless Supply Chain Innovation Fund $1.5 billion

Beyond the specific steps needed to compensate for the limitations of the CHIPS Act,
however, U.S. semiconductor policy needs a stronger foundation that:

* is informed by more data,
* aims to achieve measurable targets, and
*  incorporates scenario and crisis planning.

Each of these three pillars is critical, and success with one reinforces the others.
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To make effective semiconductor policy, the U.S. government must have an accurate
understanding of the global semiconductor supply chain, which first requires gathering and
analyzing data. The U.S. government should assess the supply chain using a standardized,
repeatable method—enabling comparisons over time and robust supply chain monitoring.
These activities would help inform concurrent efforts to set targets and plan for crises.

The U.S. government should set clear targets for the semiconductor industry to benchmark
its policy efforts. Rather than setting indeterminate goals, the U.S. government should
specify its objectives and provide targets. For example, instead of aiming to “reshore
semiconductor fabrication to ensure domestic supply,” the U.S. government could aim

to ensure that production of a specific share (X percent) of military end-use electronics
would not be disrupted by a supply shock in East Asia. Setting specific targets for the
semiconductor industry will help policymakers measure progress toward their objectives and
plan for crises. In the short term, targets would help the CHIPS Program Office determine
how much money should be allocated to fabrication and ATP, respectively.

The U.S. government should designate a planning body for semiconductor crises. Based on
data gathered about the supply chain and quantitative targets, this organization would run
crisis simulations and provide recommendations for further policy action.

Lastly, as the U.S. government constructs these pillars of effective policymaking, it must
also navigate a series of three strategic dilemmas. First, to avoid a subsidy race where each
country seeks solely to support its own domestic semiconductor industry, the government
should strengthen and confront the tensions involved in coordinating with allies. Second,

as the government seeks to support well-paying manufacturing jobs, it must grapple with
increasing automation and high skill requirements in semiconductor fabrication. Third, to
maintain leading-edge fabrication capacity in the United States, Congress will likely need to
make subsequent investments, which will require sustaining political support for

industrial policies.

The CHIPS Act clearly marks a turning point for American economic policy, and some

say the start of a new age of industrial policy. Whether or not such grand pronouncements
prove true, American policymakers have a clear opportunity to de-risk the semiconductor
supply chain. The choices that U.S. leaders make today in implementing the CHIPS Act will
determine whether the country can maintain its innovation leadership in the semiconductor
industry over the long term, as well as the security and continuity of the domestic economy
during a crisis. These implementation challenges deserve careful consideration and
continuous efforts that are commensurate with the stakes. The CHIPS Act was only the first
step of what will likely be a long journey.

This paper is organized in two sections. The first section analyzes how the CHIPS Act
partially fulfills each of the three goals and offers recommendations for addressing the
limitations. The second section elaborates on the recommendations and suggests a stronger
foundation for U.S. semiconductor policy based on gathering data, setting targets, crisis
planning, and charting a clearer strategic direction.
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Goals and Limitations of the CHIPS Act

Goal 1: Reducing the Supply Chain's Exposure to Foreign Shocks

The first goal of the CHIPS Act is to diversify the location of semiconductor manufacturing
in order to reduce the likelihood that it could be disrupted by turmoil in East Asia. The
United States has zero fabrication capacity for leading-edge logic chips (5 nanometers

and below), while 67 percent is located in Taiwan and 31 percent in South Korea.* Across
all logic chips, 73 percent of fabrication capacity is located in East Asia (see figure 1).
Concentrating production in any location exposes supply chains to that region’s turmoil,
whether accidents, natural disasters, or geopolitical and military crises. In East Asia, each of
these risk categories poses especially acute threats to the global semiconductor supply chain.
For example, Taiwan and Japan (another country seeking to scale up its role in the chip
supply chain®) sit on the circum-Pacific seismic zone, also known as the “Ring of Fire.” As a
result, they are particularly exposed to earthquakes and associated natural disasters—risking
disruptions.”

Figure 1: Semiconductor Logic Fabrication Capacity by Country (2021)
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Source: Will Hunt, “Sustaining U.S. Competitiveness in Semiconductor Manufacturing Priorities for CHIPS Act
Incentives,” Center for Security and Emerging Technology, January 2022, https://cset.georgetown.edu/publication/
sustaining-u-s-competitiveness-in-semiconductor-manufacturing/.
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Shocks can also come from geostrategic threats. Many policymakers in the United States see
the Chinese government’s long-term push for more domestic semiconductor manufacturing
as an attempt to gain economic leverage.® If the world becomes dependent on semiconduc-
tors manufactured in China, they reason, the Chinese government could use that depen-
dence as a weapon to achieve other strategic ends.” But in the near term, experts worry that
the Chinese government might decide to interfere with shipments of semiconductors from
East Asia—for example by destroying Taiwan’s semiconductor industry in a war or stopping
Taiwan’s semiconductor exports with an embargo.'® Recent drills indicate that the Chinese
military is at least developing the capabilities for an embargo," and experts write that such
limited-force approaches are unpredictable and can rapidly escalate.'

The effects of a disruption in Taiwan would be catastrophic for the global economy and
would affect more than 50 percent of the world’s most advanced chips and the trillions

of dollars of commercial activity that depend upon them. Such disruption could also
directly affect U.S. national security, denying the United States access to the imported
semiconductors that serve as key inputs for military hardware and national security—related
R&D. Losing access to these could erode the U.S. military’s readiness for armed conflict,
slow innovation and research in the national security community, and prevent the United
States from supplying its allies and partners with semiconductor-intensive weapons. The

war in Ukraine provides a recent example of semiconductors’ national security relevance.
For example, a single Javelin—the anti-tank weapon that the United States provided to
Ukraine—requires at least 250 chips. Ukraine requested hundreds of Javelin systems per day
at the outset of the war, but U.S. companies struggled to procure the semiconductors needed
to meet the demand.” The war has shown how quickly modern militaries must replace their
stockpiles of semiconductor-intensive munitions. To prepare for a potential conflict with
China, experts have called for the U.S. military to build up its stockpiles and help countries
like Taiwan do the same.'* Acting on these recommendations requires a smoothly function-
ing, resilient semiconductor supply chain.

Given these risks, the CHIPS Act’s investment in building new manufacturing capacity in
the United States has some clear longer-term benefits for supply chain resilience. It would
create a source of semiconductor supply that is less exposed to the disruptions of potential
military conflict and natural disasters in East Asia. It would also expand total global fabri-
cation capacity, a key bottleneck in 2021, when demand for electronics skyrocketed. At that
time, fabrication centers (fabs) in Taiwan, South Korea, and elsewhere were being utilized at
nearly full capacity and were unable to scale up to meet demand. Expanding total capacity
would also reduce the effects of accidents, energy shortages, and other disruptions on the

world’s supply of chips.
In order to mitigate the effects of foreign shocks on the semiconductor supply chain, how-

ever, the Commerce Department’s CHIPS Program Office and the cabinet-level CHIPS
Implementation Steering Council must pay special attention to two issues.
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First, much of the discussion around CHIPS Act investments has focused on fabrication,
with relatively little attention given to other stages of the manufacturing process, such as
assembly, testing, and packaging. Policymakers often refer to semiconductor “manufactur-
ing” while citing statistics that apply specifically to fabrication.”” The supply chain is only as
secure as its least-secure link, and while the passage of the CHIPS Act is certainly helping
diversify the location of fabrication,'® the world’s ATP facilities are also concentrated in
China, Taiwan, South Korea, Japan, and a few countries in Southeast Asia."” These facilities,
like fabrication centers in the region, are exposed to the same wide variety of shocks, any
one of which could interfere with the global supply of semiconductors. The CHIPS Act is
written to allow for investments along all stages of the manufacturing process, but it does
not impose any specific requirements to do so.'

The U.S. government’s CHIPS implementation strategy contains several nods to both
fabrication and ATP, but it seems more concerned with monitoring the types of chips being
manufactured at a given facility than the manufacturing substage a given facility represents.
From the document, it is unclear whether there exists a process to consider and balance
investments in fabrication and ATP. Without adequate attention to this issue, siloing fabri-
cation and ATP allocation could lead the Commerce Department to overfund fabrication
and inadequately support ATP. As it distributes CHIPS money, therefore, the Commerce
Department must take special care to ensure that all stages of the manufacturing process are
adequately funded and that the investments complement one another.

The focus on fabrication has also led policymakers to generally underprioritize the sector’s
dependence on a huge number of second- and third-tier suppliers around the world. These
companies produce industrial machinery, specialty chemicals,” crystal growth equipment,
and a wide range of other essential products.” Japanese firms, for example, are dominant
producers of semiconductor materials (24 percent market share) and semiconductor man-
ufacturing equipment (31 percent market share); global dependence on Japanese materials
firms is particularly pronounced in wafer production (56 percent market share) and photo-
resist (90 percent market share).! Supply shocks in those industries, whether the result of
natural disasters or malicious interference, can also lead to chip shortages. Yet, in the rush to
construct new fabs, policymakers have paid relatively less attention to these suppliers.”> The
CHIPS implementation strategy recognizes this problem in a single bullet and notes that
facilities for manufacturing these inputs are also eligible for CHIPS funding. However, the
strategy does not describe any other measures to monitor or address these potential bottle-
necks. As it distributes CHIPS money, the U.S. government should work with semiconduc-
tor manufacturing companies to monitor these supply chains and explore whether other
measures might be necessary to shore up the risks associated with them.

Second, the CHIPS Act’s domestic manufacturing investments do not protect against poor
planning by the private sector and crises in adjacent industries. The current chip shortage
has highlighted the private sector’s role in resisting shocks through demand planning. The
automotive sector, for example, suffered acutely from the semiconductor shortage in large
part because major carmakers canceled orders for new chips as the pandemic broke out,
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forecasting lower demand. As a result, when demand began to return to pre-pandemic levels,
the carmakers lacked the supply needed to ramp up production, and months-long backlogs
for production time at the major foundries meant that new chips would take that much
longer to manufacture.” Other sectors, such as consumer electronics, did not reduce their
orders but were nevertheless surprised by surges in demand due to the increase in “work
from home” policies, leading to shortages.?* Limited global shipping capacity added to the
backlog and high costs, leading to further delays in getting chips to manufacturers around
the world and getting final products into the hands of customers.”® The global supply chain
is not functioning until chips are in the hands of customers in the form of final products.

Responsibility for these technical processes that get chips into consumers” hands rarely falls
to governments. Maintaining adequate inventories and supply of container ships are largely
the responsibility of procurement teams at major manufacturing companies and strategy
teams at shipping firms respectively. Government agencies can serve as trusted conveners
and distributors of timely information on major threats to the supply chain, and they
provide surge support to recover from major disruptions. But, when it comes to the day-to-
day work that gets chips from fabs to consumer goods—monitoring inventories, keeping
track of logistics, and planning for changes in demand and supply—companies are often
better positioned. As a result, even if the CHIPS Act succeeds in adding domestic chip-mak-
ing capacity, damaging shortages could still occur due to poor private-sector planning in a
variety of different industries.

To address this issue, the CHIPS implementation strategy encourages companies to enter
purchase commitments, which are agreements between companies to purchase a specific

26 If companies complied, this would smooth

number of items in the future at a fixed price.
demand and help avoid the shortages seen early in the pandemic. But, simply asking compa-
nies to make purchase commitments and reduce their flexibility is unlikely to change their
behavior. To supplement this request, the U.S. government or a consortium of companies
could convene key players to periodically examine forecasts and potential bottlenecks in the
supply chain. This approach comes with its own sensitivities—companies are very hesitant to
share information about inventory levels, for example—but forcing the key players to explain

how they are guarding against various risk scenarios could be a good start.
In short, the CHIPS Act’s language and implementation are potentially focused too nar-
rowly. If the law aims to ensure that a baseline level of semiconductor and end-use product
manufacturing can continue during a crisis in East Asia, three things must happen.

1. Sufficient fabrication and ATP capacity must be located outside the affected area.

2. Private sector demand planning must be able to quickly account for these shocks.

3. 'The global logistics chain must be able to absorb and adapt to these changes.
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To begin addressing these risks and limitations, policymakers must ensure that the $39 bil-
lion in CHIPS Act subsidies are usefully divided between fabrication and ATP. Government
and industry must also work together to improve awareness of other potential bottlenecks in
the supply chain, particularly those arising from opaque supply chain management activities
led by the private sector. The foundation for both these recommendations is a need to collect
foundational data and set targets for the U.S. semiconductor sector—discussed in the final
section of this paper.

Goal 2: Bolstering Long-Term International Economic Competitiveness and
Creating Domestic Jobs

The second goal of the CHIPS Act is to invest heavily in semiconductor manufacturing

7 as well as to create

in order to enhance America’s long-term economic competitiveness,
high-paying domestic jobs by supporting a sector that appears to be increasingly central to
the global economy.?® This argument resonates across the country, given declines in U.S.
manufacturing as a share of national production and employment over the past thirty years.”
Reinforcing the argument are public fears that Chinese firms are rapidly catching up—or
even surpassing—their U.S. counterparts in critical technologies.** U.S. Senator Todd

Young called the CHIPS Act a necessary step to help the United States “not just catch up
with but overtake China in these critical areas.”

An infusion of cash will certainly help American and allied firms spend more within the
United States on the functions they need to increase their share of global semiconductor
manufacturing. American semiconductor firms like Intel, for example, will likely be able to
grow their share of global fabrication capacity, particularly at advanced process nodes. U.S.
firms may also be incentivized to take risks with high expected values, confident that the
U.S. government has their back. On aggregate, the new funding will also support semicon-
ductor research and development in the United States, which Edlyn Levine from America’s
Frontier Fund believes may bolster innovation in downstream industries, including artifi-
cial intelligence software and advanced wireless devices.?” These are all useful if the U.S.
government thinks of semiconductors as a strategic resource that it must control, lest other
countries gain power and wield influence.

These investments in research and development will also be important as Moore’s Law—
which predicts that the number of transistors incorporated in a chip will approximately
double every twenty-four months—comes to an end. It is becoming increasingly technically
difficult (and, therefore, expensive) to cram more transistors into the same space. As a result,
the cost of fabs is rising and the number of firms with the expertise and resources to man-
ufacture leading-edge chips is decreasing.’> Consequently, as the world is demanding more
computing power, the semiconductor sector risks stalling out.

Developing future generations of leading-edge chips will likely require thinking
beyond the current technology paradigm, which is known as the complementary
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metal-oxide-semiconductor (CMOS) fabrication process. But the kinds of “coordinating
institutions that guided previous technology shifts” operate with vastly diminished budgets
or have disappeared entirely. All the while, leading semiconductor firms remain focused on
stepwise improvements to CMOS technology.®* This clear market failure presents an excel-
lent opportunity for government intervention. Experts have argued that a huge proportion
of U.S. and global economic growth over the past seventy years was attributable to Moore’s
Law and the early public investment that made it possible.”® Government investment in
path-breaking semiconductor R&D is once again needed to ensure that the next major
technology shift in this sector is driven by U.S. firms, not their Chinese rivals.

On employment, however, some of the rhetoric has been misleading. Policymakers have

said that the passage of the CHIPS Act is a major investment in American manufacturing,
that the jobs this industry will bring are high-paying, and that they can help ensure that
America’s manufacturing sector keeps up with other parts of the economy.*® But this

implies that these new semiconductor manufacturing jobs are actually substitutes for the
lower-skilled manufacturing jobs lost over recent years to “labor-saving technologies” and
outsourcing. Yet, the public lacks a detailed and objective view into the types of jobs modern
semiconductor manufacturing would create. Most analysts (and even the White House) but-
tress their arguments with high-level projections about the law’s employment implications
from the Semiconductor Industry Association (SIA).%

The SIA projects that the semiconductor incentive program will create 1.1 million temporary
jobs (for example, those needed to construct fabs), which they estimate will become 523,000
permanent jobs. However, about half of each bucket (49 percent and 48 percent, respec-
tively) is “induced jobs,” the result of workers spending their wages on consumer goods

and services, such as groceries, utilities, and transportation.’® These induced jobs provide
real economic value, but they will not necessarily bolster U.S. manufacturing employment.
Depending on the sector, they are also potentially less likely to endure in the face

of automation.

Beyond the induced and indirect jobs, estimates also vary for the number of jobs that
CHIPS incentives will directly create in fabs: SIA says about 89,000,%” while analyst Will
Hunt estimates 27,000.% Accounting for baseline growth in each occupation, Hunt esti-
mates that only 4,400 (18 percent) of these jobs will go to low-skilled technical workers; the
bulk of the jobs will go to engineers and software developers. Hunt also acknowledges that,
if anything, “this breakdown likely understates the proportion of skilled engineers required
by semiconductor fabs.”*! Furthermore, new jobs for low-skilled technical workers will not
all go to U.S. citizens; an estimated 11 percent of the 4,400 new jobs would likely be filled
by foreign workers.*? All told, only a small proportion of permanent fabrication jobs will go
to low-skill technical workers who are also U.S. citizens.

The employment argument is also misleading because it implies that the jobs in this sector

will be resilient to increasing automation in the manufacturing sector as a whole.” Modern
semiconductor manufacturing is highly capital-intensive and will likely only grow more so as
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feature sizes decrease and the production process comes to rely on more precise and intelli-
gent machinery, needing fewer people to operate them.* Yet, these longer-term trends do not
figure into many analyses of the law.®

To be sure, the CHIPS Act does include workforce development programs that aim to

train American workers in order to fill some of these jobs, but it is unclear whether these
will target the segment of the U.S. labor force most in need of government support. The
Commerce Department’s CHIPS implementation plan aims to establish up to three new
“Manufacturing USA” institutes, which will supply “state-of-the-art facilities and equipment
to promote research, propel new products to market, and train the workforce.”* However,

it is unclear that these programs will support the traditional manufacturing workforce. The
implementation strategy goes on to state that the new institutes:

are expected to emphasize virtualization and automation, among other
topics. Significant productivity and cost savings can be derived from more
widespread adoption of virtualization and simulation of wafer production,
and improved automation of manufacturing processes and materials
handling and logistics.”’

In other words, the workforce to which the strategy refers is the high-skilled workforce.
If the CHIPS Act’s new semiconductor manufacturing jobs cannot be filled by workers
displaced from other manufacturing jobs, it is unlikely to be the path to upward mobility
that policymakers suggest.

Beyond the CHIPS Act’s direct effects on competitiveness and employment, broader
questions on these fronts remain. For example, there has been little discussion of whether
semiconductor fabrication is better for America’s economic competitiveness and domestic
employment than other productive enterprises on which the United States could spend

its money. Such an analysis of the opportunity cost is essential to understanding whether
growing domestic semiconductor manufacturing is the most productive use of U.S. capital.

Within the semiconductor sector, America’s strengths already lie in the highest-value
segment of the semiconductor supply chain: chip design. Logic design was responsible for
30 percent of semiconductor value-added in 2019, while fabrication was only 19 percent.*®
To support the United States’ competitive economic advantage in the semiconductor supply
chain while maximizing return on investment, Congress could have focused its investment

plan on chip design and R&D.

At the center of these issues is a stark strategic reality: The CHIPS Act is an industrial policy
aimed at competing with China by catalyzing innovation in leading-edge chips and man-
ufacturing them at home. As such, it benefits a very different segment of American society
than an industrial policy aimed at creating jobs for American workers who are losing ground
to the twin tides of globalization and automation. The former can be tailored to offer some
benefits to these workers—as CHIPS does—but only so long as large R&D investments in
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automating the production process do not make progress. When they do, they will eat away
at the automatable jobs, and American workers will be back to where they started.

For U.S. leaders considering how to simultaneously compete with China and address the
United States’ domestic economic challenges, it is crucial to recognize these trade-offs and
supplement investments in this capital-intensive industry with initiatives to more directly
support American workers through education, the creation of new jobs, and post-employ-
ment financial and in-kind support. While adjudicating between specific recommendations
on this front is beyond the scope of this paper, there are some economists who have proposed

approaches to addressing the widening inequality that results from the lack of “good jobs.”*

To begin addressing this issue, the White House and Commerce Department should con-
vene leading scholars to explore how complementary economic policies and initiatives can
create opportunity for the parts of the domestic labor force that are struggling. In addition,
to strengthen the competitiveness of U.S. firms over the coming decades, policymakers and
industry leaders must ensure that funding for R&D supports initiatives that prepare U.S.
companies for paradigm changes in semiconductor technology.

Goal 3: Reducing the Risk of Sabotage

A third goal of the CHIPS Act is to improve semiconductor security by guarding the manu-
facturing process against efforts to maliciously alter chips or render them defective. This type
of sabotage, either in the manufacturing process or in transit, can have huge consequences
for end users.”® For example, the U.S. government has issued several warnings that hardware
originating in certain countries, particularly China, can compromise user data.”*

While sabotage is not useful or desirable for every adversary, it is certainly possible. One
could tamper with semiconductors by altering manufacturing recipes or manipulating the
sensors used for performance testing at several stages of production.” With the most reputa-
ble manufacturers, such as Intel, Taiwan Semiconductor Manufacturing Company (TSMC),
and Samsung, the risks of sabotage are relatively lower—given the resources these companies
can invest in security and the importance of consumer trust to their business. They might,
nevertheless, allow their security practices to atrophy. They could also be attacked by a
particularly skilled and determined adversary (for example, a nation-state), against whom
even capable security teams would struggle. With less-reputable manufacturers, including
and especially those beholden to national governments, the risks increase. Such companies
might facilitate sabotage as a willing or coerced partner of a government or influential
private entity. And after the manufacturing phase, the chips are transported around the
world—where their security becomes the concern of shipping companies and port author-
ities. If compromised chips find their way into military hardware, enterprise systems, or
personal devices, they could fail to perform necessary functions at critical moments and act
as a gateway for attackers to steal sensitive data or carry out more destructive attacks. The
2018 Specter and Meltdown vulnerabilities in Intel and AMD chips, while not the result of
sabotage, affected millions of people, demonstrating how consequential exploited hardware
vulnerabilities can be.”
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While much is unknown about the nature and scope of state interventions in the supply
chain, conditions like geography and national laws make some types of interventions more
likely than others. For example, bulk institutionalized sabotage depends in part on a state
actor encouraging or turning a blind eye to the activity. Governments necessarily have an
easier time carrying out these operations at home, within their own jurisdictions, where
national laws favor them and foreign intelligence services have a difficult time operating.
Bloomberg controversially alleged, for example, that the Chinese government orchestrated
this type of sabotage along production lines in China for server chips produced for the
San Jose—based company Supermicro.’* While the story was heavily disputed and never
independently confirmed, many people took it seriously at the time because Beijing might
theoretically be capable of such operations within Chinese territory. Following that story and
other reporting on hardware vulnerabilities, experts called on the U.S. government to take
additional measures to protect against supply chain attacks.”

In contrast, abroad, where intelligence and law enforcement services are on the lookout

for espionage and sabotage, adversaries might have an easier time turning to smaller-scale
approaches to interfering with the fabrication process. They might remotely manipulate
specific sensors used to test chips if they can compromise the cybersecurity of manufacturing
centers digital networks. They can also use traditional methods, such as recruiting or paying
individuals in positions of authority to conduct espionage and sabotage on their behalf.
These are functions that national intelligence services regularly carry out across borders in
other contexts.

By virtue of being located in the United States, new CHIPS Act—funded facilities will

likely be less vulnerable to bulk-institutionalized sabotage than other similar facilities if
China gains a greater share of global manufacturing capacity, but they remain equally
exposed to smaller-scale remote or covert attacks. Bulk institutionalized sabotage would

be more difficult to conduct without being detected by the U.S. government because these
manufacturing facilities would likely be on the radar of U.S. counterintelligence officers.
Additionally, U.S. law would give federal agents the authority to investigate these facilities if
they suspected threats to national security. But shifting a facility’s geographic location does
not protect it against remote threats. Any effort to defend against chip sabotage must take
seriously cybersecurity and insider threats.

Moreover, if the CHIPS Act remains focused on fabrication, sabotage in the assembly,
testing, and packaging phase would remain a real possibility. Once a chip design firm like
NVIDIA has finished fabricating at TSMC or Samsung Foundries, they often need to

send their chips to another company for ATP. In 2019, according to SIA estimates, at least
38 percent of global ATP value was created in China and another 43 percent was created
elsewhere in East Asia.’ If policymakers are concerned about remote or covert sabotage in
the fabrication phase, they should be similarly concerned about the ATP phase. Attacks
targeting the fabrication phase, some experts argue, “are high cost and require generating at
least one new mask set,” an in-depth analysis of the device, and a high degree of expertise.”
Additionally, they are imprecise, as attackers can rarely be sure that the altered hardware will
make its way into specific end-use products. This potentially makes the ATP phase an easier
and more attractive target.
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Beyond moving the location of production, governments and companies can collaborate to
develop shared standards and best practices to improve the security of semiconductor manu-
facturing. Companies regularly use this approach to counter other, similar hardware integ-
rity challenges without relocating production. They must prevent counterfeit components
from being used in final products and ensure that defective products are not unintentionally
sold to consumers, all while continuing to manufacture a large share of those components
and final goods in China. They also attempt to address this problem using a wide range of
trust-building, transparency, and accountability measures in addition to researching new
manufacturing techniques and technologies that can better produce trustworthy hardware.
Given that it is impossible to be fully confident that a piece of hardware has not been the
target of a state intervention, perhaps open standards and these other techniques could help
address fears that production in foreign countries is at risk of sabotage.”

Simultaneously, U.S. policymakers must recognize that hardware integrity is often in the eye
of the beholder. Significant government oversight of and intervention in U.S.-based semi-
conductor manufacturing risks raising concerns that the United States government could
interfere with U.S.-origin chips being shipped around the world. Developing open semicon-
ductor security standards with major producers and consumers of semiconductors, or at least
openly communicating any new standards to such a group, could help guard against supply
chain attacks while preserving trust in U.S.-origin semiconductors.

The U.S. government’'s CHIPS Act implementation strategy takes a strong step toward
addressing sabotage risks, albeit in general terms. It tasks the CHIPS Program Office,
Department of Defense, and Office of the Director of National Intelligence with defining
requirements for “secure and assured microelectronics.”®® This new effort should consider
drawing on existing programs in the Department of Defense, including:

*  the Defense Microelectronics Activity’s Trusted Foundry program,® which desig-
nates “trusted sources” for custom and application-specific semiconductors and

* the Department of Defense Research and Engineering’s Trusted and Assured
Microelectronics (T&AM) projects, which aim to develop “best practices for secure
design, assembly, packaging, and test capabilities” for using off-the-shelf semicon-
ductors in the defense industrial base.®?

Through T&AM in particular, the Defense Department is grappling with how to ensure
a secure supply chain for commercially available semiconductors. It is also reasonable to
assume that the new CHIPS Act semiconductor security initiative will lean heavily on
promising initiatives in industry and academia to devise best practices for designing secure

chips and manufacturing processes.”

As these agencies implement the strategy, they should aim to ultimately convert some of
their work into open standards that can be updated as the technology and best practices
evolve. By creating a process for revisiting and updating these standards as they improve, the
U.S. government can ensure that industry security standards remain up to date.
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These standards would also benefit from input by U.S. allies and partners who are investing
in their own semiconductor manufacturing. Incorporating feedback from allies could help
ultimately build an international network of secure, trusted fabs and ATP facilities that
could be mobilized and potentially switched between during a crisis without sacrificing
security. A recent paper by the National Institutes of Standards and Technology (NIST)
describes a strategic opportunity in setting semiconductor manufacturing standards.®
Standards become more beneficial as they are adopted by more users. Ensuring that NIST
involves international partners when it sets standards for microelectronics security standards
in coordination could go a long way to realizing these benefits.

In short, changing the location of semiconductor manufacturing will only address a subset
of chip sabotage risks. To build a trusted supply chain, policymakers and industry will need
to address cross-border threats, including cyber attacks and traditional espionage. Existing
U.S. government initiatives, notably some housed at the Defense Department, and indus-
try-developed best practices for trust-building could be brought together to create standards
for semiconductor security. Such standards could help mitigate the threat of sabotage while
preserving global trust in U.S.-origin hardware.

Next Steps

This paper has made several recommendations that aim to help the U.S. government better
address its concerns about the security and resilience of the semiconductor supply chain. It
has also attempted to frame the strategic dilemma that confronts efforts to use semiconduc-
tor manufacturing as a vehicle for both international competitiveness and domestic employ-
ment simultaneously. These recommendations include the following.

*  DPolicymakers must ensure that the $39 billion in CHIPS Act subsidies are usefully
divided between fabrication and assembly, testing, and packaging.

*  Government and industry must also work together to improve awareness of poten-
tial bottlenecks in the supply chain, particularly those arising from opaque supply
chain management activities led by the private sector.

*  The White House and Commerce Department should convene leading scholars to
explore how complementary economic policies and initiatives can create opportuni-
ty for struggling parts of the domestic labor force.

e The Commerce Department CHIPS Program Office must ensure that funding for

R&D is supporting initiatives that prepare U.S. companies for paradigm changes in
semiconductor technology.
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* The Commerce Department, Department of Defense, and Office of the Director of
National Intelligence should ensure that their efforts to develop criteria for secure
and trusted microelectronics incorporate measures to guard the manufacturing
process against remote and insider threats.

*  The National Institute of Standards and Technology should develop open semi-
conductor security standards with major international producers and consumers of
semiconductors.

However, beginning to act on these recommendations requires a foundation that does not
yet appear to exist. This section outlines recommendations on three topics that together
constitute the needed foundation. They are

* gathering data,
* setting targets, and
*  crisis planning.
Policymakers will also need to navigate three strategic dilemmas:
* aligning domestic and foreign semiconductor policy,
* ensuring opportunities for the domestic labor force, and

*  balancing political imperatives.

Strengthening the Foundations of U.S. Semiconductor Policy

Gathering data. The foundations of any large-scale industrial policy ought to be data.
Given the complexity of the semiconductor supply chain and trade secrets concerns among
major industry players, however, the U.S. government does not have the data needed to
identify the most vulnerable parts of the supply chain and precisely direct CHIPS money
toward them.® Analysts need more insight into the semiconductor supply chain’s structure
and potential bottlenecks.

Fortunately, some infrastructure for this exists, but it needs to be expanded upon and
integrated with the CHIPS implementation process. According to joint statements from the
recent U.S.-EU Trade and Technology Council Meeting and the Quad Leaders Meeting,
for example, the U.S. government has set up programs with ally and partner governments
that aim to identify and provide early warning of supply chain bottlenecks.®® The data that
informs these judgments could likely be used to more precisely identify vulnerabilities (par-
ticularly at the second and third-tier supplier levels) and target CHIPS funding accordingly.
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Notably, the CHIPS Act itself recognizes the international dimensions of U.S. semicon-
ductor policy. The law appropriates $500 million to establish an International Technology
Security and Innovation Fund at the U.S. State Department for a wide range of activities.
Some of this money could be used to support international data gathering and supply chain
monitoring efforts.”

Other proposals would put supply chain monitoring in the Department of Commerce or
perhaps in an independent agency. Experts at the Center for a New American Security have
suggested that Congress create an assistant secretary position in the Commerce Department,
overseeing supply chain and technology security.®® This new leader and the bureau under
their leadership would be responsible for supply chain monitoring, among other func-

tions. This arrangement would utilize the Commerce Department’s long-standing ties to
industry. Similarly, Chris Miller has proposed placing a lower-level unit in the Commerce
Department’s International Trade Administration to track technology supply chains.®
Alternatively, Erica Fuchs has proposed a Critical Technology Analytics Program that
would likely operate as a coordinating body between government, academia, and the private
sector—operating “beyond the purview of any one federal agency or private firm.”” Either
of these options, if properly resourced and organized, would improve on the status quo, but
standing up a new organization will take time.

In the short term, to improve semiconductor supply chain monitoring and vulnerability
analysis, the U.S. government should look to the Commerce Department’s CHIPS Program
Office. The office should contract with trusted firms that already monitor critical supply
chains such as the World Semiconductor Trade Statistics program. These services report
granular data on production and trade at many nodes along the semiconductor supply chain.
Many also design network analysis tools that help manufacturers gain more insight into
their second- and third-tier suppliers and potential vulnerabilities. The companies that offer
supply chain mapping services, perhaps more so than the manufacturers themselves, have in-
sight into the structure, flow, and bottlenecks in complex supply chains. Working with them
can supplement information that the government already gathers from the manufacturers.

Setting targets. With data in hand, the U.S. government needs to set clear targets for the
U.S. semiconductor industry. The Commerce Department’s CHIPS Act implementation
strategy talks about “ensur[ing] long-term leadership in the [semiconductor] sector” and
“strengthen(ing] and expand[ing] regional manufacturing and innovation clusters,” but

it does not set clear, measurable targets.”' Industrial policy is often a large optimization
problem. Governments must invest enough to achieve their goals, but not so much as to be
duplicative or inefficient. However, without some targets for which to optimize, it is difficult
to make prudent decisions about which CHIPS projects are most worth funding and which
new investments are unnecessary. Without targets, it is also difficult for U.S. negotiators to
know what to keep and what they can give away when negotiating to avoid subsidy races
with allies and partners. Such goals could include:
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o maintain domestic fabrication capacity equal to ercent of global capacity in
LI tain d tic fabricat pacity equal to X p t of global capacity
particular nodes,

* to ensure that production of Y percent of commercial or military end-use electronics
can not be disrupted by a supply shock in East Asia,

*  to employ Z amount of people in the semiconductor sector, or
* to boost growth in key economic development zones by A percent.

Crucially, this target-setting exercise must not lose sight of the goals of reshoring. In order

to make the supply chain more resilient to shocks, U.S. policymakers must clearly identify
what types of semiconductors they think are most important and factor these targets into
their plans for distributing CHIPS Act money. Supply crises of critical inputs, for example,
force governments to manually allocate limited supply to different sectors and firms, as the
German government has planned in the event of a possible natural gas shortage this winter.”>
Making those decisions requires a clear understanding of which types of consumption matter
most. Yet based on the public record, the government does not appear to have engaged in
this sort of planning. Additionally, the U.S. government must explore whether setting targets
to mitigate potential bottlenecks in other areas, like the global logistics sector, are needed to
help meet these targets.

Crisis planning. Ideally, with targets in hand, the executive branch should run crisis simu-
lations to determine how various threat scenarios impact the supply of semiconductors and
U.S. consumption of end-use products, how the U.S. government will respond, and how
various CHIPS Act investments help mitigate the risks and facilitate recovery. In the event
of a semiconductor crisis, the U.S. government could use the Defense Production Act or
other authorities to prioritize national-security specific systems, inputs to key private sec-
tor-controlled systems (such as cloud servers), or consumer electronics (like laptops and cars).
However, ensuring that U.S. firms and consumers will get the chips they need during a crisis
depends on policymakers clearly identifying which functions they seek to preserve.

If policymakers aim to ensure that U.S. firms have priority access to domestically fabri-
cated semiconductors during a foreign supply crisis, they will need assurances that the
most important firms would have priority for domestic fabrication capacity during a crisis.
Otherwise, those firms could still get stuck at the back of the wait list for U.S. fabs.

If policymakers instead aim to prevent a foreign semiconductor supply crunch from causing
shortages in end-use products that are sold to U.S. customers, the implementation lift is even
heavier. As most ATP and product assembly is located in East Asia,”® semiconductors fabri-
cated in the United States might still need to travel to multiple overseas factories in East Asia
for ATP and product manufacturing/assembly before they can be sold as a final product.
And after being manufactured, a final product (containing a U.S.-fabricated chip) will not
necessarily be sold in the United States.
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To ensure availability of supply to American consumers during a crisis, the U.S. government
would need to ensure that when Apple, for example, receives a shipment of U.S.-fabricated
chips at their iPhone assembly plants in China, the company sends those finished goods to
the United States instead of Europe or Asia. Even with greater domestic supply, it won’t be
easy to ensure that U.S.-fabricated chips are primarily used to satisfy domestic U.S. demand
for electronics. Based on the priorities that emerge from “continuity of the economy”
(COTE) planning*—a planning exercise that prepares the U.S. federal and state govern-
ments to help the U.S. economy endure and recover from a major cyber attack—experts and
policymakers can test individual risk scenarios and begin to devise ways around the opera-
tional barriers to meeting COTE targets.

A scenario planning exercise for a Chinese invasion of Taiwan might conclude, for example,
that the United States can maintain semiconductor supply to its defense industrial base

by expanding U.S. domestic fabrication capacity and by creating a new capability: “island
mode.” During an electricity blackout, some power plants can detach from the grid in order
to continue supplying critical infrastructure; this is known as island mode. The Medical
Area Total Energy Plant (MATEP) in Boston, for example, continues to power hospitals

in Boston’s Longwood Medical district even when the rest of the grid is not functioning.
Similarly, during normal operation, subsidized U.S. fabs would be integrated into the global
semiconductor supply chain, but during a crisis, they could be switched to island mode,
offering priority capacity to defense customers and switching to domestic packaging services
for those orders.

In general, these crisis planning efforts should:

*  clearly identify narrow categories of semiconductors that must be protected and
prioritized in the event of a crisis;

* review legal authorities to ensure that the U.S. government can require domestic,
subsidized fabs to prioritize certain customers (for example, the military, elements
of the defense industrial base, and other U.S. firms and/or end users in priority
sectors); and

*  designate a coordinating/enforcement agency that will work with the fabs, domestic
ATP, and end-use customers. This body would be responsible for developing/main-
taining an action plan and coordinating with relevant parties in advance, so that the
Department of Defense—or the defense industrial base at large—can switch to a
clean/domestic chip supply chain during a crisis.

These planning efforts should be carried out by the same organization that will gather and
analyze semiconductor supply chain data.
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Navigating Three Strategic Dilemmas

Aligning domestic and foreign semiconductor policy. These recommendations point
to the need for the domestic and international dimensions of U.S. semiconductor policy to
connect with one another, both conceptually and organizationally.

The international playing field has not remained static as Congress deliberated over the
CHIPS Act. Already, the sector is adapting to compensate for geopolitical risk and the vul-
nerabilities exposed by the coronavirus pandemic. TSMC, for example, is building a plant to
produce 5-nanometer semiconductors in the United States while simultaneously expanding
its production capacity in Taiwan—where its most advanced 3-nanometer semiconductors
will be produced—and fielding bids from third countries like India to expand production.”
Government subsidies, loan guarantees, and tax credits are behind much of this rearrange-
ment, and the chipmakers themselves have said that subsidies are the single most important
factor in deciding where they will stand up new fabrication capacity. The result is, potential-
ly, a subsidy race that sees allies overspend to secure the highest bid, while duplicating some
production. In short, with other countries in the game, it could get expensive to address
supply chain issues by reshoring production.

A subsidy race among allies is wasteful, especially at a time when U.S. policymakers are
contemplating strategic investments in many sectors. But it is in the interests of major
semiconductor manufacturers to play up supply chain fears in national capitals in order to
drive up subsidies. To mitigate the severity of this race, policymakers could use “minilateral”
forums like the U.S.-EU Trade and Technology Council and the “Chips 4” alliance,”® which
includes the United States, South Korea, Japan, and Taiwan. In these settings, national
governments could develop shared priorities—identifying which chips are most important to
protect against shocks, sabotage, and nonallied competition—and agree on joint investment
plans that offer politically defensible benefits to all involved. This approach would draw on
the data collection and planning efforts described in previous sections. It would distribute
the costs of building semiconductor supply chain resilience. This approach would also help
deepen economic coordination among the allies and partners, which is needed to buttress
the United States” emerging economic and technological competition with China. Such
processes have begun but have thus far only resulted in commitments to discuss the issues

in principle. A stronger political commitment to the discussions and clear targets for the
negotiations could help build momentum.

Similar balancing challenges manifest when considering how to align domestic and foreign
semiconductor policy during a crisis. Focusing solely on preserving domestic supply during

a crisis could lead the U.S. government to channel an outsized share of U.S. production to
domestic consumers at the expense of allied economies. Doing so might ensure semicon-
ductor supply to U.S. customers in the short term but ultimately prolong the crisis and do
greater harm to the global economy. More research and international dialogues are needed to
explore and mitigate these risk scenarios.
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Mutual understanding could form the basis for more robust agreements in larger fora on
how to distribute the semiconductor value chain among a select group of likeminded coun-
tries. Some of this analytical work has already been done outside of government.”” These fora
could also help develop shared approaches to the other risks that the CHIPS Act does not
sufficiently address, such as monitoring and sharing data about the semiconductor supply
chain, addressing risks in the global logistics sector, and setting common security standards
for semiconductor manufacturing operations.

Ensuring opportunities for the domestic labor force. The tensions between advanced
semiconductor manufacturing and boosting domestic low-skill employment will only grow
more acute as the semiconductor sector begins to rely on more automation and advanced
machinery to produce ever-smaller chips and ultimately moves beyond the current CMOS
technology paradigm.

To ensure that this investment in American competitiveness does not undermine other
efforts to support the workers most vulnerable to technological and policy changes in the
new economy, policymakers should urgently invest in and act upon research that offers ways
to increase the supply of “good jobs” and provides for a pathway to economic upliftment as
the manufacturing sector ceases to serve that function. Already, economists and political
scientists are exploring this problem.”® The Commerce Department and the White House
could begin by convening these and other leading scholars to hear their recommendations
and begin identifying ways to integrate their recommendations into policymaking in the
semiconductor and other sectors.

While it is well beyond the scope of this paper to adjudicate between their recommendations,
it is nevertheless clear that semiconductor policy ought to be devised in conjunction with
cutting-edge research on how to better support the American labor market. The sustainabili-
ty of industrial policies aimed at bolstering American international competitiveness depends
on whether voters individually derive value from them. A strategy for competitiveness that
comes at the expense of their well-being is unlikely to endure.

Balancing political imperatives. Furthermore, if policymakers aim to maintain lead-
ing-edge capacity in the United States, they may need to make additional investments

every few years to keep up with the constant grind of technological progress. TSMC and
Samsung’s 3-nanometer processes are currently at the leading edge, but TSMC aims to
begin high-volume production of its next generation N2 process in the second half of 2025.7
Others have recommended allocating CHIPS Act funding to support domestic fabs at those
two process nodes, but doing so would leave insufficient resources to incentivize domestic
production when the industry moves to the next leading-edge node.** To maintain lead-
ing-edge capacity in the United States, Congress might need to appropriate additional funds
to attract future production, and legislators will need to persist with this strategy, potentially
against political headwinds. The chip industry famously undergoes booms and busts, where
excess capacity goes unused and new chip designs make old manufacturing facilities obsolete.



When demand cools, economic conditions worsen or technology paradigms change, future
rounds of subsidies to some of the world’s most profitable companies will likely face strident
opposition. Indeed, the CHIPS Act itself attracted some.*!

Other dimensions of semiconductor policy could also face political headwinds. For ex-
ample, individual members of Congress and voters may take issue with how the executive
branch prioritizes their region and weighs its comparative advantage relative to other
priorities. As the administration negotiates with foreign countries about how to avoid sub-
sidy races and distribute stages of the semiconductor supply chain internationally, political
considerations will need to be front of mind.

Conclusion

As America’s conscious foray into industrial policy, the CHIPS Act is an important po-
litical breakthrough and a potentially transformative piece of legislation. It highlighted
that the United States, despite its dysfunction, is capable of mobilizing large amounts of
money to meet strategic challenges. But the CHIPS Act will only partially address the
most dangerous risks to the semiconductor supply chain. More fully addressing them will
require specific actions, such as carefully monitoring the balance between new fabrication
and packaging capacity. To more fully close the gaps, the CHIPS Implementation Steering
Council, the Commerce Department, and others must strengthen the foundations of U.S.
semiconductor policy by gathering and analyzing supply chain data, setting measurable
targets for CHIPS Act investments, and conducting planning exercises that simulate a
potential semiconductor supply chain crisis.

Admittedly, this paper does not resolve the three strategic dilemmas it raises: how to align
domestic and foreign semiconductor policy, how to ensure this industrial policy or its
complementary initiatives make good on their promises to the domestic labor force, and
how to navigate the political imperatives that will constrain future government action.

As Commerce Secretary Gina Raimondo responded when presented with one of those
dilemmas at a recent public event on industrial policy, “that’s a real question.”®* Answering
these questions requires further research, consultations with a wide range of experts, and
ultimately, courageous political leadership.
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