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Summary

Governments worldwide continue to deploy internet shutdowns and network disruptions 
to quell mass protests, forestall election losses, reinforce military coups, or cut off conflict 
areas from the outside world. Data from the past few years show that incidences of global 
shutdowns have remained steadily high: 196 documented incidents in 2018, 213 incidents 
in 2019, and 155 in 2020. The first five months of 2021 recorded fifty shutdown inci-
dents.1 Government-instigated internet shutdowns largely took place in relation to five event 
types: mass demonstrations, military operations and coups, elections, communal violence 
and religious holidays, and school exams. As Clément Voule, the United Nations special 
rapporteur on the rights to freedom of peaceful assembly and of association, pointedly 
observes: “Shutdowns are lasting longer, becoming harder to detect and targeting particular 
social media and messaging applications and specific localities and communities.”2 

Events in Russia have put a finer point on internet shutdown trends. On March 4, 2022, 
Roskomnadzor, the Russian internet regulator, announced that it would block Facebook and 
Twitter and would ban new uploads to TikTok.3 On March 14, it added Instagram to the 
banned list.4 Russian authorities have also restricted access to a slew of news websites, in-
cluding the BBC, Deutsche Welle, Radio Free Europe/Radio Liberty, and Voice of America. 
Roskomnadzor claimed these measures were enacted in response to new limits imposed by 
platforms on Russian propaganda outlets—accusing Facebook of “discrimination.”5 The 
Kremlin’s crackdown is an ominous signal about where the shutdown struggle is headed in 
authoritarian countries.
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Despite these bleak trends, there is a growing international consensus—at least among liber-
al democracies—that protecting internet access is integrally linked to freedoms of expression 
and association and forms a crucial part of the global democracy and human rights agenda. 
This paper picks up on this emerging norm and probes several key questions: What can 
citizens do to evade authoritarian controls and regain internet access? How can democratic 
governments support these efforts and push back against governments that shut down and 
block the internet?

The short answer is that there is a multitude of responses available to democracies and civil 
society organizations to push back against internet blackouts and network disruptions. 
Democracies can exert meaningful pressure against repressive governments to ease internet 
blocks, and citizens are able to exercise creative options to circumvent internet controls. 
The paper walks through different tools available to citizens to evade internet controls. It 
examines where internet shutdown trends are headed and incentives for particular regimes 
to adopt new modes of censorship. It then presents a multifaceted strategy for democracies, 
civil society organizations, and technology developers and companies to counter internet 
shutdowns.

Key Insights

• Internet shutdowns exist on a spectrum and include everything from complete 
blackouts (where online connectivity is fully severed) or disruptions of mobile 
service to throttling or slowing down connections to selectively blocking certain 
platforms. Some internet shutdowns last a few days or weeks, while others persist for 
months or even years.

• Inherent in the definition of internet shutdowns is that they are timebound and 
contain fixed start and end dates. But in many countries, short-term internet 
disruptions are morphing into longer-term controls, bringing definitional confusion 
as to whether these restrictions still qualify as shutdowns or whether they are more 
properly understood as permanent limitations on internet access.

• This underlines a growing trend: internet blackouts, where governments order 
internet service providers (ISPs) to fully disconnect online access for a particular 
geographic region or throughout a country, will become decreasingly common in 
the future. Instead, governments will use more precise blocking methods to deny 
access to specific websites, internet services, or communications platforms, while 
avoiding widespread service disruptions.
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• Activists and politicians have called for the United States to deploy satellite internet 
or floating Wi-Fi balloons to restore internet access during other countries’ shut-
downs, such as during Cuba’s 2021 internet blackout. Unfortunately, these tools are 
rarely practical nor workable for both technical and political reasons. But other tools 
are available to citizens that bring a high degree of effectiveness:

- Virtual private networks (VPNs) are protocols that allow users to access 
many blocked sites by providing internet service based outside of a censored 
country using a proxy server. Users can download popular free VPNs from 
app stores, directly from product websites, or through Android application 
packages (APK files) sent by email or messaging apps. These services are most 
useful during targeted internet shutdowns, when a government blocks specific 
websites or platforms but preserves overall network connectivity.

-  An effective alternative to VPNs are private servers. Because VPNs are public-
ly accessible, governments can block them. Private servers (such as Outline, 
an open-source project from Google’s Jigsaw unit, which works on internet 
safety) permit users to establish protected servers located anywhere in the 
world and to share them with other individuals. This method is particularly 
helpful during partial internet shutdowns or when states are blocking VPNs; 
its decentralized model means that there is no single domain or internet 
protocol (IP) address for governments to impede.

-  Mesh networks are another useful option during internet blackouts when all 
outside connectivity is blocked and users cannot use VPNs. Mesh networks 
allow users to maintain communication with one another without relying 
on the internet or short message service (SMS) services. Instead, they use 
Bluetooth or Wi-Fi technology to create a chain of devices that can send 
messages to one another when they are in close proximity. Activists in Hong 
Kong, for example, relied heavily on mesh networks like Bridgefy to facilitate 
peer-to-peer communications during protests in 2019–2020. While mesh 
networks do not facilitate internet access, they are among the only digital 
communication options available during a total shutdown.

-  Serverless circumvention tools also demonstrate promise and can be used to 
either facilitate internet access during short-term disruptions or to circumvent 
longer-term restrictions. Programs such as Intra, GoodbyeDPI, Green Tunnel, 
and Geneva do not tunnel traffic or rely upon third-party servers (like VPNs), 
which means that governments have a much harder time blocking them.
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• Democratic states, together with local and international civil society organizations, 
technology developers, and companies, should pursue a multifaceted strategy to 
counter shutdown trends. The strategy should emphasize, first, advance preparation, 
such as encouraging citizens to mass download censorship-resistant VPNs ahead 
of specific windows of risk; second, user accessibility to facilitate scaling up, recog-
nizing that the more steps required to install VPNs or circumvention technology, 
the less likely it is that individuals will actually use the software; third, nontechno-
logical strategies to complement digital solutions; and fourth, raising the costs for 
governments and private companies to continue implementing shutdowns. 

• Liberal democracies in particular should consider the best mix of carrots and 
sticks to contest internet shutdowns. Imposing reputational and legal costs for 
governments and companies that participate in shutdowns—whether by supporting 
strategic litigation, making internet blockages more economically costly, or flagging 
repressive behavior in international fora—can be successful deterrents. Conversely, 
providing financial inducements to states that maintain free and open internet 
access, and incentivizing countries to participate in the digital economy, can create 
structural incentives that mitigate against governments shutting down the internet. 
Finally, long-term investment and advocacy, rather than quick fixes, are the best 
paths to empowering citizens to navigate increasingly advanced online controls. 
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Introduction

The year 2021 was inauspicious for government-sponsored internet disruptions. In 
February, one of the first actions the Myanmar military undertook after seizing power in a 
coup and placing the elected civilian leader, Aung San Suu Kyi, under house arrest, was to 
cut internet access for the population. In the ensuing months, the military junta enacted 
a range of internet controls, implementing regular internet blackouts at night, blocking 
access to different platforms and services during the day, and periodically enacting full-scale 
national shutdowns.6 By the end of 2021, the junta had imposed more than 12,000 hours of 
disruptions with some regions still unable to access social media.7

In July 2021, the Cuban government followed suit, shutting down internet access on the 
island for 176 hours in response to mass demonstrations protesting the government’s han-
dling of the coronavirus pandemic and a lack of food and medical supplies.8 All told, the 
disruption led to $33 million in lost economic activity.9 The year concluded with another 
gain for autocrats: in Sudan, the military detained former prime minister Abdalla Hamdok 
and killed dozens of protesters in October and November.10 Like in Myanmar and Cuba, 
the Sudanese military shut down the internet in a bid to stifle citizen protests. Sudan is no 
stranger to online shutdowns—the country experienced monthslong outages in 2018 and 
2019 when the government ordered private telecoms to cut internet access in response to 
pro-democracy demonstrators.11 In the 2021 iteration, the military kept up the internet 
shutdown for nearly a month before slowly allowing communications to come back online 
(and then periodically shutting off access again).12 While these three countries experienced 
crackdowns thousands of miles apart, each regime used common tactics to block internet 
access, disrupt communications, and maintain its monopoly on information. 
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Internet shutdowns remain a favored tactic of governments to push back against mass 
demonstrations, entrench military coups, or cut off conflict areas from the rest of the world. 
In addition to Myanmar, Cuba, and Sudan, authorities in Chad, Ethiopia, India, and Iran, 
among others, throttled online access, blocked service providers, and carried out full net-
work disruptions in 2021 (see map 1).13 

Offending governments argue that shutting down the internet not only falls within their 
sovereign authority but also is needed to counter threats to public order and challenges to 
national security. Such a conception is badly out of step with democratic and human rights 
norms. A plurality of countries maintains that internet access is integrally linked to protect-
ing freedom of expression and association and that cutting off access is “in violation of states’ 
obligations under international human rights law.”14 As the United Nations Human Rights 
Committee affirms, “The right to access and use [the] internet and other digital technol-
ogies for the purposes of peaceful assembly is protected under article 20 of the Universal 
Declaration of Human Rights and article 21 of the International Covenant on Civil and 
Political Rights.”15

Despite the growing consensus that internet shutdowns run contrary to established interna-
tional human rights principles, democracies are increasingly frustrated about their seeming 
inability to help citizens overcome internet controls. In the United States, this exasperation 

Map 1. Global Prevalence of Internet Shutdowns in 2021

Source: Marianne Diaz Hernandez, Rafael Nunes, Felicia Anthonio, and Sage Cheng, “#KeepItOn Update: Who Is 
Shutting Down the Internet in 2021?,” Access Now, June 7, 2021, https://www.accessnow.org/who-is-shutting-
down-the-internet-in-2021; and Samuel Woodhams and Simon Migliano, “Cost of Internet Shutdowns 2021 Tracker 
Data,” Top10VPN, January 30, 2022, https://docs.google.com/spreadsheets/d/1aed8Py4W3QYxhHpk0gEV-
D2UCv1-3Ldfwhp9KVLUbwU/edit#gid=1286013195.
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came to a head in July 2021 following Cuba’s shutdown. U.S. Senator Marco Rubio called 
on the White House “to facilitate open and free satellite internet access on the island of 
Cuba.”16 Florida Governor Ron DeSantis advocated for using, as reporters described it, 
“giant balloons as floating Wi-Fi hotspots” to restore online connectivity to Cuba’s citizens.17 
In response, President Joe Biden asserted that the government was “considering whether [it 
had] the technological ability to reinstate that [internet] access.”18 

The issue boils down simply: What can citizens do to evade authoritarian controls and 
regain online access? How can democratic governments support these efforts and push back 
against governments that shut down and block the internet?

The short answer is that once a government imposes an internet blackout, there is little that 
liberal democracies can do to help citizens immediately restore connectivity. While floating 
Wi-Fi balloons or beaming the internet from satellites have captured the imagination of poli-
ticians, in truth these are costly and unworkable measures, both technically and politically. 
However, that doesn’t mean that democracies cannot exert meaningful pressure against 
repressive governments to ease internet blocks—or that citizens cannot exercise creative 
options to circumvent internet controls.

Confronting internet shutdowns should be an integral part of supporting democracy and 
human rights across borders. To that end, democratic states, together with local and interna-
tional civil society organizations and technology developers and companies, should pursue 
a multifaceted strategy to counter shutdown trends. This strategy should focus on advance 
preparation, such as encouraging citizens to mass download censorship-resistant VPNs 
ahead of specific windows of risk; prioritize user accessibility to facilitate scaling up (recog-
nizing that the more steps required to install VPNs or circumvention technology, the less 
likely it is that individuals will actually use the software); employ nontechnological strategies 
to complement digital solutions; and raise the costs for governments and private companies 
to continue implementing shutdowns. 

What Are Internet Shutdowns and Where 
Are Trends Headed? 

Internet shutdowns are “activities undertaken by states to intentionally restrict, constrain, 
or disrupt internet or electronic communications within a given geographic area or affecting 
a specific population in order to exert control over the spread of information” within a 
timebound period.19 Internet shutdowns exist on a spectrum and include everything from 
complete blackouts (where online connectivity is fully severed) or disruptions of mobile 
service to throttling or slowing down connections or selectively blocking certain platforms. 
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Internet blocking most often occurs either at the national level (where all traffic entering or 
exiting a country is subject to content blocking through a national gateway or firewall) or 
at the carrier and ISP level (where individual telecoms, both mobile and traditional, are in-
structed to block internet connectivity or restrict certain content or services). Some internet 
shutdowns last a few days or weeks, while others persist for months or even years. In certain 
countries, short-term disruptions have given way to longer-term internet controls, bringing 
definitional confusion as to whether these restrictions still qualify as shutdowns, per se, or 
whether they are more properly classified as permanent limitations on internet access. Figure 
1 illustrates the continuum from shorter-term, timebound blackouts and disruptions to long-
term structural internet controls.20

Figure 1. Internet Controls Continuum

Source: Compiled from various media, human rights, and other civil society organizations. See endnote 20 for the 
complete list.

Not all shutdowns or internet blocking techniques are the same. Countries take advantage of 
a multitude of tools and approaches. Table 1 illustrates the range of techniques deployed by 
governments globally.

FIGURE 1
Internet Controls Continuum

Source: Compiled from various media, human rights, and other civil society organizations. See endnote 17 for the complete list.
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Table 1. Network Disruption and Internet Blocking Techniques Deployed Globally

Network  
Disruption or 
Blocking Technique 

Description Censorship Effectiveness Examples

Full or partial 
blackout

This type of blackout entails full loss of 
connectivity and can be national or  
regional, involving broadband or mobile 
network shutoffs.

Effective means of blocking 
communication during the duration 
of the blackout but doesn’t remove 
actual content; comes with 
significant collateral costs.

Tigray, Ethiopia; 
Kazakhstan21 

Throttling Connectivity is substantially slowed for 
specific sites, apps, or segments of  
traffic; this method can also throttle all 
internet traffic.

Effective at encouraging users to 
turn to alternative services without 
revealing that blocking is occurring; 
discourages users from accessing 
certain services by making them 
believe they are unreliable. 

Jordan, 
Myanmar, 
Venezuela22

IP and protocol-
based blocking

IP-based blocking inserts barriers in 
the network, such as firewalls, that 
block all traffic to certain IP addresses. 
Protocol-based blocking uses other 
low-level network identifiers, such as 
TCP/ IP port numbers “that can identify 
a particular application on a server or a 
type of application protocol.”23 This type 
of blocking can also be used for lawful 
purposes by democratic governments to 
block harmful content.

Works poorly because IP addresses 
can easily change; simple blocking 
approach that doesn’t directly 
block content but blocks traffic.

Egypt, Myanmar, 
Pakistan24

Deep packet 
inspection (DPI)

A device is inserted in the network 
between the end user and the rest of 
the internet that scrutinizes and filters 
internet packet payloads based on 
content, patterns, or application types. 
DPI can be used for domain blocking 
as well as keyword blocking and is a 
key component of advanced systems of 
internet control, such as China’s Great 
Firewall or Russia’s internet restrictions. 
DPI can also be used for lawful purposes 
by democratic governments to block 
harmful content. Note: many companies 
selling DPI technology are headquartered 
in democracies like the United States and 
Israel.

Diminished effectiveness because 
DPI is computationally intensive  
and therefore costly, requiring all 
content to be evaluated against 
blocking rules. Very effective 
where blocked information is easily 
characterized. Less effective for 
general blocking (such as a filter  
to “block political content”).

Belarus, China, 
Egypt, Russia25
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Network  
Disruption or 
Blocking Technique 

Description Censorship Effectiveness Examples

Domain name 
system (DNS) 
interference

At the network or ISP level, DNS traffic 
is funneled to a modified DNS server 
that can be configured to block lookups 
of certain domain names. Even if the 
ISP’s resolver is working correctly, a DNS 
injector can be inserted to respond more 
quickly, “resulting in users receiving 
forged answers in an attack known as 
‘cache poisoning.’”26

Easily evaded by both content 
publishers and end users; only 
effective when the organization 
carrying out the blocking 
completely controls the network 
connection of the end user: “If 
the user can select a different 
connection, or use a different set 
of DNS servers, the technique does 
not affect them.”27

Turkey, Iran28

URL-based blocking A blocking device contains a list of web 
URLs in which to restrict access. Users 
trying to view any of the URLs on the list 
will encounter an interruption.

Common technique effective in 
blocking access to entire categories 
of information; much less effective 
in blocking new pages or smaller 
sites, as well as encrypted web 
servers (such as when a publisher 
is trying to avoid the filter, simply 
changing the name of the file or 
server can frequently avoid the 
block).

Thailand29

Platform-based 
blocking

Authorities work with ISPs to block 
information within their geographic 
region without blocking the entire 
platform. This includes platform filtering 
of major search engine providers or 
social media sites.

Works poorly; users can jump  
to alternate platforms or  
search engines.

Nigeria, Turkey, 
Vietnam30

Nontechnical 
Strategies

Authorities impose economic costs 
to deter online access (such as social 
media taxes, data usage fees, or onerous 
SIM card registration requirements), 
use online pressure to intimidate users, 
pressure companies to take down 
content, and institute legal restrictions  
to access.

Depends on implementation 
context and prospect for public 
backlash.

Myanmar, 
Thailand, Turkey, 
Uganda31

Table 1. Network Disruption and Internet Blocking Techniques Deployed Globally (continued)
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Autocratic and illiberal leaders continue to deploy shutdowns in large numbers. Data from 
Access Now, a prominent digital rights organization, show that global shutdown incidents 
have stayed relatively steady: 196 incidents were documented in 2018, 213 in 2019, and 155 
in 2020. The first five months of 2021 recorded fifty shutdown incidents.32 While the 2021 
figure is slightly smaller than those from prior years, the average length of these disrup-
tions has increased due to siege-like shutdowns in Myanmar, Ethiopia, and Jammu and 
Kashmir—incidents that extended into the new year. Government shutdowns in 2021 large-
ly occurred in response to or in association with four types of events: mass demonstrations, 
conflict and military coups, elections, and school exams (purportedly to prevent cheating). 
A fifth category includes ongoing repression and state responses to communal violence or 
religious holidays (see table 2).

Table 2. Precipitating Events Leading to Internet Shutdowns in 2021

Internet Shutdown Event Countries

Protests
Bangladesh, Burkina Faso, Chad, Colombia, Cuba, Eswatini, Gabon, India, Iran, 
Jordan, Kazakhstan, Pakistan, Russia, Senegal, South Sudan, Sudan

Conflict/military coups Armenia, Ethiopia, India, Myanmar, Palestinian territories, Sudan

Elections Niger, Republic of the Congo, Uganda, Zambia 

School exams Ethiopia, India, Sudan, Syria

Other (ongoing repression, communal 
violence, religious holidays, unknown)

Bangladesh, Belarus, Chad, China, Ethiopia, Iran, Nigeria, Russia, Tajikistan

It is noteworthy that just a handful of factors were primarily responsible for triggering shut-
down measures. As will be discussed later, this can help activists anticipate the occurrence of 
future shutdowns and prepare accordingly. When certain windows of risk emerge, whether 
in the form of contested elections, religious holidays historically associated with violence, 
or mass protests, civic groups can institute preparatory strategies to help individuals stay 
connected in case there are network outages.33

Further, the composition of internet shutdowns is changing. While some countries con-
tinue to rely upon full internet blackouts in response to protests or political instability, 
many governments are adopting more finely honed internet controls to block communi-
cation. Regardless, the collateral damage and economic costs of these measures can be 
significant. Researchers Samuel Woodhams and Simon Migliano have used data from the 
Netblocks Cost of Shutdown Tool (COST) to estimate the economic impact of network 

Source: Marianne Diaz Hernandez, Rafael Nunes, Felicia Anthonio, and Sage Cheng, “#KeepItOn Update: Who Is Shutting Down the 
Internet in 2021?,” Access Now, June 7, 2021, https://www.accessnow.org/who-is-shutting-down-the-internet-in-2021; and Samuel 
Woodhams and Simon Migliano, “Cost of Internet Shutdowns 2021 Tracker Data,” Top10VPN, January 30, 2022, https://docs.google.com/
spreadsheets/d/1aed8Py4W3QYxhHpk0gEV-D2UCv1-3Ldfwhp9KVLUbwU/edit#gid=1286013195.

https://www.accessnow.org/who-is-shutting-down-the-internet-in-2021
https://docs.google.com/spreadsheets/d/1aed8Py4W3QYxhHpk0gEV-D2UCv1-3Ldfwhp9KVLUbwU/edit#gid=1286013195
https://docs.google.com/spreadsheets/d/1aed8Py4W3QYxhHpk0gEV-D2UCv1-3Ldfwhp9KVLUbwU/edit#gid=1286013195
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disruptions.34 In 2021, they estimate that fifty internet shutdowns resulted in 30,179 hours 
of interrupted access and $5.45 billion in financial losses.35 Myanmar showed the greatest 
financial impact, registering $2.8 billion in lost revenue. In 2020, ninety-three shutdowns 
led to $4.01 billion in lost revenue, with India as the most economically impacted country 
($2.8 billion in forgone revenue). Such losses are not sustainable for long periods of time. 
Some leaders will continue to rely upon internet blackouts either due to desperation (such as 
former president Omar al-Bashir’s attempts to shut down social media in Sudan in 2018–
2019 and President Kassym-Jomart Tokayev’s internet shutdown in Kazakhstan in 2022), 
insulation from short-term economic shocks (such as the Tatmadaw’s coup in Myanmar), or 
to accompany armed operations in confined areas (for example, India’s multiyear shutdown 
in Jammu and Kashmir and Ethiopia’s shutdown in the Tigray region). But most countries 
will implement more advanced controls to filter out unwanted content while leaving their 
digital economies intact.36

Temporary or Permanent?

Inherent in the definition of internet shutdowns is that they are timebound and have fixed 
start and end dates. But more and more countries are establishing sophisticated, ongoing 
internet controls in lieu of blackouts or temporary restrictions. Russia’s internet control strat-
egy is a good case in point. Rather than rely on periodic connectivity disruptions to keep 
dissenters in check, authorities have created new systems of control to permanently limit 
internet users and platforms. Following street protests in 2011–2012 that roiled the regime, 
users of certain services and social media networks were “forced to register using their real 
names” and have been prosecuted for what they post online.37 Russian authorities have 
deepened their use of deep packet inspection (DPI) and internet traffic routing to block user 
access to prohibited apps, such as Telegram.38 New reports indicate that Russia’s internet 
regulator, Roskomnadzor, has mandated that all of the country’s ISPs install so-called black 
boxes designed to prevent users from accessing blacklisted websites and communications 
platforms.39 Finally, President Vladimir Putin’s regime has made a deliberate push to “tech-
nically isolate” Russia’s internet (known as RuNet) from the rest of the world by creating 
a substitute set of Russian-made services and applications and by running technical tests 
to physically separate RuNet from the global internet (it is yet unclear whether these tests 
have been successful or not).40 Unsurprisingly, Russian officials displayed little hesitation in 
blocking Facebook, Twitter, and subsequently Instagram following the Kremlin’s invasion 
of Ukraine as well as restricting website access to the BBC, Deutsche Welle, Radio Free 
Europe/Radio Liberty, and Voice of America, among other news sites. Roskomnadzor 
claimed its actions were in response to recent restrictions imposed on Russian propaganda 
outlets, accusing Facebook of “discrimination.”41 Russia’s actions served two purposes: 
banning platforms curtails the public’s options when it comes to communicating about 
the war or their dissatisfaction with Putin. The restrictions also impart a warning to other 
platforms about the consequences of going too far in removing Russian media outlets from 
their networks.
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Russia is far from the only country turning to advanced tools—such as DPI, IP blocking, 
and domain name system (DNS) interference —for its internet control strategies. Iran, 
Belarus, Egypt, Saudi Arabia, Turkmenistan, Thailand, and an array of other authoritarian 
countries have invested heavily in technologies that permit the state to filter unwanted 
content without sacrificing too much economic productivity. 

State use of these technologies is not limited to authoritarian governments. Weak democ-
racies (like India and Nigeria) and strong democracies (like New Zealand) also use DPI 
technology to block unwanted content.42 The difference between how governments deploy 
censorship technology in Egypt or India versus New Zealand comes down to the rule of 
law. In New Zealand, DPI is narrowly used to protect against the dissemination of child 
pornography; most other content, especially political content, is left untouched.43 By con-
trast, Egypt censors a range of topics and organizations, from media outlets and journalist 
blogging sites to civil society organizations.44 

For certain countries like China, which possess a high capacity to manage their information 
infrastructure, citizens have few options to circumvent online restrictions. In many other 
countries, however, authorities are much less adept at filtering objectionable websites or 
services. Keith McManamen, an analyst with the internet censorship circumvention firm 
Psiphon, observes, “you have to manage that infrastructure, fine tune it. You need people to 
run it. And I think a lot of countries are just at the level that they could afford these kinds of 
solutions, but they’re not quite there with how it’s being implemented.”45 For now, this pres-
ents a dilemma for repressive regimes (and a corresponding opportunity for civic activists): 
states want to avoid accruing collateral damage from full internet shutdowns, but they lack 
sufficient capacity to efficiently implement blocking and filtering strategies. In these situa-
tions, citizens may actually have more options for circumventing internet controls than when 
they are contesting full internet shutdowns. As ever with technology, the cost is decreasing 
even for advanced network blocking tools, meaning that the prevalence of internet blocking 
will likely only grow.

Of note, governments do not always need to rely on sophisticated technical measures to 
curtail internet access. Some of the most insidious—and effective—tactics use basic eco-
nomic levers to discourage online use. For example, in countries ranging from Uganda to 
Myanmar, governments have imposed excessive, so-called social media taxes, price hikes 
for data usage, or onerous SIM card registration requirements, all used to dampen citizen 
communication.46 Governments continue to rely on old-fashioned pressure tactics to force 
internet platforms to remove unwanted content (or conversely to coerce platforms to preserve 
inflammatory state-sponsored messages that platforms have banned). In Twitter’s January 
2022 transparency report, for example, the company noted that it had received 43,387 legal 
demands from governments between January and June 2021 to remove content, representing 
“the largest number of accounts ever subject to removal requests in a reporting period since 
releasing [its] first transparency report in 2012.”47 This trend line, alongside the growth of 
technical shutdown measures and censorship strategies, will likely only increase. 
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Can Balloons or Satellite Internet Offset Internet Shutdowns? 

There is growing interest in using satellite technology to get around ISP-based shutdowns.48 
Amazon and SpaceX are both developing low-orbiting satellites to deliver internet access 
for commercial purposes. SpaceX’s satellite system, Starlink, has launched 1,000 satellites 
and has approval from the U.S. Federal Communications Commission to launch nearly 
12,000 more.49 Starlink satellites have even found their way to Ukraine, to help the country 
maintain internet access in the wake of Russia’s invasion (see figure 2).50 Starlink satellites 

Figure 2. Delivery of Starlink Internet Satellite Stations to the Ukrainian Government

Source: Mykhailo Fedorov (@FedorovMykhailo), Twitter, March 9, 2022, https://twitter.com/FedorovMykhailo/
status/1501648932824301570. 
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orbit the earth at a low altitude, which allows signals to travel quickly back and forth. This 
contrasts with traditional telecom satellites, which hover farther away from Earth, allowing 
them to cover more of the planet at once but increasing the round-trip signal time. Some 
advocates are pushing to repurpose these technologies as internet censorship circumvention 
tools and have proposed smuggling receivers into countries experiencing shutdowns to allow 
citizens to access satellite internet. But there are several obstacles to pursuing a satellite-based 
internet connectivity strategy.

Regimes such as Myanmar’s Tatmadaw have banned civilian possession of all satellite 
dishes.51 Satellite installations are difficult to obscure; satellites like Starlink or very-small- 
aperture terminal (VSAT) systems each require a router and an antenna that must be placed 
in a clear area to receive a proper signal.52 The smallest of these kits weighs approximately  
30 pounds—so even if citizens were able to obtain these kits from out of country, the likeli-
hood that they would be able to conceal their use is low. As Michael Caster notes regarding 
Myanmar: 

“police are going house to house and tearing down satellite dishes for 
receiving pirate signals and things. They can exist in areas where there’s 
maybe a weaker state control or it’s easier to maybe to hide that type of 
thing, but still you need to get it, you need to receive the physical objects to 
receive the signal.”53

Moreover, if Starlink or another satellite internet company wishes to broadcast into a 
country, they must apply for spectrum approval from the International Telecommunication 
Union (ITU). But as Caster writes, “radioelectric spectrum is regulated as a natural resource 
and countries have sovereignty claims over spectrum allocation related to broadcast in their 
territory.”54 In other words, it is highly unlikely that the ITU would authorize satellite 
transmissions into a territory without the sovereign government’s express permission. If the 
company were to proceed anyway, not only would these transmissions face interference and 
jamming, but the company would open itself to corporate sanctioning (for example, consider 
the actions China might take against Tesla, also owned by Elon Musk, if Starlink carried out 
unauthorized transmissions in China).

Another idea seized upon by internet freedom advocates is using balloons to beam the 
internet into moderately sized areas. One test carried out by former Alphabet subsidiary 
Loon claimed that seven balloons could cover an area of 1,000 kilometers with internet 
access (which Loon said represented an area twenty to thirty times larger than an equivalent 
ground-based internet system).55 In the case of Cuba’s internet shutdown, theoretically, Loon 
could have launched a fleet of balloons over Florida and extended signal range to the island. 
Such balloons have previously delivered internet access to rural areas and natural disaster–af-
fected zones in Kenya, Puerto Rico, and Peru.56 

However, there are numerous problems associated with balloon-enabled internet. Loon, the 
main internet balloon manufacturer, closed production in early 2021 because it could not 
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reduce costs enough to make the experiment sustainable.57 Loon balloons had a history of 
crashing (apparently the balloons developed steering problems if they were airborne for too 
long).58 The balloons’ transmission capabilities are not large and could only reach a limited 
segment of a country’s population. Finally, there are considerable constraints when it comes 
to beaming internet access against a national government’s wishes. For instance, the balloons 
require network integration with a local telecom to provide service and equipment on the 
ground in the targeted country, and they must access a free block of radio spectrum in order 
to broadcast, something typically controlled by national governments.59 Even if balloon 
operators found solutions to these problems, they would still face a more basic challenge—
radio signal jamming by a government to prevent access (or security officials simply shooting 
down balloons).

Better Alternatives: VPNs, Private Servers, and Mesh Networks

While satellite internet and Wi-Fi balloons face high constraints, other tools are available 
to citizens on the ground without necessitating external intervention. VPNs are protocols 
that allow users to access many blocked sites by providing internet service based outside of 
a censored country using a proxy server.60 Proxies allow users to disguise their IP address so 
they can prevent eavesdropping and interference with communications. Users can download 
popular free VPNs, such as programs developed by TunnelBear and Psiphon, from app 
stores, directly from product websites, or through Android application packages (APK files) 
sent by email or messaging apps like Telegram and Signal.61 These services are most useful 
during targeted internet shutdowns, when a government blocks specific websites but main-
tains overall network connectivity. Some countries have attempted to ban VPNs, however, 
either by outlawing them on paper (as in Russia) or by technically blocking them from being 
used or downloaded from app stores (as experienced in Iran and China).62 VPN companies 
have responded by finding new methods to circumvent these tactics.

There are, however, several drawbacks to VPNs. For one, it can be difficult for users to 
discern trustworthy VPNs from insecure options. Many free VPNs have secretive ownership 
structures and possible links to repressive governments like China.63 Other VPNs harvest 
user data and offer minimal privacy protections. They can obtain users’ browsing histories 
and even personal identifiable information (PII) and sell this information to data brokers.64 
It is also worth noting that VPNs use slightly more data than regular browsing because they 
are routed through additional servers, adding to their cost. And if a VPN does not have 
servers close to the country where the user is based, then connection speeds are likely to be 
slower too. These limitations aren’t insurmountable, but they represent areas for improve-
ment. As a start, policymakers could push Apple and Google, for example, to only allow 
VPNs in their app stores that are verifiably secure and privacy-preserving.

One alternative to VPNs are private servers. Because VPNs are publicly accessible, govern-
ments can enumerate and block them by IP. An example of how access to private servers can 
be facilitated is through Outline, an open-source project from Google’s Jigsaw that allows 
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users to create private servers located anywhere in the world and to share them with other 
individuals. This is particularly helpful during a partial internet shutdown or when other 
VPNs are blocked; its decentralized model means that there is no single domain or IP for 
governments to block. Once a host establishes the remote server, they can share unique keys 
with others, allowing civilians located in censored areas to receive unfettered internet access 
from users outside their country if necessary.65 Another advantage is that users get access 
out of band, meaning that the network and associated devices have a secure connection. 
A government censor cannot simply download the app, connect, observe what IPs the app 
connects to, and block them accordingly. The tricky part with Outline, though, is that it 
assumes a requisite level of knowledge to set up, configure, and then successfully operate 
a private server over an extended period of time, skills that many individuals may lack.66 
Sudanese activists used Outline successfully during the country’s internet shutdown in 2019 
to coordinate demonstrations and share information with the outside world.67

Mesh networks are increasingly popular alternatives during complete internet shutdown 
when all outside connectivity is blocked and users are unable to use VPNs. Mesh networks 
allow users to maintain communications with one another without relying on the internet 
or SMS services; instead, they leverage Bluetooth or Wi-Fi technology to create a chain of 
devices that can send messages to one another when they are in the same vicinity.68 Mesh 
networks like Bridgefy or Briar have a range of about 100 meters between devices, but the 
power of the model lies with the scale of users.69 With Bridgefy’s app, once third, fourth, 
and fifth devices are added to the network, the effective range increases accordingly. As 
Caster writes, “add five Bridgefy users into a network with each device around 100 meters 
from the next and you’ve potentially created an encrypted network with a range four times 
larger.”70 In other words, when sufficient density of users exists —such as at a soccer game 
or mass demonstration—then the network can hit a “percolation threshold” resulting in the 
sudden emergence of a cluster of connected nodes allowing for seamless communication in a 
geographic area.71

While mesh networks do not facilitate internet access, they are among the only digital 
communication options available during a total shutdown. Says Bridgefy founder Jorge 
Rios: “Bridgefy is the most valuable when nothing else is available . . . when people know 
that they’re going to find themselves in a delicate situation, such as a natural disaster [or] 
a protest.”72 Accordingly, mesh networks have witnessed a surge in use, such as during the 
2019 Hong Kong protests, when thousands used the app to coordinate demonstrations 
despite not having stable and secure internet connections.73 Despite Bridgefy’s advantages, 
some researchers raise concerns about its privacy controls. Researchers from the University 
of London found that moderately skilled hackers were able to breach the app’s protections, 
leading to harmful outcomes, such as deanonymizing users, decrypting and reading direct 
messages, performing man-in-the-middle attacks to tamper with communications, and even 
completely shutting down the mesh network.74

Other creative technological options have sprung up as well in response to shutdowns.75 
The founders of SMSWithoutBorders created their app during Cameroon’s 240-day-long 
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shutdown of its anglophone region in 2017–2018.76 (During that shutdown, authorities 
severed internet connectivity, but SMS services remained functional.) SMSWithoutBorders 
allows citizens to register their Twitter and Gmail credentials with the service and then to 
use their mobile phones’ SMS functions during an internet shutdown to post on Twitter or 
to send/receive emails.77 

One tool designed for circumventing long-term internet controls in Iran is Nahoft (created 
by United for Iran, an Iranian human rights and civil liberties group). Nahoft is not an 
actual messaging app but instead bypasses Iranian censors’ keyword-based blocking on 
unencrypted channels by making encrypted text look unencrypted to a naive classification 
system. Nahoft is designed to work in very narrow scenarios as a communications option  
of last resort in the event that the Iranian government decides to fully disconnect the coun-
try and force its citizens to exclusively use national substitutes (which the state can control 
and monitor).78 

Serverless circumvention tools also demonstrate promise and can be used to either open 
internet access during short-term disruptions or to get around longer-term restrictions. 
Unlike VPNs, programs such as Intra, GoodbyeDPI, Green Tunnel, and Geneva do not 
tunnel traffic or rely upon third-party servers, which means that ISPs cannot easily block 
them. Instead, they rely upon “autonomous censorship circumvention software” to regain 
access to country-wide blocked websites.79 Geneva, for example, uses automatic processes 
to learn how to circumvent censorship. When data packets are sent through the internet, 
governments using DPI blocking apply keyword recognition programs to determine whether 
to prevent a specific transmission. But Geneva “modifies how data is broken up and sent, so 
that the censor does not recognize forbidden content or is unable to censor the connection.”80 
One drawback is that these tools are more limited in power and cannot, for example, bypass 
IP-based blocking.

A final option is the use of secure browsers, such as Tor Browser, although Tor is an ano-
nymity tool meant to preserve user privacy and not a circumvention tool for getting around 
network censorship. Tor makes it difficult for authorities to trace the communications and 
web traffic of users by distributing online searches and activities between a network of serv-
ers around the world.81 Tor servers, called entry relays, encrypt the online data and scramble 
the destination’s IP address multiple times, preventing governments from intercepting or 
blocking the ultimate proxy server.82 While Tor and other proxy servers can anonymize web 
traffic and bypass censorship, committed repressive governments, such as China and Russia, 
can IP block the Tor browser by shutting down all entry relays. In fact, as of December 
2021, the Russian authorities had officially blocked access to Tor’s main website in Russia, 
although users could circumvent this block by visiting a website mirror.83 

Table 3 provides a breakdown of internet censorship circumvention and mitigation tools and 
their corresponding advantages and disadvantages.
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Table 3. Internet Censorship Circumvention and Mitigation Tools

Tool Advantages Disadvantages

VPNs (such as 
Psiphon, TunnelBear, 
and Proton)

Allow users to bypass censorship by 
accessing outside proxy servers 

Are available for activists to download 
directly—no need for outside intervention

Outlawed or blocked from app store download by 
some governments

Require an internet connection; do not work in the 
case of a full internet shutdown84

Can make it difficult for users to discern whether 
options are untrustworthy; offer minimal privacy 
protections and security

Mesh networks  
(such as Bridgefy  
and Briar)

Are available for activists to download 
directly—no need for outside intervention

Allow communication during total internet 
shutdowns with no internet connection 
required

Can feature end-to-end encryption85

Have ranges limited by wireless transmission 
distance and numbers of users. (An initial range is 
up to 330 feet between two users.86 However, as 
user density expands, the aggregate network effect 
correspondingly increases.)87

Require downloading before a shutdown

Are limited to domestic communications

Cannot be used to access internet sites/social 
media; limited to messaging

Can be infiltrated by law enforcement; risks of 
metadata collection to identify users88

Can be blocked from app stores at governments’ 
requests

Private servers  
(such as Outline)

Allow for lawful, peer-to-peer, uncensored 
internet sharing across borders

Avoid detection and DNS or IP blocking 
through decentralized design

Require downloading before internet connections 
are restricted

Requires some technical expertise by the host to set 
up the server

Serverless 
circumventions  
(such as Intra, 
GoodbyeDPI, Green 
Tunnel, and Geneva)

Do not rely upon third-party servers; 
instead use autonomous censorship 
circumvention software to regain access to 
blocked websites

Limited power; for example, cannot bypass IP-based 
blocking

Tor Browser Enables anonymous browsing

Is a useful anti-surveillance tool

Is not difficult for governments to block

Is not appropriate as a circumvention tool
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Strategies to Counter Internet Shutdowns

While there is not a one-size-fits-all solution to combating government internet shutdowns, 
a combination of approaches can make a big difference in helping both citizens within 
countries affected by internet shutdowns or blockages and outside actors, like concerned 
democratic governments and technology companies, push back against restrictions. This 
section will discuss the following concepts: preparing in advance for internet shutdowns, 
prioritizing user accessibility to facilitate scaling up, employing nontechnological strategies 
to complement digital solutions, and raising the costs for governments and companies to 
carry out shutdowns.

Preparing in Advance for Internet Shutdowns

Civil society organizations should consider what steps they can take in advance to prepare 
for internet shutdowns before they occur. By the time a government implements a shutdown, 
it is often too late to adapt by downloading VPNs, mesh networking apps, or other circum-
vention measures. Citizens should proactively acquire digital tools ahead of certain windows 
of risk, such as elections, religious holidays, and planned demonstrations, while it is still 
possible to connect to the internet. 89 

Citizens should also consider downloading multiple tools ahead of potential windows of risk, 
enabling users to prepare for different shutdown methods that the state might implement. 
For instance, residents in an affected area would ideally download VPNs, mesh networks, 
and peer-to-peer server-sharing options prior to a shutdown. The utility of each app would 
vary depending on the type of shutdown or censorship instrument implemented by the au-
thorities, but such redundancy would give users options if any one tool became unavailable.

Digital rights organizations, supported by democratic governments, can anticipate shut-
down-triggering events and coordinate widespread downloads of circumvention tools. 
McManamen explains that “when [Psiphon] expects that there will be disruptions, we will 
usually run a campaign telling our existing users to tell other non-users to download this so 
that they have it” on their devices if the internet becomes inaccessible.90 Proactive messaging 
on social media or communications apps can alert citizens to potential shutdowns and 
disseminate instructions about how to download circumvention programs (although the 
risk of this approach is that it could raise security concerns where downloading such apps 
is prohibited). Organizations can also store their preferred circumvention apps in the form 
of APK files (only possible for Android users), which can be shared device-to-device by text, 
Bluetooth, or email, even without internet access.91 Activists can even set up Telegram bots 
to distribute links to download apps in case an app store is blocked.92 It is also a good idea 
for civil society organizations to improve their own resistance to blocking or state cyber in-
trusions by switching over to encrypted websites or using a content delivery network (CDN), 
which is a geographically dispersed group of servers that can protect against unusual spikes 
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in internet traffic such as distributed denial of service attacks. Certain firms offer enhanced 
protection for civil society groups; Project Galileo, operated by CloudFlare, for example, is 
specifically designed to help at-risk public interest organizations stay online.93

Prioritizing User Accessibility 

To facilitate proliferating circumvention methods, technology companies need to prioritize 
user accessibility. The harder it is for users to install anticensorship tools, the less likely that 
individuals will actually use the software. An app’s accessibility depends on four factors: 
cost, design, trust, and local ties. 

Circumvention technologies can best serve communities around the world if they are free 
or cost a minimal amount. Many VPNs charge a subscription fee for access, which can 
be prohibitive for lower-income citizens. Similarly, distributed server-sharing tools, such 
as Outline, can require the host to pay a monthly fee to provide for cloud hosting of the 
network (although at least in the case of Outline, because one of its servers can be used by 
dozens of individuals, the overall cost is slight). The problem with no-cost services is that the 
programs still require resources in order to run—programmers don’t work for free and ac-
quiring necessary technology can be costly. A so-called freemium model, which offers basic 
services to users at no cost but charges a premium for supplemental or advanced features, is 
one alternative. Another option is for democratic governments to provide significantly scaled 
up subsidies in order to keep certain circumvention programs viable.

The design of the product must also be accessible. Users with low digital literacy need to 
be able to learn how to use these services quickly and effectively. Products that require 
technical knowledge to complete numerous steps before accessing the internet may narrow 
the potential user pool and prevent mass adoption. In contrast, thoughtful design features, 
such as simply pressing a button to activate the circumvention protocols, can help all users 
navigate blockages regardless of their prior experience with technology. Tool developers 
can lower barriers to entry by paying attention to local context and citizen capacity. Says 
McManamen: “At the end of the day, users are going to use whatever is working, easiest,  
and freest.”94

By the same token, it is exceptionally hard for developers to create new circumvention 
tools: working across different platforms and dealing with dissimilar networking and VPN 
application programming interfaces (APIs) is challenging. While there is a lot of focus on 
developing new protocols to circumvent internet controls, there has not been the same level 
of emphasis on developing new apps. But new protocols mean very little if they never reach 
users. Investing in the infrastructure to facilitate the development of circumvention tools—
to make their development more accessible to a wider array of programmers—can bring 
a virtuous effect. If, for example, small teams of two or three people could independently 
build new circumvention tools, then this would enhance technological diversity and make 
the online ecosystem much more resilient.
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Citizens are most likely to adopt technologies to circumvent shutdowns if the organizations 
advocating for them have local ties to and knowledge of the community. Maria Xynou of 
the Open Observatory of Network Interference attributes the organization’s success to its 
relationships with digital rights organizations already operating on the ground, organizations 
that spread information about how to respond to shutdowns. Community-based networks 
can provide instructions in local languages for how to download tools during a shutdown. 
And they can carry out this work in person, directly in the community, to build trust.95 For 
instance, during the 2019 shutdown in Iran, experienced Psiphon users posted paper flyers in 
apartment buildings to provide residents with a location to visit to learn how to download a 
copy in person.96 These efforts facilitated trust in an unknown technology by directly pairing 
users with advocates in their communities. 

Local relationships also enable tech companies to design solutions with an understanding of 
domestic network characteristics. For instance, engineers designed United for Iran’s Nahoft 
tool with Iran’s National Information Network intranet in mind. Iran’s authorities have 
shown a growing interest in forcing Iranians away from international services like Google, 
Instagram, and WhatsApp and onto domestic platforms controlled and monitored by the 
state. In response, Nahoft allows citizens to communicate covertly on communications 
platforms by scrambling their messages (the text resembles a string of garbled Farsi) and then 
having the app decrypt the text once delivered to the intended person.97 When organizations 
are familiar with the nuances and specific features of a censorship system, they can build 
agile responses tailored to local contexts. 

Finally, building user trust is critical as well. As mentioned earlier, one big challenge for 
users attempting to download a circumvention VPN is which one to choose. How can 
they be sure that a particular VPN will not degrade their operating system, sell their PII 
to third parties, or operate as a surveillance plant for government authorities? There are 
nascent efforts to list “trusted” programs to safeguard users from harm, but unearthing these 
resources requires some sleuthing.98 A simpler solution would be for Google or Apple to 
restrict their app stores to only listing VPNs that are privacy-protecting and secure.99 In this 
area, democratic governments can play a bigger role in pushing companies to set minimum 
standards for trustworthy VPNs.

Employing Nontechnological Strategies to Complement Digital Solutions

It is important for activists not to rely too heavily on technological solutions to counter 
government shutdown strategies. Instead, civil society should complement technological 
methods with adaptive approaches. Ethiopia’s network shutdowns offer an illustrative 
example. During protests led by the Oromo ethnic group in 2015–2016, the government 
tried to subdue the movement on several occasions by shutting down the internet for weeks 
at a time in the Oromia region. But protesters soon found ways around the restrictions. 
Resistance leader Jawar Mohammed explains in The Rise of Digital Repression that govern-
ment authorities had left internet access intact in the capital, Addis Ababa. “So every district 
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would finance one person to come here [to Addis]. I post whatever we hear from them, back 
there. They send in formation through SMS or sometimes they send it through papers. I put 
it back online.”100 Until the government was willing to cut internet access throughout the 
country and risk long-term damage to the economy, Jawar had devised an innovative way to 
get around government restrictions.101

Jawar’s methods exemplify a growing body of scholarship examining how emergent strat-
egies can counteract more centralized government repression efforts. Researcher Ionut C. 
Popescu describes emergent strategies as a process of “navigating through an unpredictable 
world by improvisation and continuous learning.”102 Emergent strategies take different forms 
and shapes, depending on the circumstances. In Sudan, for example, sympathetic engineers 
working for the country’s telecommunications companies reportedly formed committees 
to coordinate smuggling out internet-enabled SIM cards for activists to use during 2019 
antigovernment protests.103 During Sudan’s latest internet shutdown in 2021, citizens used 
international SIM cards sent by overseas organizations and the Sudanese diaspora to broad-
cast information to the outside world (a method used in Iraq and the Democratic Republic 
of the Congo to varying degrees of success).104 Sudanese protesters have also relied on more 
conventional methods to coordinate demonstrations, such as both motorbike messengers 
who make contact with other neighborhoods and neighborhood committees that hand out 
flyers and offer safety advice by walking door-to-door.105 Demonstrators in other countries 
have used comparable techniques to circumvent digital controls. In Turkey, during the 2014 
blockage of Twitter, activists painted instructions for circumventing the ban on the sides of 
buildings (see figure 3).106 

Even in periods when the internet is completely shut down and there are few avenues 
through which to transmit footage, digital documentation for later use is important. Video 
footage helps activists and human rights investigators monitor, report, and address viola-
tions, but only if the received information is properly authenticated and verified. To that 
end, citizens can download specialized documentation apps, such as ProofMode, Tella, or 
Eyewitness to Atrocities, that supplement footage with metadata or technical information 
pulled from a user’s phone for verification purposes.107 Users should also consider how they 
can best protect their hard drive or the files stored on it from the authorities, such as using 
encryption software like VeraCrypt. 

A growing movement to combat internet shutdowns involves using strategic litigation to get 
courts to overturn unlawful shutdowns. In 2019, for instance, litigants brought nineteen 
internet shutdown–related legal cases before courts in twelve countries, many leading to pos-
itive outcomes for the litigants.108 In January 2020, an Indian court found that shutdowns 
interfered with fundamental rights to freedom of expression, that shutdown orders should 
be made publicly available, and that shutdowns with indefinite timelines are unconstitu-
tional.109 In Sudan, a litigant sued Zain, a major Sudanese telecom provider, for violating its 
terms of service by shutting down the internet in 2019. (Initially, the judge ordered Zain to 
only restore the individual’s internet access, but following a successful class action lawsuit, 
internet access throughout Sudan was eventually restored.)110 Similarly, in 2021, a Sudanese 
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court ordered the country’s telecoms companies to restore internet access, paving the way 
for an eventual return of service.111 In an analysis of legal challenges to internet shutdowns, 
researchers from the Internet Freedom Foundation found that lawsuits fell into one of three 
categories: whether the government used the right procedures when ordering the shutdown; 
whether the government violated fundamental rights to expression, equality, and trade; or 
whether shutdowns hurt the country economically.112 Strategic lawsuits represent an area of 
promise, but potential litigants are hampered by a lack of resources. Thus, such lawsuits are 
an area where democratic donors could consider scaling up funding.

Raising the Costs for Governments and Companies to Continue  
Implementing Shutdowns

A final strategy involves imposing costs on governments that restrict internet access. Many 
autocratic regimes confront a dictator’s digital dilemma, in which they must balance their 
desire to tightly control their digital ecosystems with the necessity of maintaining an 
open digital environment to sustain innovation and growth.113 In Thailand, for example, 

Figure 3. Turkish Activists Spray-Painted Instructions on Buildings for How to 
Evade the Government’s Internet Controls

Source: Utku Can (@utku), Twitter, March 21, 2014, https://twitter.com/utku/status/446956710502993920.
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authorities reconsidered implementing a “single internet gateway” (which is designed to 
consolidate the country’s twelve internet gateways into a single portal managed by the state 
telecom) after widespread public concern that these restrictions would undermine investor 
confidence in Thailand’s economy.114

As research shows, internet shutdowns can bring significant financial and reputational 
damage to a country. To date, researchers estimate that Myanmar’s 2021 shutdown and over 
10,000 hours of disrupted connectivity have led to revenue loss exceeding $2.9 billion.115 The 
more that countries’ publics—not to mention large domestic businesses—become aware 
of these costs and generate backlash against these policies, the greater the likelihood that 
governments will reverse course on maintaining shutdowns. 

Liberal democracies have started to develop complementary norms against internet shut-
downs to reinforce negative consequences. The G7 condemned “politically motivated inter-
net shutdowns” in its June 2021 open societies statement (despite reportedly succumbing to 
pressure from India to soften language that originally was broader).116 The United States has 
begun to explicitly condemn shutdowns in its diplomatic statements.117 The Freedom Online 
Coalition launched a task force during its 2021 annual conference focused on preventing 
internet shutdowns.118 These developments will help increase the costs to governments of 
shutting down the internet while decreasing repressive dividends. 

But democracies could do more. One troubling issue is the fact that much of the censorship 
technology used to impose website blocks and network disruptions comes from companies 
based in democracies, such as Canada, Israel, the United States, and EU member states. 
News reporting shows that governments that commit egregious human rights violations—
such as Algeria, Belarus, Egypt, Pakistan, and Uzbekistan, for example—have acquired 
sophisticated DPI technology from Canadian and U.S. firms, despite very clear use of 
this technology to support repressive policies.119 This raises a pressing question—why have 
democracies failed to crack down on these sales? If the United States and other democracies 
take internet shutdowns and online censorship as seriously as their G7 statements purport 
to, then they should pursue real steps to limit the export of harm-inducing technology.

At the same time, overly broad sanctions can backfire and incentivize governments to 
disconnect further from the global internet. Iran’s case is instructive. Researchers at Article 
19, a global organization focused on preserving freedom of expression and information, 
contend that international sanctions have brought about three negative outcomes: First, 
sanctions have limited the range of services that ordinary Iranians can access to circumvent 
internet controls. (Because of sanctions, Iranians cannot access tools hosted on services such 
as GitHub, Amazon Cloud, and Google Cloud.) Second, sanctions have provided Iranian 
authorities with a powerful excuse to centralize state control over the internet and create a 
tightly controlled local alternative, for fear that the United States will eventually cut Iran 
off from the global internet. Third, economic isolation due to sanctions has reduced the cost 
of imposing new internet shutdowns, thereby increasing the frequency of state-sponsored 
disruptions.120 More recently in Russia, digital rights groups have raised a similar outcry 
regarding the unintended effect of U.S. sanctions causing internet infrastructure providers, 
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like Cogent, to pull out of the country. In a joint letter to Biden, they warn that cutting off 
Russian access to the internet will play into the Kremlin’s hands by enhancing online censor-
ship and undermining opposition to Putin.121 It behooves democratic governments to pursue 
narrowly tailored export controls rather than wider prohibitions and to consider carefully 
the unintended consequences of well-meaning policies that could end up strengthening the 
hand of the autocratic regime.

While democracies dither, authoritarians are coming up with new strategies to control the 
internet. Few governments have explicitly defended their right to shut down the internet, but 
a raft of them have passed legislation authorizing heightened internet controls. Countries 
such as India, Indonesia, Russia, Thailand, Turkey, Vietnam, and Uganda have enacted 
new laws to regulate platform content, require local data storage, and enable centralized 
state control over internet infrastructure.122 As a result, private companies are faced with 
losing options: accede to government demands in violation of international human rights 
norms, fight back against government dictates and risk getting kicked out of the country, or 
summarily depart and lose business. Many firms are choosing the first or third option. In 
Myanmar, following the military coup, Norwegian telecom operator Telenor Group has put 
its Burmese franchise on the sales block. The company has not minced words about why it is 
exiting the market: “We did however arrive at the sad conclusion that it is no longer possible 
to adhere to these [business and human rights] principles, keep our employees safe and at 
the same time remain as an operator in Myanmar. This makes our continued presence in 
Myanmar untenable.”123 Of note, Telenor’s abrupt decision to sell off its operations to the 
M1 Group—an outfit notorious for ignoring even basic human rights commitments—has 
brought condemnation from advocacy groups.124

Companies that stay put are often forced into unsavory compromises. For example, an investi-
gation by Unwanted Witness, a Ugandan civil society organization, found that several pan-Af-
rican firms—such as Airtel, MTN, and Stanbic Bank—have been implementing different data 
privacy policies based on their country of operation. Researchers found that user data protec-
tions were much higher in South Africa and Nigeria (which are democracies with more robust 
rule of law protections) than in Uganda (a hybrid regime in the midst of a major political 
regression).125 While it is unrealistic to expect telecoms to become human rights champions, 
they can take modest steps to make a difference. For one, telecoms could normalize disclosure 
and reporting on shutdowns, placing a greater onus on governments to explain why they 
have authorized a particular network disruption and for what cause.126 A Swiss telecom, Telia 
Company, for example, uses a standardized form anytime it is requested by a government to 
block or restrict service leading to a serious impact on freedom of expression or individual 
privacy rights.127 Telecoms should also clarify their legal obligations when governments order 
them to sever connectivity; shutdown orders are frequently not supported in countries’ laws. 
The more telecoms can work collaboratively with a “coalition of allies” to push back against 
shutdown restrictions, the greater their prospects for minimizing harmful effects.128

Paradoxically, encrypted protocols, such as hypertext transfer protocol secure (HTTPS), 
which makes it harder for states to unilaterally block specific content, can encourage 
governments to adopt coercive tactics against private platforms. HTTPS forces states to 
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block entire websites, like in the case of Turkey’s now-lifted ban on Wikipedia, rather 
than blocking specific entries.129 Such broad-based bans increase citizen ire and bring high 
potential economic costs. Governments that are reluctant to fully ban a website or internet 
service are instead pressuring platforms to remove unwanted content by threatening fines or 
even criminal prosecution of local staff. Such was the case recently in Russia, where author-
ities threatened to prosecute local staff from Google and Apple if they did not comply with 
state orders to remove opposition leader Alexei Navalny’s voting app ahead of 2021 elections, 
and in India, where the Delhi High Court ruled that Twitter was noncompliant with the 
country’s controversial new information technology laws and risked losing legal immunity.130 
Without countervailing pressure from democratic governments and publics, the path of least 
resistance for large tech firms is to quietly accede to authoritarian censorship demands.131

Shifting the cost-benefit calculus for governments that impose shutdowns remains chal-
lenging. In situations where a country’s leader cares little about collateral damage, options 
are few. Such is the case in Turkmenistan, where the government tightly controls the 
internet—completely banning Facebook, YouTube, and Wikipedia, for example—and 
blocks access to most circumvention tools.132 The regime simply does not seem to value 
the country’s digital economy or technological advancement enough to broaden citizens’ 
internet access or succumb to outside pressure to ease controls. Instead, its leadership opts 
for isolation over growth. One of the few developments that could change the regime’s 
shutdown stance would be the shutdown’s ineffectiveness in quelling dissent. As researchers 
Navid Hassanpour and Jan Rydzak show, state shutdowns often bring unintended effects. In 
the case of Egypt, described by Hassanpour, authorities shut down the internet during the 
Arab Spring demonstrations. Rather than dampen protests, the shutdown led to the opposite 
outcome—protest escalation to unprecedented levels.133 Likewise, in India, Rydzak found 
that shutdowns were strongly associated with increases in violent collective action: shut-
downs “can turn a predictable situation into one that is highly volatile, violent, and chaotic. 
. . . Network shutdowns in India are clearly not uniformly effective, but remain prohibitively 
costly when maintained.”134

In general, complete internet shutdowns will become less and less common in the future. 
Instead, governments will use more precise blocking methods to deny access to specific 
websites while avoiding general service disruptions. Myanmar’s selective blocking is a 
good illustration. The military junta has created a system where websites are either blocked 
(blacklisted) or explicitly permitted (white-listed), thus maintaining the overall functionality 
of the internet while censoring unfavorable content.135 More technically advanced countries, 
such as Russia and Iran, are starting to adopt their own versions of China’s intranet, where 
authorities embed censorship capabilities directly into their network infrastructure and have 
developed capabilities to sever citizen access to international platforms and services.136 

That still leaves a large group of countries in the middle—countries with either lower 
capabilities to implement digital censorship or a reluctance to fully curtail internet access 
due to digital economy concerns and the potential public backlash. These countries—think 
Turkey, Kenya, Bangladesh, or Thailand—have a greater susceptibility to outside pressure 
from democratic governments and international advocates.
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Table 4 summarizes recommendations that democratic governments, civil society organiza-
tions, and technology companies, developers, and telecoms can pursue to push back against 
internet shutdown restrictions and content limitations.

Table 4. Recommended Actions to Counter Internet Shutdowns and Disruptions

Stakeholder          Recommendations

Democratic 
governments

·	 Establish clear norms regarding prohibitions against internet shutdowns and long-term 
internet controls; issue consistent public condemnations against internet shutdowns; and 
create a multilateral entity responsible for codifying and enforcing this norm

·	 Scale up rapid response funding for digital rights groups in countries at risk for internet 
shutdowns and disruptions

·	 Use economic leverage to impose costs on governments that enact shutdowns and unlawfully 
censor content, through targeted sanctions, export restrictions, and pressure on investors

·	 Enact meaningful restrictions on the export of dual-use technologies, such as DPI, that 
enable serious human rights harms; rethink far-reaching sanctions that cut off citizens from 
international digital platforms yet insulate regimes from harmful effects (such as in Iran and 
now Russia)

·	 Fund strategic litigation efforts intended to overturn unlawful shutdowns
·	 Offer more consistent public support for tech companies that push back against government 

censorship policies like platform content takedown requests or directed telecom shutdowns; 
encourage tech companies to withstand pressure to disrupt or censor content

·	 Pressure companies to uphold international human rights and business standards, based on 
the United Nations Guiding Principles, in countries with concerning digital repression trends; 
encourage companies to implement enhanced data security and privacy safeguards to protect 
at-risk citizens

·	 Push tech companies to set minimum privacy and security standards for VPNs listed in app 
stores

·	 Invest in the infrastructure to facilitate the development of circumvention tools; for example, 
make it easier for small teams to independently build tools to enhance technological diversity  
and make the online ecosystem more resilient

·	 Provide scaled-up subsidies to keep circumvention programs viable

Civil society 

·	 Anticipate shutdown-triggering events and coordinate widespread downloads in advance, 
including multiple circumvention tools (VPNs, mesh networks, private servers, and serverless 
circumvention tools)

·	 Raise public awareness about the high economic cost to ongoing restrictions; coordinate 
opposition to internet restrictions across business, civic, social, and political networks

·	 Ensure that organizations distributing circumvention tools have local ties and are responsive 
to community needs, including members who reside in affected communities and speak local 
languages

·	 Leverage nontechnological strategies to circumvent internet controls, such as smuggling 
internet-enabled/international SIM cards, using motorbike messengers to maintain contact 
with different communities, and distributing flyers to provide instructions for circumventing 
bans

·	 Use specialized documentation apps, such as ProofMode, Tella, or Eyewitness to Atrocities, to 
digitally document regime violations during shutdowns

·	 Pursue strategic litigation against governments that enact unlawful shutdowns and internet 
controls
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Stakeholder          Recommendations

Technology 
developers, 
tech companies, 
and telecoms

·	 Enlist a coalition of allies to push back against shutdown orders and blocking restrictions; enlist 
democratic governments to more vocally support these efforts

·	 Commit to conducting due diligence and carrying out more transparent and robust public 
consultation when creating or modifying policies that affect data privacy and content 
moderation standards in countries of concern

·	 Implement heightened privacy and user data protections to counter government attempts to 
extend surveillance or censorship measures, particularly in authoritarian contexts

·	 Implement enhanced transparency and documentation about shutdowns and state-authorized 
disruptions, such as standardized reporting on shutdown and blocking requests

·	 Clarify legal obligations when governments order telecoms to sever connectivity; telecoms 
should interpret shutdown orders as narrowly as possible to minimize negative effects on 
citizens

·	 Build user trust in VPNs by restricting app stores to only listing VPNs that are privacy-
protecting and secure

·	 Keep costs low for circumvention technologies, such as minimizing prohibitive subscription 
fees for VPNs

·	 Design accessible circumvention tools that can be used by a wide array of users; incorporate 
simple design features so that all users can navigate blockages regardless of technological 
experience

Conclusion

The most promising strategies to help citizens circumvent internet shutdowns do not involve 
deploying satellite internet devices or floating balloons. Instead, simpler solutions, such as 
encouraging citizens to download anticensorship apps or software ahead of time, are much 
more useful. But they do not work well without advance organizational and logistical prepa-
ration. This requires engaging local civil society organizations and holding awareness cam-
paigns to encourage mass adoption before a shutdown initiates. Such efforts are also more 
likely to succeed if technologies are free, easy to use, and redundant, so that citizens can 
communicate and access information regardless of context or network restrictions in place. 
Tech companies also have a role to play in ensuring that citizens can access circumvention 
solutions that are privacy-preserving and secure. Effective strategies will also incorporate 
nontechnical adaptations, such as tapping into a diaspora network to import unlocked SIM 
cards, connecting with sympathetic telecoms officials to circumvent connectivity restrictions, 
or even using human messengers to smuggle out footage. Finally, enhanced transparency 
and documentation about shutdowns can also be useful. Telecoms and internet platforms, 
for example, can institutionalize disclosure and reporting on shutdowns, placing a greater 
burden on states to justify specific network disruptions.

Table 4. Recommended Actions to Counter Internet Shutdowns and Disruptions (continued)
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Liberal democracies should consider the optimal mix of carrots and sticks to combat internet 
shutdowns. Imposing reputational and legal costs for governments and companies that 
participate in shutdowns—whether by supporting strategic litigation, making internet block-
ages more economically costly, or calling out repressive behavior in international fora—can 
be effective deterrents. Conversely, offering economic inducements to countries that preserve 
free and open internet access, and broadly incentivizing countries to partake in the digital 
economy, can create structural incentives against state-sponsored shutdowns. Ultimately, 
sustained investment and advocacy, rather than quick fixes, are the best routes to helping 
citizens navigate increasingly sophisticated internet controls. 
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