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How India and Korea Can Drive
New Thinking About Data

EVAN A. FEIGENBAUM AND MICHAEL R. NELSON

Deepening concerns about digital authoritarianism have led many observers to posit that a stark contest
between democracy and autocracy is poised to shape the governance of technology and data.! In this
reckoning, the world’s democracies are said to have open approaches that rely on market mechanisms. By
contrast, the world’s autocracies privilege the role of the state and aim to strengthen its capacity to harness

all data, both public and private.
But this binary framing elides the extent to which democracies have developed diverse approaches. Some
democracies, especially in Asia, have adapted policy and regulatory features that deepen and extend the
reach of the state. Some democracies, again especially in Asia, have developed data governance regimes
that reflect the unique features of their institutions and political cultures.
It is important, therefore, to dig into this diversity, especially at a moment when there is a growing focus
on data policy at both the international and national levels. This intensifying focus on data is being driven
by several factors, including

*  the growing power of multinational cloud services companies, such as Amazon Web Services;

* the extraordinary amounts of data being collected by social media platforms;

* the growing importance of the Internet of Things in many sectors of the global economy;
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*  widespread fears around the world that citizens’ data are being siphoned off for the benefit
of foreign companies;

* the essential role that data used for contact tracing and quarantine restrictions played in
mitigating the impact of the coronavirus pandemic; and

* excitement around new applications of artificial intelligence (Al), especially machine
learning, which will benefit companies and countries able to generate, manage, and remix
gigantic stores of high-quality data.

Amid this growing focus on data, the world is 7oz fracturing into just two spheres—an autocratic
Sinosphere dominated by China and an open, democratic sphere centered on the transatlantic West.
Instead, third countries, many of which are consolidated democracies, are influencing debates about
data policy, the business models of technology firms, and regulatory frameworks. If these countries
can collaborate, leverage the power of open standards and open-source software, and demonstrate new
approaches to digital development, they could become leaders in their own right as the next phase of the
data economy unfolds.

This volume highlights some of the alternative models that have originated in two major Asian
democracies, India and South Korea (hereinafter Korea). It compares these two countries” distinctive
approaches through case studies that demonstrate just how much more complex the world will be than
the commonplace prediction of a battle between U.S.- and Chinese-centric approaches.

This volume is a sequel to a 2021 study, 7he Korean Way With Data, a multichapter deep dive into three
critical aspects of Korea’s distinctive experiences with data: data resilience, data localization and privacy,
and online authentication and data access control. This follow-up volume extends and expands that earlier
stream of work by explicitly comparing Korea’s experience in two areas—open data and cross-border data
governance—with that of India, a leader in software and information technology (IT) services.

Bluntly put, to those who believe that the world faces a stark or binary choice between transatlantic-
centered democratic models or China-centric authoritarian ones, this volume should be an eye-opener.
Like the 2021 volume on Korea, this study demonstrates that additional players are leading the way in
several key respects. Both India and Korea are consolidated democracies, and neither of them is simply
emulating U.S. or European experiences. Instead, they are pioneering their own approaches, mixing and
matching elements of their unique democratic institutional frameworks with national requirements and
policies derived from distinctive political cultures.

To be sure, progress on data governance in both India and Korea has been uneven. Their stories are by
no means simple ones. For example, this volume shows that different agencies in the governments of
each of these countries have conflicting policy goals and, when their preferred policies have collided,
it has proved almost impossible to develop a clear, consistent vision and strategy. The result has been
inadequate investment; stalled-out projects; and missed opportunities to share, combine, and use data to
solve problems in the Indian and Korean public and private sectors.


https://carnegieendowment.org/2021/08/17/korean-way-with-data-how-world-s-most-wired-country-is-forging-third-way-pub-85161#:~:text=Events-,The%20Korean%20Way%20With%20Data%3A%20How%20the%20World's%20Most%20Wired,Is%20Forging%20a%20Third%20Way&text=This%20volume%20digs%20deeply%20into,successes%2C%20failures%2C%20and%20recalibrations.

When Policies Collide

An important theme that links both the 2021 and 2022 volumes is that disparate agencies in a fragmented
bureaucracy can lead to disparate policy goals. The two chapters in this volume by Korean authors (along
with a chapter in 7he Korean Way With Data by Nohyoung Park) highlight inconsistencies and points of
conflict and competition across the Korean bureaucracy in Seoul.?

At international fora such as the Group of 20 (G20), Korea’s Ministry of Foreign Affairs has worked hard
to forge agreements to facilitate cross-border flows of data. The ministry’s efforts have been supported by
the Korean Ministry of Economy and Finance, which strives to maximize opportunities for Korean firms
that want to provide data-driven services to customers and companies around the world. But at the same
time, Korea’s national security agencies have blocked the export of certain types of map data and other
data that they judge could be used by North Korea or other adversaries to attack South Korea. These
security-focused agencies fret not just about physical attacks but also malicious hacks and information
warfare (including disinformation). Meanwhile, Korea’s financial regulators and various government
agencies tasked with protecting the privacy of Korean citizens’ personal data are leery about allowing
foreign companies to store and process Korean data in other countries, particularly in countries with
inadequate, unclear, or poorly enforced data protection regulations.

The situation is quite similar in India. The country’s Ministry of Electronics and Information Technology
has championed the cause of a “borderless” digital world so that Indian firms can move data easily across
borders and better serve their customers, no matter where they happen to be located.” But as Smriti
Parsheera shows in her chapter in this volume, there are many barriers to realizing this Indian vision
for cross-border data. As in the case of Korea, these obstacles include objections from India’s privacy
regulators, who are developing Indian data protection rules that could block the export of Indian citizens’
personal data to other countries.

Even more serious are the demands of Indian law enforcement agencies, which want access to data to
conduct criminal investigations and ensure regulatory compliance. These agencies fear that if Indians’
data are stored overseas, whether in corporate databases, social media platforms, or cloud computing
centers, they will struggle to gain access to the data they want.

But India and Korea do diverge in one respect: in India, these arguments from law enforcement often
seem to win the day. In Korea, by contrast, national security concerns have had a much greater impact on
outcomes and policies than the concerns of law enforcement have.

The Need for Digital Leadership

Interestingly, in both India and Korea, digital policy sits atop the list of national priorities. That is why
both countries’ governments are tackling digital and data-related issues at the highest possible level. India’s
Prime Minister Narendra Modi made the Aadhaar biometric identity project, which has given hundreds
of millions of Indians a form of digital identification, a personal priority. Similarly, in the 2022 Korean
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presidential election, the major parties’ candidates debated the topic of digital identity (and the failures
of earlier national efforts). This is not typical of most countries today. This provides yet another reason
why Korean and Indian efforts to craft digital policies deserve much more attention globally than they
have hitherto received.

Countries whose presidents and prime ministers take the lead on policy decisions related to the digital
economy often force competing ministries to forge a consensus. These countries end up with a huge
advantage in helping data-intensive industries compete. Ultimately, these countries tend to fashion new
e-government solutions, foster machine learning, and enable new, data-driven business models.

Just take Estonia, a much smaller economy than either India or Korea: it has benefited hugely from
the digital leadership shown by former president Toomas Hendrik Ilves, who became an internationally
respected champion for e-government and cybersecurity policy.* In the United Kingdom, former prime
minister Tony Blair’s personal involvement in promoting e-government helped break through bureaucratic
barriers that hindered agencies online, and the work of the Tony Blair Institute for Global Change is
helping current leaders go digital.” In the United States, some have argued that the early successes of
former president Bill Clinton’s administration in promoting the commercial internet, which made the
U.S. government a leader in using the World Wide Web and in fostering e-commerce, owed much to
the powerful role played by the White House (and especially by then vice president Al Gore).® Gore
and the White House took on a very high-profile role in crafting all-of-government strategies for the
internet.” White House events, high-profile speeches, public relations campaigns, and demonstration
projects (such as the White House’s first website) also helped to highlight the need for proactive digital
policies.®* More recently, former president Barack Obama’s personal participation in digital initiatives led

him to be labelled the “Digitizer in Chief” and the “Geek-in-Chief.>

Today, in most countries, there is even more potential for digital innovation but less digital leadership.
The result has been conflicting policies promulgated by different agencies that can discourage innovators
and risk-takers in both the private sector and the government bureaucracies. These players want to offer
new tools and online services but fear running afoul of government regulations regarding data protection,
export controls, surveillance requirements, cybersecurity, and more. From a global perspective, the Indian
and Korean experiences highlighted in the four chapters that follow are standouts.

Faulty Metaphors Can Lead to Faulty Policies

But, of course, leadership does not mean that presidents and prime ministers must delve deeply into the
arcana of data management and technical standards for them to shape digital policy. In many cases, their
most important contribution can simply be to share a vision for how information technology and the data
it generates, collects, combines, and analyzes can benefit the citizens they govern and the countries they
lead. Simply put, savvy national leaders can explain how to think about the digital future.



But unfortunately, too many policymakers have adopted faulty metaphors and models that only confuse
their countries’ thinking about data. The most obvious example is the frequent statement that “data is the
new oil,” which was popularized by a 2017 cover story in the Economist."® While it is certainly true that
data is valuable like oil, in many ways this analogy is not only not useful but is even downright harmful."

For one thing, comparing data to oil implies that data is a commodizy to be sold and consumed. But data
is not, in fact, a finite good that, like oil, is traded and shipped back and forth. Indeed, unlike oil and
other commodities, it is simple to replicate and share data, increasing its use and value. The idea that data
is a “fuel” for the digital economy is leading too many policymakers to assume that countries should
hoard the data produced within their borders.'* Even more misleading is the idea that data is “currency,”
implying that data should be either tightly controlled or traded, like a national currency, rather than
shared jointly."

What, then, is a better model? A simple one is that data is actually more like air or water than like either
oil or currency.' Like air, for example, data can be viewed as something that should be allowed to flow
freely, transcending national borders. That is because air, like data, can be used and reused for many
different purposes by many different people. It can be polluted like the air, but it can also be cleaned. This
approach to thinking about data—as air rather than as oil or a currency—works particularly well when
addressing scientific data, such as environmental data, since researchers all over the world need it.

But water is another useful metaphor because for most data, there are reasons to place some limits on
its use and flow. Reasons to do so can include data protection and privacy, national security, copyright
enforcement, assuring commercial advantage, and others. In these cases, a different analogy can be used.
Instead of flowing freely like air, such data should be treated like water.”” After all, almost all the world’s
water circulates freely in oceans, rivers, lakes, and atmospheric clouds or is locked in cold storage in ice
sheets and glaciers. But some of the world’s water is captured in reservoirs, filtered, and piped to customers.
And some water, usually from underground aquifers, is then bottled, branded, and sold.

For policymakers who want to put some limits on data, this water analogy works quite well. It effectively
conveys how important data is to life in the digital age and how leaders need to work to ensure more
clean data are made available to more people. Treating data like water makes it clear that not all data is
the same or has the same value and, most importantly, that data is something—like water—that can be
reused and remixed.

Key Choices for Policymakers

The critical top-level issue for policymakers wrestling with data policy is whether to try to create a single
overarching approach to data management or instead to take a more federated approach.'® To extend the
water metaphor a bit further, the choice policymakers face is whether to have a single unified national
water utility that serves every home, or instead to encourage the formation of multiple local water
companies and home-based wells that operate within a broad regulatory framework.
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In their chapter in this volume, Indian authors Rahul Matthan and Shreya Ramann explain how the
Indian government is promoting a Data Empowerment Protection Architecture (DEPA) to consolidate
data sets throughout the Indian government and beyond. But in Korea, as Taewoo Nam shows in his
chapter, the government has encouraged hundreds of companies to work with different ministries to find
new, useful ways to apply the data they collect. These two Asian democracies have thus arrived at two very
different approaches.

From our perspective at least, the Korean approach that Nam describes is much easier to implement
when companies are permitted to take full advantage of the many cloud service providers that can give
even small or medium-sized companies access to powerful data storage, machine learning tools, and
cybersecurity services. These were previously only available to large IT firms. But because many of these
services are now provided by American or Chinese companies, countries that lack homegrown cloud
services providers fear that foreign countries will not adequately protect the data they process. In the
Chinese case especially, there are national security concerns that come into play because Beijing has an
intrusive approach to data generally.”

As the following chapters make clear, law enforcement agencies, including those of India, are especially
concerned that they will not be able to access the data they need to catch and prosecute criminals if that
data is stored in data centers controlled by companies overseas. In the United States, similar concerns led
to the Clarifying Lawful Overseas Use of Data Act (or the CLOUD Act), which specifies how foreign
governments can request data from U.S.-headquartered cloud service providers.”® But countries like
Korea and India have not yet been able to benefit from this U.S. legislation.

There have, therefore, been calls in Korea and India for more data localization, motivated by both
governments’ desire to protect citizens privacy and by India’s aspirations to enable greater data access for
law enforcement surveillance.

India in particular has benefited from Indian IT firms that process data for companies around the world.
In the past, India has permitted the free movement of data across its borders, but pending domestic
legislation would reverse these more open practices.” Similarly, in Korea, arguments for and against
localization are becoming more pronounced, as Kyung Sin “KS” Park documents in his chapter in this
volume. The few studies that have assessed the economic impact of data localization requirements have
found that limiting cross-border data flows can significantly slow gross domestic product (GDP) growth.?
How governments decide to balance economic benefits against other factors will help to define the future
of the data economy. Park makes an important argument that the free flow of data should also be viewed
as a human rights issue since citizens want to be able to choose which companies control and protect data
about them and which governments might be able to access that data.

But this will require them to think differently and adopt some new approaches. One particularly exciting
new model for data governance involves data unions or data cooperatives, an idea being promoted by
U.S. computer scientist Sandy Pentland and his colleagues at the Massachusetts Institute of Technology
among others.”! A data cooperative functions like a bank or credit union, but rather than handling and
distributing money, it stores and shares data about individual users. The key to making this model work



is that the cooperative is contractually obligated to users or users’ organizations to protect and use data
about an individual or group for that party’s own benefit. The most important impact of this approach is
that it would enable a very distributed data architecture, where data would not need to be pooled in a few
data oceans controlled by just a small handful of companies.

The following chapters highlight the digital policy challenges governments are facing, and why these
challenges are becoming increasingly complicated and ever more important. Indian and Korean
experiences, models, and struggles can help digital policymakers around the world, especially in other
raucous democracies, design their own governments’ data policies.

Implications for Internet Governance

The main focus of this volume is what is happening in India and Korea at the national level and what
other national policymakers can learn from their experiences. But there is another dimension to the
volume—namely, how these models could influence debates in international fora about the future of
the internet.

Internet governance is a broad term encompassing the full range of decisions, large and small, made
by governments, corporations, standard-setting bodies, and users that affect how the internet operates
and evolves.” For years, diplomats, technology policymakers, corporate representatives, and others have
debated how these decisions are made and whether more international coordination is needed. Thousands
of international meetings have been held, and an extensive literature has developed about these choices.

Today, these debates about internet governance are more important than ever. A key question is whether
the internet will continue to be an open, global network connecting users everywhere or whether it will
fragment into national and regional networks as governments exert more influence over how it is designed
and how it is used.” A new and broader debate has also emerged about digital policy. Rather than just
focusing on the networks that connect internet users to the applications they wish to use, the data and
equipment attached to the internet, such as smartphones, Internet of Things devices, data centers, and
cloud computing facilities are also drawing attention.

This growing attention is reflected in debates about international data governance, data sovereignty,
and “the datasphere.”?* The secretary general of the United Nations (UN), Anténio Guterres, has been
promoting “digital cooperation,” which builds on the work of the Internet Governance Forum and various
UN agencies and offices but extends far beyond merely shaping the Internet and how it functions.”
Much of the UN-related work Guterres has promoted focuses on data policy and the need to make high-
quality data more available to more people for more purposes (with a special emphasis on fulfilling the
UN’s Sustainable Development Goals).

Placing more of a focus on data and how it can be applied could help remove the barriers that prevent
innovators in countries around the world from developing and experimenting with new online services.
This includes a wide array of activities ranging from conducting life-changing and life-saving research to
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helping workers be more productive and energy-efficient and making lives safer and more secure. But
in most countries, data policy has been an overlooked backwater. Unlike politically fraught issues like
online privacy, hate speech on the internet, or disinformation and the polarization it causes, discussions
about making government data more available or about cross-border data flows simply do not generate
headlines. Worse, there are no easy answers to these policy questions because different types of data
require very different types of treatment.

Most governments (including those of India and Korea) have no clear and singular focal point for data
policy decisions. Internationally, there is similarly no such body as a World Data Organization (and most,
including us, would argue against any such idea). Instead, there are many different intergovernmental
organizations and scientific organizations that tackle different pieces of this data puzzle. At the highest
level, for example, the G20 has added cross-border data flows to its agenda, not least through the late
Japanese prime minister Abe Shinzo’s push at the 2019 G20 Osaka Summit for “data free flow with trust.”
Abe’s initiative led to the emergence in 2021 of the G7’s Digital Trade Principles, which aim to remove
barriers to the sharing of data across national borders.?® But notably, one of the two countries at the heart
of this volume—India—refused to sign up for Abe’s Osaka initiative.

These international efforts to focus more attention on data policy should continue and should motivate
both developed and developing countries to clarify the mishmash of national policies that affect how
data are handled, shared, and used. International organizations have a critical role to play in showcasing
how individual countries, like India and Korea, are taking steps to enable their citizens and companies
to unleash the power of data. These multilateral and multinational groups, both formal and ad hoc, can
push back against policies and models that would prevent that.

Open Data

The first two chapters on open data feature Rahul Matthan and Shreya Ramann on India’s experience and
Taewoo Nam on Koreas. Both countries are making access to government data a high priority and have
legislation ensuring that government agencies share data that can be safely made public. But precisely
how this legislation is implemented will determine the course through which many innovative and new
applications of that data develop. Nam’s chapter shows that in Korea, hundreds of companies are already
using government data sets. In India, meanwhile, Matthan and Ramann delve into a growing debate on
access to and the use of nonpersonal data, a critical ingredient for machine learning tools.

What is ultimately important is that policies for government data (and the infrastructure built to provide
access to such information) offer models for access to other types of commercial and consumer data in
safe, secure, and reliable ways. But unfortunately, some government data protection and data localization
regulations could unintentionally severely hinder the development of these new approaches.

India’s DEPA architecture is designed to improve inclusivity and allow those most in need to access online
services but also have broader oversight on consent. Matthan and Ramann show that since data storage
is cheap, Indian and foreign entities can amass vast volumes of it. But this data is siloed and usually only



available to those who have harvested it, while the Indian citizens to whom the data pertains have almost
no say in its use. Indian data policies, they argue, aim to deal with both challenges, not just by minimizing
privacy risks and potential misuse of data but by giving individuals practical means to access, control, and
share their data for their own benefit. They describe regulatory and technological advances being made in
India, especially around DEPA, and how such models can be used to build on data governance initiatives
around the world.

For his part, Nam addresses three main issues in Korean open data policy governance: institutions,
policies, and organizational capacity. In all three areas, he sees progress but finds some flaws in the
country’s current approach. One example is a regulatory framework that divides responsibility among
diverse ministries with different approaches. This arrangement, he says, becomes even more complicated
once local governments enter the mix. Public and private data cannot be easily integrated since they fall
under different bureaucratic jurisdictions that functionally overlap but remain institutionally divided.

Likewise, Nam argues, Korea simply does not provide well-defined criteria for success to guide the
wide variety of actors who use and leverage data. As a result, many corporate data users in the country
complain about the low value of open public data while even government employees lack a substantial
understanding of what data-driven administration means and why it is important for the public sector,
much less the country’s corporate and academic sectors.

Cross-Border Data

The next two chapters turn to cross-border data, pairing up Smriti Parsheera on India’s experience with
“KS” Park on Korea’s. These two chapters are anchored by the pivotal roles these two countries play
in the global ecosystems that require rapid and secure international sharing of confidential business
data. They explore how each country has sought to manage the delicate balance between localization
and internationalization.

Some proposals for data localization, often motivated by governments’ desire to protect citizens privacy
or to enable law enforcement surveillance, can hinder this free flow. For example, India has, in most cases,
allowed for the free movement of data across its borders, but pending domestic legislation would hamper
these more open practices. Similarly, in Korea, arguments for and against localization are becoming more
pronounced. The few studies that have assessed the economic impact of data localization requirements
have found that limiting cross-border data flows can significantly slow GDP growth—a tricky challenge for
India and Korea at a time when both countries face growing domestic and global economic headwinds.?”

Parsheera begins with the central contradiction India faces: the country has reaped significant benefits
from being digitally connected and following an open market policy, but the country is also grappling with
the challenges posed by data monopolization, barriers to lawful access, and limitations on the effective
enforcement of laws, rules, and regulations in the digital sphere. India aims to transition from a user to a
controller in digital markets and, to this end, it has leaned on technological self-reliance combined with
frequent assertions of “digital sovereignty.”*®
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As in Matthan and Ramann’s chapter on open data, Parsheera traces a fragmented and often contradictory
Indian institutional and policy landscape. But beyond the domestic sphere, she also explores whether and
how international instruments like the Budapest Convention could be useful to New Delhi. India is not
a signatory to the convention, a binding multinational treaty that comprehensively addresses both cyber
crimes and the gathering of electronic evidence of noncyber criminal activity.

This theme links Parsheera’s chapter to Park’s because he, too, notes Korea’s absence from the Budapest
regime. He argues that Seoul is thereby denying itself a useful pathway to pursue its interests. Indeed,
Park finds much fault in Korea’s localization discourse and policy. He argues that the assimilation of
international arrangements and instruments could enable Korean policymakers to realize their policy
goals without mandating such data localization. For instance, the Budapest Convention could provide
an alternative to time-consuming mutual legal aid treaty processes that require law enforcement agencies
to request help from their foreign counterparts. Similarly, while acknowledging concerns about citizens’
privacy as an important policy goal, Park argues that the adequacy process of the European Union’s
General Data Protection Regulation or the certification process of the Asia-Pacific Economic Cooperation
forum’s Cross-Border Privacy Rules may provide the needed level of protection, no matter where the data
may be stored and processed.”

Democratic Diversity

As the four chapters in this volume demonstrate, major Asian democracies like India and Korea are not
simply following the lead of the United States and Europe on data governance. Instead, in many areas
connecting to both open data and cross-border data, they are pioneering their own unique approaches,
which are anchored firmly in their own consolidated democratic institutions.

The goal in this volume is to highlight these alternative models and to compare and contrast their
distinctive features. Indeed, like the 2021 volume on 7he Korean Way With Data, this sequel volume
demonstrates that the future will be much more complex than a putative battle between U.S.- and
China-centric approaches, much less between democratic and authoritarian approaches. Much can be
learned—and some things can be emulated—from the experiences of these two unique and important
Asian democracies.
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India's Approach to
Data Governance

RAHUL MATTHAN AND SHREYA RAMANN

India has witnessed rapid digital growth in a short time span. This has resulted in technological advances,
new governance regimes, and bespoke, India-only digital policies. Taken together, these changes have
come to define the Indian model of data governance. In turn, this model aims, from an Indian perspective,
to empower citizens.

As the pace of government adoption of new technologies and services has picked up, public debates in
India about the need to balance data rights with digital innovation have accelerated in lockstep.* This
trend has been driven by India’s rapid digital expansion and concerns that citizens unfamiliar with the
potential harm that could arise from the misuse of data will suffer. Despite these concerns, India does not
yet, as of August 2022, have a uniform, comprehensive data protection law, even though data has become
central to most private enterprises and public initiatives.

Since data storage is cheap, Indian and foreign entities can amass, day after day, year after year, vast
volumes of information on the off chance that it will be of use someday, rather than risk not having it on
hand when they need it.*’ However, since these data are siloed and usually only available to those who
have harvested it, little is being done to unlock the full value of the data. Worse, the Indian citizens to
whom the data pertains have almost no say in its use.

Indian data policies have focused on addressing both these challenges. In addition to traditional
approaches to minimizing privacy risks and the potential misuse of data, these Indian policies are also
meant to provide individuals with a practical means by which they can access, control, and share their
data for their own benefit.
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India’s approach to data governance has evolved in light of India’s domestic priorities and international
position. This analysis specifically describes and assesses the evolution and implementation of various
regulatory and technological advances in India and how such models can be used to build on data
governance initiatives around the world.

The sections below examine new initiatives and policies, evaluate the effects of India’s regulatory approach
on the country’s domestic growth and global position, and look at the role these initiatives play in the
broader data governance ecosystem worldwide.

The first section discusses India’s digitization and the data boom that followed, a period that began in
earnest in the 1990s. It looks at the increasing proliferation of digital services and examines how data has
and will continue to affect the growth of the Indian economy. The second section looks at the existing and
future legal framework for data governance in India. It covers both existing regulations as well as notable
public policy proposals on personal, nonpersonal, and government data. The third section examines the
technology infrastructure that the Indian government has put in place to augment legal frameworks
for effective data sharing. With a focus on the implementation of the Data Empowerment Protection
Architecture, this section describes India’s technolegal solutions for empowering individuals to wield
control over the data they generate. The fourth section concludes by weaving together themes from
India’s data governance strategy. It contextualizes India’s proposed initiatives in relation to other global
approaches to data governance. Issues such as data sovereignty and data colonialism are analyzed to assess
how they affect India’s standing in the global data market.

India’'s Data Economy

In the 1980s, India’s information technology (IT) sector was focused primarily on software exports and
services and was valued at only $25 million, constituting approximately 0.01 percent of Indias GDP
at the time—primarily because the sector was closed to the world and subject to high import tariffs.>
Software was not a government-recognized industry, and Indian exporters were unable to convince banks
to finance their activities.” The country’s early I'T industry thrived despite the government—not because
of it.

By contrast, India’s IT industry and related sectors currently have annual revenues of $200 billion and
account for 13 percent of the country’s GDP** India long has been known as a global powerhouse in
exporting IT services, but the country’s IT sector is no longer solely dependent on exports for growth.
Over the past decade, domestic demand for IT services has grown rapidly,®® with the aggregate value of
domestic demand for digital services in India outpacing the total value of exports.* Today, digital services
are used more widely than ever in India. This change was made possible by the deep penetration of mobile
internet access through all strata of Indian society—including into the country’s rural hinterland. More
than 750 million Indians use smartphones, or approximately 54 percent of the country’s total population,
allowing them to access entertainment, information, and public services on the go.”’



In addition, over the past ten years, India has rolled out digital infrastructure on a commensurate scale,
enabling residents to make rapid strides toward a paperless virtual existence, allowing them access to
digital services from anywhere in the country without having to carry physical documentation or visit
specific service-delivery locations. Today, more than 5.4 billion digital payments take place each month
over Indias Unified Payment Interface (UPI), a digital payment system that makes it easy to transfer
money between bank accounts, mobile money accounts, and digital wallets.”® These transactions range
from small purchases of chai and biscuits from pushcart street vendors to substantial e-commerce
payments for goods and services. The interface has also made it possible for microlevel entrepreneurs and
small businesses alike to identify and take advantage of commercial opportunities that were previously
unavailable to them.

A similar revolution is poised to unfold in new data services, enabled by a new digital framework in
the financial services sector.”” Other sectors (such as healthcare and education) are similarly expected to
benefit from this framework.”’ Finally, work is underway to unbundle location-based digital commerce,
allowing different elements across the commercial ecosystem to interact more efficiently and opening the
door to greater competition between players.” When rolled out, this open network of digital commerce
will likely reduce the dependence of consumers and smaller retailers on vertically integrated platforms in
favor of a more disaggregated, decentralized approach.

Each of these projects has contributed to the widespread use of data and illustrates the importance
of effective and efficient data governance. However, before getting into the details of India’s data
governance regime, it is necessary to first understand how the IT sector has evolved and grown to its
current size and state.

India's Promotion of Information Technology

Three critical factors enabled the development of India’s IT industry starting in the 1990s: the economic
liberalization of 1991, industry-specific measures such as the establishment of software technology
parks in 1989, and intensive government procurement of I'T equipment and services. This welcoming
environment encouraged several multinational companies to set up shop in India, a development that
in turn sparked an IT services export boom.* By 2000-2001, India’s total software exports grossed

$6.4 billion.®

Economic reforms, liberalization, and the steadily increasing presence of foreign multinational companies
in India led to several ancillary developments, including the launch of cable internet and the passage of
India’s first IT-related legislation.* In 2015, the Digital India initiative was launched.” This ambitious,
multifaceted program aimed to transform the country’s digital infrastructure into a public utility—
facilitating digital governance and empowering citizens. Several additional programs have been launched
under the broad umbrella of Digital India, including BharatNet (a program to provide internet access to
all villages in the country), Universal Access to Mobile (a program designed to provide mobile connectivity
to over 55,000 villages in India that previously lacked mobile access), and the Smart Cities Mission (a

program to transform all Indian cities into smart cities).*
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Increased digitization, the proliferation of online services aimed at Indian customers, and the use of new
technologies have dramatically increased the volume of data in circulation. According to government
projections, emerging technologies in India could conceivably generate as much as $1 trillion in economic
value; the wealth of data in India could be harnessed to achieve the country’s ambitions of becoming a $5
trillion dollar economy in overall terms by 2025.%

Digital Infrastructure

Over the last decade, India’s digitization efforts have been greatly accelerated by the deployment of
population-scale digital infrastructure. These open protocol-based frameworks, layered one on top of
another, form a digital stack. At the base are foundational elements such as digital identity markers, while
specific applications (including payments, consented data sharing, and unbundled commerce) are layered
on top. These complementary levels of digital infrastructure are commonly referred to as India Stack (see
figure 1).%

Figure 1. The Layers of India Stack

A modern privacy data-sharing framework

C tL
onsent Layer Example: DEPA

Electronic payment systems for a transition to a cashless economy

Cashless Layer
Examples: IMPS, AEPS, APB, UPI

Paperless Layer Rapidly growing base of paperl.ess sy-st.ems with billions of artifacts
Examples: Aadhaar e-KYC, e-Sign, DigiLocker
Unique digital biometric identity with open access of over a billion users

Presenceless Layer o
Example: Aadhaar authentication

Sources: Tanuj Bhojwani, “The Best Way Forward for Privacy Is to Open Up Your Data,” iSPIRT, August 21, 2017, https://pn.ispirt.in/the-
best-way-forward-for-privacy-is-to-open-up-user-data; and India Stack, “India Stack,” India Stack, https://indiastack.org.

Digital means of identification. India Stack began in 2010 with the issuance of unique identification
numbers to all Indian citizens as part of the national identification program known as Aadhaar. Before
the program was established, an estimated 400 million Indian citizens did not possess any form of
identification.”” As a result, citizens, particularly in the country’s lower socioeconomic classes, struggled
to access the government funds and subsidies to which they were entitled. This problem was exacerbated
by the ease with which funds could be diverted by malicious actors. All told, depending on the program,
between 10 percent and 60 percent of funds earmarked for subsidies and social welfare services fell prey
to leakage or misuse, according to one study.”



Aadhaar was meant to provide all Indian residents with a unique identifier, making it possible to
more accurately deliver services to the right people. Since the identifier was digital, it could be linked
to technology-based solutions that leveraged digital verification to offer services that are presenceless,
papetless, and more efficient.

The widespread adoption of Aadhaar has led to improvements in digital service delivery across India. The
Indian government has issued around 1.3 billion Aadhaar cards since 2016, covering nearly 96.4 percent
of the country’s population.”® This has allowed the government to make large-scale wealth transfers in an
efficient manner. For instance, during the coronavirus pandemic, nearly $44 billion has been disbursed
to farmers and other marginalized groups using India Stack.”* And it is estimated that the government
has saved almost $30 billion as of March 2021 by eliminating duplicate beneficiaries.”® The adoption
of Aadhaar also exposed millions of rural Indians to digital transactions and led to an uptick in digital
literacy and digital penetration across the country.

Aadhaar has led to the creation of various means of authentication, including an e-authentication process
in which a service provider uses an Aadhaar number to query the Aadhaar database, which is managed by
the Unique Identification Authority of India. Authority officials respond to such requests by indicating if
the database contains a record that matches the Aadhaar number and the details contained in the request,
thus providing an accurate means of identity verification. Aadhaar’s electronic know-your-customer service,
which uses this authentication method, has already carried out around 75 billion identity verifications,
in response to requests from the government and other institutions in finance, telecommunications, and
other utilities.”* Similarly, Aadhaar’s e-sign capability allows any Aadhaar number holder to generate a
legally valid, verifiable digital signature.

As the Aadhar program and related services matured, the share of India’s population with a bank account
jumped from 35 percent in 2011 to 80 percent in 2017.> The World Bank estimates that Aadhaar’s know-
your-customer service brought down the costs of customer onboarding for an Indian bank from $23 to
just $0.15.5¢ Aadhaar-based customer verification provided telecommunications companies with a huge
boost in terms of customer acquisition, specifically in rural markets where there was immense untapped
potential. Faster, cheaper, and simpler onboarding led one company—Reliance Jio, a late entrant to the
Indian telecoms market—to decide to make Aadhar the only way for new subscribers to acquire a SIM
card. Jio acquired 16 million subscribers in the first month after it opened for business and 50 million in
under ninety days.”’

Digital payments. With the penetration of mobile phone connections and bank accounts across India,
policymakers needed to make bank usage cheaper and more accessible. This need prompted the design
of the next layer of India Stack: UPL.*® In simple terms, UPI is a payment markup language that runs on
a central switch operated by the National Payments Corporation of India. Since all licensed banks are
connected to the National Payments Corporation of India’s server, payment messages can be sent to and
from these entities, allowing payment transactions to take place almost instantly.

FEIGENBAUM and NELSON, editors

15

DATA GOVERNANCE, ASIAN ALTERNATIVES



16

UPl is itself a three-level stack. The base layer is built and operated by the National Payments Corporation
of India, and it consists of the switch that handles the routing of payment messages. The next layer
involves banks and other regulated financial entities that are permitted under law to hold user funds
and pay and receive amounts into these accounts. The third and top layer is made up of payment apps
operated by lightly regulated fintech players that create customer interfaces that allow ordinary users
to access the payment ecosystem. Given the fundamental interoperability of these protocols, every
participant in the payment stack can interact with every other participant using the same universal set
of application programming interfaces (APIs). As a result, the Indian payment ecosystem has avoided
having to laboriously establish one-to-one relationships between banks to make it possible for customers
to transfer money to each other.

Another UPI innovation is its use of a virtual payment address (VPA), a unique identifier that maps a
given user’s bank account to an easily memorized string of names, letters, and numbers that can be shared
for the purpose of receiving payments. While this method offers the advantages of privacy and security
(because knowledge of a VPA offers no information whatsoever about the associated bank details), since
the VPA is ubiquitous throughout the ecosystem, the VPA is agnostic to payment apps, allowing money
to be exchanged even between users on different payment apps.

In June 2022, an estimated 5.9 billion transactions, amounting to about $127 billion, were conducted
using UPI, and it has been a recognized success both in India and abroad.”” A wide range of internet
and mobile offerings have been integrated into the UPI ecosystem, with foreign players such as Amazon,
Google, Meta, and Walmart relying on it in India.®* Countries like the United States have also been
considering adopting UPI features within their own domestic payment systems.®" UPI has emerged as a
leading homegrown payment system with the potential to give India self-sufficient alternatives to reliance
on global payment solutions.

Data sharing. Having built widely trusted identification and payments systems, India consequently began
to generate vast amounts of transaction data. The next logical step was to use this data for empowering
citizens eager to use e-commerce and e-government services, particularly those who had no other means
of accessing the formal financial system.

The third layer of India Stack, called the Data Empowerment and Protection Architecture (DEPA), was
designed to facilitate consented data sharing. Unlike previous layers that were predominantly technological,
DEPA is, by its design, a technolegal architecture that individuals can use to exercise greater autonomy
over how their personal data are used. It offers technological tools for people to invoke the rights made
available to them under applicable privacy laws. Framed differently, it is a technological system that ensures
that all transfers of a person’s data from one data fiduciary to another take place through an encrypted
digital workflow that is only triggered after that person’s consent has been electronically obtained.

DEPA has already been rolled out in the financial services sector, and work is underway to implement it
in the healthcare system. It is not hard to envision how this framework can be applied across a range of
sectors such as education, telecommunications, and more. The data governance principles inherent in the
technological design of the DEPA framework are examined in more detail below.



India's Need for Data Governance

With the launch of Digital India and the India Stack, the prevalence of smartphones in rural India grew
from 9 percent to 25 percent by 2018, the number of Indians who use social media jumped from 142
million in 2015 to 326 million by that same year, and between 2015 and 2018 average data usage each
month increased by 129 percent (assuming a compound annual growth rate).®* The direct impact of the
aggressive digitization of the Indian economy has been the unprecedented volumes of data that have been
and continue to be generated. India’s online population is expected to increase by nearly 45 percent in the
next few years, growing from approximately 622 million in 2020 to 900 million in 2025.% The amount
of wireless data Indian consumers use increased by leaps and bounds to reach over 30,000 petabytes in
the first quarter of 2021-2022. At the same time, the average consumer went from using 1.2 gigabytes
of wireless data in 2017-2018 per month to a staggering 14.1 gigabytes in 2021-2022.% Monthly data
consumption is also expected to climb to up to 50 gigabytes per smartphone by 2027.

India is now digitizing faster than most other economies, creating a rapidly growing consumer base
that is being targeted by both domestic and foreign companies. It goes without saying that, without an
appropriate system of governance, the benefits that are being derived from all this data might not be
enjoyed by all Indian citizens. India is looking to bridge the regulatory gap between burgeoning data
creation and the need to regulate and leverage available data. In doing so, India has developed frameworks
for both data protection and data sharing, measures that aim to further both government and private-
sector use of data for socioeconomic benefits.

Legal Frameworks for Data Governance in India

While there are several types of data in circulation and various issues pertaining to the governance of
each kind, this analysis exclusively deals with data types that the Indian government is actively looking
to regulate, such as personal data generated from individuals and nonpersonal data, which in some
cases may also be derived from personal data but also includes data with no relationship to individuals.
This research does not examine how other types of data—including scientific data, commercial data,
and the like—are shared, though these kinds of data are equally important to broader discourse on
data governance. Indian data governance practices will primarily be analyzed in terms of data sharing
between government entities, businesses, communities, and ordinary people for both public-good and
business purposes.

It is also important to set out the different stakeholders in the Indian data ecosystem so as to better
understand the interplay between them. The priority of the Indian government is to use digital technologies
for domestic development, leveraging data for the benefit of its citizens and for their protection. The
private sector, which is largely focused on commercial gain, used to view data governance as a hindrance,
but in more recent times companies have come to appreciate that customers view good data governance
practices positively. Finally, individual citizens and the communities that they are a part of have an
interest in ensuring that they can exercise meaningful control over their data to protect themselves against
potential harms.
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Around the world, data governance is implemented by regulating the collection and use of personal data.
In most countries, such regulations have taken the form of data protection legislation that sets out what
can and cannot be done with personal data and strives to ensure that citizens have a greater say over how
their data are used. In recent times, other aspects of data governance have also come into focus. The
European Union’s Digital Strategy, for example, attempts to regulate digital markets in goods and services
to promote greater competition while facilitating the creation of so-called data spaces within which data
can be shared.® Similar efforts are underway to regulate the use of data for developing artificial intelligence
systems and to mitigate the effects of such systems on personal privacy.”’

Though India has made considerable strides in digitizing its economy, Indian legal frameworks have
not kept pace with this rapid growth. India does not yet have a comprehensive legal framework for
data governance. A draft data protection law had been introduced before the parliament, but it was
recently withdrawn.®® It is likely that a simplified and more comprehensive version of the draft bill will be
introduced, but the timeline is unclear.

Delays in establishing a comprehensive legal framework for data governance could play to India’s advantage
if it can learn from the experience of other countries and use that knowledge to implement a modern
framework for data governance. This could include some of the proposals being discussed in Europe as
well as other novel solutions aimed at addressing these issues. India’s DEPA framework (described in more
detail in the next section) is one such novel solution: this technolegal governance regime embeds data
protection principles into a technology stack.

In the meantime, this section will discuss the legal frameworks that India has put in place for data
governance as well as the proposals for new legal frameworks that are being considered. The subsequent
section will then examine the technological frameworks that have already been implemented for data
governance in India.

Data Governance in India

At present, India regulates personal data through the Information Technology (Reasonable Security
Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011, which serve as a basic
framework for regulating sensitive personal data.”” These rules do not provide a comprehensive framework
for data protection along the lines of most data protection laws in other jurisdictions. (They do not, for
instance, regulate children’s data rights or cross-border data transfers, nor have they even established a
data protection regulator.) Instead, these rules are limited primarily to the collection, possessing, storage,
handling, retention, transfer, and disclosure of sensitive personal data by corporations through the
introduction of a consent requirement for all such activities. The law also prescribes certain “security
practices and procedures” for the handling of sensitive data.”

Although these rules came into force more than a decade ago, delays and insufficient administrative and
adjudicatory mechanisms have plagued its implementation.”’ Since 2011, there has been little or no
regulating carried out under its provisions. Companies comply with its provisions but have received little
or no guidance on how to handle the many ambiguities that have arisen.



Indian citizens and civil society, however, have grown increasingly aware of the harms that are inherent in
the collection, generation, and processing of personal data. In 2018, a landmark Supreme Court judgment,
which upheld the use of India’s Aadhaar digital identification numbers, had to address concerns around
government profiling and surveillance. The Supreme Court in another judgment in 2017 had held that
the right to privacy is a fundamental right that—while not specified in the Indian Constitution—is
derived from the right to life and personal liberty.”* These rulings focused public attention on the rights
of individuals to have autonomy over what is done with their data.

India’s approach to data governance is proceeding along three different tracks. First is the regulating of
personal data in ways that draw heavily on the principles set out under the EU’s General Data Protection
Regulation (GDPR) as well as other international regulations on personally identifiable information.
Second, India is in the process of establishing a nonpersonal data framework—a path down which no
other country has yet embarked. The broad contours of this policy can be gleaned from draft reports
released by a Committee of Experts known as the Gopalakrishnan Committee.”” The third aspect of
this work has to do with the governance of government data, which is covered under the National Data
Sharing and Accessibility Policy.

Personal Data

While the Supreme Court was still considering the constitutionality of the Aadhaar program, the
Indian government established a committee, chaired by retired justice B.N. Srikrishna, to look into the
establishment of a personal data protection law for the country. The committee issued its report in 2018
along with draft legislation.”*In December 2019, the Ministry of Electronics and Information Technology
introduced in the Indian parliament a slightly revised version of the legislation called the Personal Data
Protection Bill, 2019.7 The bill was referred to a joint parliamentary committee for further consideration.
After consulting with various stakeholders, the joint parliamentary committee published a December
2021 report, along with yet another draft bill.”® The revised law was called the Data Protection Bill, 2021
(DP Bill). While the bill has now been withdrawn, its provisions signaled the government’s approach and
likely policy shifts with respect to personal data. The key features of the bill are highlighted below.

The DP Bill defined personal data as information “about or relating to a natural person who is directly
or indirectly identifiable” (by “natural person,” the bill meant a human being as opposed to a nonhuman
juridical person such as a corporation or a government agency).”” Such data specifically is information
pertaining to a feature of identity (virtual or physical) or a combination of such features, including
“inferences drawn from such data for the purpose of profiling.””® This definition is largely in line with
those of similar laws elsewhere, like the EU’s GDPR.” The DP Bill also defined sensitive personal data, a
separate class of data subject to enhanced compliance thresholds. Sensitive personal data include financial
data, healthcare data, official identifiers (including government-issued identifiers such as social security
numbers or Aadhaar numbers), information on gender identity and sexual orientation, biometric data,
genetic data, caste or tribe affiliations, religious or political beliefs or affiliations, and any other category
of information so designated in the future by the relevant authorities.*
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As for the entities involved in data processing, the DP Bill defined a data fiduciary along similar lines as
GDPR defines a data controller.®’ The DP Bill referred to the individual whose personal data is being
gathered as the “data principal,” a term equivalent to the concept of a “data subject” in GDPR.#? Consent
remains the primary grounds for processing personal data.*> However, similar to other privacy legislation,
the DP Bill also specified a few nonconsensual grounds for data processing.* In line with both the Indian
government’s aim of ensuring individual autonomy over data as well as global norms, data principals
have been accorded various rights with respect to their data under the control of a data fiduciary;
these provisions include the rights to access, erasure, correction, and portability, as well as the right to
be forgotten.®

The DP Bill also introduced the concept of consent managers—a new category of data fiduciaries to
operationalize consented data flows.*® Data principals were meant to provide consent through these
consent managers to share information with various data fiduciaries.®” This construct would support the
DEPA framework, as discussed in the third section.

The DP Bill aimed to create a Data Protection Authority to govern implementation and enforcement
of the law. In theory, the Data Protection Authority could designate certain entities as “significant data
fiduciaries.”®® Such determinations were to be made based on criteria like how much personal data has
been processed, how sensitive it is, the scale of the fiduciary’s annual turnover, the “risk of harm” from
data processing, the employment of new technologies, or whether the entity processes children’s data or
provides services to minors.* Social media platforms that have more than a specified number of users or
ones whose actions “are likely to have a significant impact on electoral democracy, state security, public
order, or India’s sovereignty” also may have been designated as significant.”® Significant data fiduciaries
would have been subject to greater compliance obligations including the need to undertake mandatory
data protection impact assessments as well as record keeping and audit requirements.”" They also must
appoint a data protection officer.”” India is among the first nations to press heightened obligations on a
certain class of data fiduciaries, with parallels only now appearing in regulations such as the EU’s Data
Governance Act.”

The DP Bill deviated from other countries’ data protection legislation in certain key aspects. Prominent
among these is the fact that, under the DP Bill, a child was defined as a data principal under eighteen
years of age.” This is a higher age cutoff than has been prescribed in most other jurisdictions.” Data
fiduciaries have an obligation to confirm the age of minors and to get parents’ consent to process
their data.”

The DP Bill did not subject personal data to any transfer restrictions. Its terms “allow transfer of sensitive
personal data, for the purpose of processing and with the explicit consent of the data principal, to any
countries with certain safeguards.”®” The DP Bill also empowered the central government to designate
certain types of personal data as “critical personal data,” which could only be processed in India and could
only be transferred outside the country for limited purposes.” What constitutes critical personal data still
remains undefined.



‘The DP Bill also allowed for compensation to be paid to data principals for harm caused to them by a data
fiduciary because of a violation of the bill’s provisions.” The definition of harm under the DP Bill was
very broad and extended to all types of evaluative decisions regardless of human involvement.'™ Notably,
the concept of harm is defined more specifically in data governance laws in other jurisdictions such as
the EU’s GDPR and the draft of the United Kingdom’s Online Safety Bill. The definition of “content
that is harmful” in the draft UK bill is very specific regarding the parameters within which harm must
be assessed. The law provides definitions and further context on the scope of what harm means and key
definitions, including terms such as “reasonable grounds” and “material risk,” as well as factors to take

into account when making such an assessment.'”!

Once India passes a data protection law, there will likely be a transition period during which data
fiduciaries will have to prepare themselves for the new regulatory regime. This is also when the Data
Protection Authority will be established and tasked with setting up the administrative framework for
implementing the new law. This task would include issuing codes of practice establishing, through
subordinate legislation, many of the substantive and procedural details required to bring the law
into force.

Several provisions of the DP Bill prompted a strong response from governments and businesses around
the world. The U.S. government, for instance, sees the Indian government’s push for data localization as
a significant barrier to digital trade between the two countries.'” U.S. officials have suggested that the
requirement would result in increased costs for businesses that presently store and process data outside

India and in particular would act as a market access barrier for small foreign firms.'®

Industry bodies such as the U.S.-India Business Council, the U.S.-India Strategic Partnership Forum, the
Information Technology Industry Council, BusinessEurope, and the Japan Electronics and Information
Technology Industries Association, as well as major technology players that provide services in India such
as Microsoft, Apple, Amazon, Google, and Dell have raised concerns (in addition to the localization
issue) about provisions such as the inclusion of nonpersonal data in the bill and mandatory hardware
certifications.'” They argue that such provisions are not in line with global best practices for data
protection and that such stipulations would create disincentives for innovation in India by reducing
operational efficacies and lessening the ease of doing business.

Nonpersonal Data

Various public and private entities have also accumulated vast, proprietary sets of nonpersonal data that
they can leverage to their competitive advantage. If such nonpersonal data could be liberated from the
exclusive control of their current holders, it is believed that this information could be redeployed for the

public good.

The need to regulate nonpersonal data was first expressed in the report by the Srikrishna Committee on
personal data protection. The early draft of the law also referred, albeit by exclusion, to the concept of
nonpersonal data. In the fall of 2019, the Ministry of Electronics and Information Technology convened
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the Gopalakrishnan Committee to brainstorm how India should govern nonpersonal data. The committee
was tasked with studying various issues related to nonpersonal data and making specific recommendations
on how the central government should regulate nonpersonal data.

The latest draft of the committee’s report was released for public consultation in November 2020.'%
While the committee’s final findings are not yet public, the latest draft report suggests that the governance
framework for nonpersonal data in India will cover the following ground.

The Gopalakrishnan Committee defined nonpersonal data as data that never related to an individual
(such as weather conditions or data generated from public infrastructure, to cite a few examples) and
information that was once personal data and subsequently was anonymized in such a way that it cannot
be used to identify an individual (such as anonymized healthcare records of patients). Nonpersonal data
only refers to these two categories of data. The committee’s report classified entities (whether government
bodies or private organizations) that collect, process, store, or manage data as data businesses. These
entities hold nonpersonal data that the proposed governance framework seeks to unlock for public benefit.

The report also gave communities rights over data that are relevant to them. A community is defined
in the report as any group of persons bound by common social or economic ties, territorial parameters,
or another interest or purpose. The Gopalakrishnan Committee expressed the belief that communities
should be allowed to benefit from data that pertains to them and allowed to protect themselves from any
harms that could arise when data businesses process their data.

The Gopalakrishnan Committee recommended the establishment of a separate Nonpersonal Data
Authority. This authority would be required to work closely with the Data Protection Authority that the
DP Bill sought to establish. While this suggestion indicates that the Gopalakrishnan Committee supports
a framework for the regulation of nonpersonal data that “is separate and distinct from [that for] personal
data,” the DP Bill appeared to also regulate nonpersonal data.'® Two provisions in the DP Bill mentioned
nonpersonal data: clauses on breaches involving nonpersonal data and those on the obligation of data
fiduciaries to provide the central government with nonpersonal data for the “targeted delivery of services”

or “evidence-based policy making.”"”

To protect the rights of communities in relation to their nonpersonal data, the Gopalakrishnan Committee
recommended the creation of data trustees (either government entities or private nonprofit organizations)
for this purpose. After all, “data trustees have a duty of care” to ensure that nonpersonal data are used
only in the interests of these communities.'”® To effectively protect communities’ data rights and ensure
public benefits are derived from nonpersonal data, the report recommended that data trustees become the
repositories for high-value data sets created from community data.

One of the report’s core recommendations was the creation of high-value data sets. All data businesses
will be required to submit metadata pertaining to all the nonpersonal data under their control. This
metadata will be stored in a single metadata directory and managed by the Nonpersonal Data Authority.



The directory will be made available for anyone to access, allowing data trustees to identify opportunities
in which such data could be used for public good. Data trustees will have the right to request access to
relevant data subsets to create a high-value data set. The relevant data business must provide such data by
a specified date.

Crucially, high-value data sets could only be created with the approval of the Nonpersonal Data Authority,
a body set up for the supervision of nonpersonal data sharing. The authority would approve applications
based on their projected impact on the public interest, the data trustee’s capacity to undertake its
obligations, adequate buy-in from the relevant community, and public consultation. This purpose-driven
approach to data sharing focuses heavily on the manner in which nonpersonal data can be used and
predicates data sharing on the basis of advancing the public good. The report clarified what constitutes
a high-value data set that serves the public good, with examples of such purposes including research
and education, healthcare, agriculture, and poverty alleviation, to name a few. Parallels may be drawn
with the United States’ Demand-Driven Open Data model, which regulates data-sharing requests based
on specific use cases.'” This demonstrates the government’s intent to create a framework that focuses
not only on protection from harm but also on the societal benefits that can arise from the sharing of
nonpersonal data in a regulated ecosystem.

As for data that was once personal but has since been anonymized, the report recognized the rights of
the original data principals. The report recommended that, when the personal data are collected, data
principals decide whether to provide consent for a data business to anonymize their data. Such consent
should also be revocable.

With regard to nonpersonal data that is derived from personal data, the report suggested that such
data would “inherit the sensitivity of the underlying personal data” for the purposes of complying with
localization requirements.''® For example, based on the DP Bill, a copy of nonpersonal data derived from

sensitive personal data has to be kept in India.""!

India’s nonpersonal data governance framework is novel. While the principles enshrined in the DP Bill
protected personal data from misuse by data fiduciaries, the framework for nonpersonal data was designed
to free up data that is not personally identifiable so that it can be used for the sake of wider societal
benefits. Whereas on the one hand the data protection framework would lock down data that ought to be
kept private, the nonpersonal data framework would unlock data that can be used for public good from
the confines of the data silos in which they are stored.

Concerns have been raised about the imposition of mandatory data sharing. At the same time, businesses
have questioned whether such a regime would be able to address skewed market powers favoring large
technology companies who hold vast amounts of nonpersonal data.''” Some have argued that data-
sharing requirements of this kind have the potential to obstruct innovation, thereby hampering India’s
digital growth.
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Government Data

Even though nonpersonal data held in government hands is expressly accounted for in the proposals of
the Gopalakrishnan Committee, the Indian government has separately created a policy to deal with the
sharing of such data for the public good. The National Data Sharing and Access Policy makes disparate
government data assets available for the public to access.''?

The policy applies to all nonpersonal and nonsensitive data generated using public funds across all levels
and departments of the government and its authorized agencies. The data that must be provided under
this policy include all digital, analogue, machine- and human-readable formats, and suitable payment
structures have also been set up to incentivize data sharing. The government has taken a technolegal
approach to this task by developing the Open Government Data Platform on which data shared under
the National Data Sharing and Access Policy are made publicly available.

Since the launch of the Open Government Data Platform in 2012, several other open data platforms have
been launched. As Sam Neufeld has pointed out, examples include the India Urban Data Exchange of the
Ministry of Housing and Urban Affairs (an open-source data exchange for citywide data among various
stakeholders), Open Budgets India created by the Centre for Budget and Governance Accountability
(which includes data on central and state budgetary allocations and spending), and the proposed National
Data and Analytics Platform by NITI Aayog, a platform that aims to improve the user experience on
data retrieval by standardizing data across government sources for improved research, innovation, and

public consumption.'*

While the Open Government Data Platform offers more information and data to users, as well as
functionalities for social media, data visualization, and data suggestion, there are many opportunities to
strengthen its utility. For instance, standardizing data-sharing and release processes, anonymization and
deidentification processes, metadata quality, licensing structures, and the pricing and valuation criteria for
data sets will encourage more data-sharing efforts by Indian government departments.

To this end, the Indian government has introduced a revised draft of the India Data Accessibility and Use
Policy and a draft of the National Data Governance Framework Policy,'®> which aim to build upon the
National Data Sharing and Access Policy and increase access to government data by leveraging emerging
technologies. The draft of the National Data Governance Framework Policy focuses on the sharing of
nonpersonal data collected by the government from Indian citizens and residents through the India
Datasets Program. This policy introduces a new framework for the governance of citizens’ data that will
include the creation of the Indian Data Management Office to establish a large repository of Indian data
sets and set standards for storing and collecting such data sets.

The Indian Data Management Office expects private entities to contribute to the data sets as a part of
this program. This office will be responsible for ensuring that data principals retain ownership over all
such data. Any requests by third parties for nonpersonal or anonymized data sets will be vetted by the



Indian Data Management Office before the data are dispersed. The office can receive and vet requests
for these data sets from researchers, startups, and private companies, and it has the ability to limit the
number and range of data requests from an entity. These policies are in the drafting stage and are awaiting
public comments.

Technological Frameworks for Data Governance in India

The last section discussed the legal frameworks that are being developed in India for data governance.
These frameworks are already novel in that they not only look to regulate the processing of personal data
but also seek to unlock nonpersonal data from isolated silos to advance the public good. However, the
Indian approach to data governance has one additional nuance—namely, DEPA. This is a technolegal
framework for consented data sharing between data fiduciaries, as articulated in the DP Bill.""® The
framework would embed legal principles in technological infrastructure developed for the DEPA, offering
novel solutions to data regulation challenges that have vexed countries around the world.

What Is DEPA?

Even though privacy laws recognize the rights that data principals have over their data, they often lack a
means for principals to exercise meaningful control over their personal data. For instance, citizens trying
to use financial products and services that require evidence of creditworthiness often suffer if they are
unable to effectively access their own data. The process often involves physically gathering one’s own
data from financial institutions, a cumbersome task that involves physical printouts, notarization, and
manual submission. Digital mechanisms to implement data portability are hamstrung by the existence of
multiple differing data storage formats and a fundamental lack of standardization across the ecosystem.

To address this, India is seeking to implement DEPA, a technolegal solution that uses an electronic,
consent-based framework to put data principals at the center of data sharing in certain sectors, including
finance and healthcare. DEPA gives individuals greater agency over how their personal data are
transferred, helping them use data in ways that will ultimately empower them. Central to the privacy-
enhancing nature of the framework is its use of institutional intermediaries to facilitate consent (called
consent managers). This makes it possible to disaggregate the consent flows from the data flows: data
providers are primarily responsible for data and consent managers are primarily responsible for consent.
This arrangement enables a double-blind data-sharing environment that maximally protects the private
information of data principals.

In figure 2 below, entities requesting access to data (known as data users) have been arrayed on the right
while the entities that have the data that the data users require (data providers) have been arrayed on the
left. In the middle is the consent manager, and right on top is the data principal.
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This model has been fully implemented in India’s financial sector under the Reserve Bank of India’s
Nonbanking Financial Company Account Aggregator Directions, 2016."7 It implements consented
data sharing between different parties in the financial ecosystem including banks, insurance companies,
pension funds, and all entities regulated by the country’s securities regulator. Specific financial entities
have been permitted to register as account aggregators, which play the role of consent managers and
oversee financial data flows between service providers in the sector.

Figure 2: The Role of Consent Managers

eCONSENT PROVIDED QCONSENT REQUEST

o DATA REQUEST

o DATA ACCESS REQUEST

¢ CONSENT ¢
MANAGER

e ENCRYPTED DATA FLOW WITH CONSENT

Source: Authors’ visualization.

First, any data principal who wishes to transfer their financial data between various fiduciaries so as to use
various financial services must first enroll with an account aggregator (or consent manager). At this stage,
the data principal provides the consent manager with a list of all the financial service providers (that is
to say, data providers—including insurers, banks, brokers, credit rating agencies, and others) with whom
the person has an account. The consent manager then creates links to all these data providers; this way,
when a data transfer request is received, it has an approved list of data providers from which data can be
requested. At no stage does the consent manager have any visibility into the contents of these accounts
or into any of the personal or financial data of the data principal. After this initial preparatory work, the
data principal is ready to approve financial data transfers using the DEPA infrastructure.



To initiate a data transfer, financial institutions that require customer data to provide services can direct
such a request (step 1) to the consent manager. The request is made using a digital consent artefact, a
“machine-readable document” that records the details and specifications of consent provided alongside
a data-sharing request.'® A digital consent artefact requires the data user to provide details on the
information sought, the purpose for the request, the duration for which the information will be retained,
and the financial institution seeking this information. The consent manager then sends this request to the
data principal (step 2) and, if the data principal consents to the data transfer (step 3), sends the digitally
signed request for data to the data provider (step 4). Having verified that the data transfer request was
approved by the data principal, the data provider then transfers the required financial data in accordance
with the request. The data are encrypted and transferred from the data provider to the data user through
the consent manager (step 5).

As of August 2022, six nonbanking financial companies have been given a license to operate as authorized
aggregators, and five of them have launched client-facing mobile applications.” At this time, the
authorized aggregator ecosystem has successfully fulfilled more than 1 million consent requests.'*

Privacy by Design

Many data protection laws around the world are broadly aligned around a common set of what are
known as privacy by design principles.'”” DEPA implements a technological framework that supports and
complements each of these privacy principles.

Notice and consent. Encoded in the electronic consent requests are all the notice requirements that
most international privacy laws require. Consent is specifically collected for each data transfer request.
In this way, DEPA offers data principals the opportunity to provide more meaningful consent than is
otherwise possible.

Purpose limitation. Data users are required to specify how they intend to use the data before it is collected
and used. DEPA enables more effective purpose limitation since the data principal is notified of each data
transfer request.

Data minimization. DEPA allows the purpose to be narrowly defined since it must be stated proximate
to the time of the data transfer request.

Retention limitation. Each data transfer request under DEPA includes how long the personal data will
be kept. Since the data are transferred only for as long as it is needed for processing and after that
must either be transferred back or destroyed, data users are not permitted to retain such data any longer

than specified.

Data integrity and confidentiality. Since all data transfers under DEPA are encrypted end-to-end, data
confidentiality is built into the system’s design. DEPA was designed with privacy at its core. Consent
managers are, as a matter of design, data blind and have no visibility into the contents of encrypted data
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packages. Since data requests are not made directly from data users to data providers, data principals’
privacy is protected vis-a-vis data users. Since consent managers are data blind, data principals’ privacy is
also protected vis-a-vis consent managers.

The Digital Consent Artefact

Consent is processed using the digital consent artefact. The electronic consent artefact used by DEPA
implements the so-called ORGANS principles: open, revocable, granular, auditable, notice, and secure
(see below).

* Open: the consent standard is designed to operate as an open standard ensuring that all
institutions have the same interoperable approach to consent;

*  Revocable: the consent is designed to be revocable at any point in time by the data principal
who provided it;

*  Granular: consent needs to be provided in each instance and must specify what data has
been requested, how long it will be retained, and who will process it

*  Auditable: records of all consents provided by a data principal can be retained in machine-
readable logs;

* Notice: data principals will be provided notice of how their data will be used, the parties that
will process it, and the duration for which it will be retained; and

*  Secure: the digital consent artefact is secure by design.

When a data transfer request is made, verification by the consent manager happens only against the
details contained in the consent artefact, and data users must store the data according to the consent
artefact’s specifications.

When DEPA’s digital consent workflow is combined with the right to data portability provided to data
principals under the DP Bill (or a similar piece of legislation) and applied to the healthcare and finance
sectors, this development will help formalize the DEPA framework within and across all these sectors.

For instance, a core component of India’s healthcare digitization mission is the creation of digitized
healthcare records that citizens can easily access and transfer to different service providers in the healthcare
ecosystem, per their requirements. Citizens may need to transfer healthcare records from a hospital
or clinic to their health insurance provider to file an insurance claim. Rather than reproducing their
healthcare records or status, they can use DEPA to transfer their health records from the hospital (data



provider) to the insurer (data user) through a data intermediary designed specifically for the healthcare
sector (consent manager) to oversee the transfer of this sensitive medical data. This arrangement would go
a long way toward facilitating constructive public health outcomes. The DEPA framework is being used
for this purpose, ensuring the privacy and authenticity of healthcare data transfers.'*

Another technolegal framework for data sharing is the Open Government Data Platform. The platform
hosts all government data published under the National Data Sharing and Access Policy and enables
public access to and the downloading of such data. Developed using open source stack, the platform
contains multiple modules and APIs, including a module for data management that hosts data catalogues
by various government agencies and a module for visitor relationship management, which collates and
disseminates viewer feedback on various data catalogues.

Several state governments have launched their own open data portals using the Open Government
Data Platform’s software as a service model, including the Open Government Data Portal by the state
government of Sikkim and a portal by the Surat Municipal Corporation.'” India’s Open Government
Data Platform is also packaged as a product and has been “made available in open source” for countries
around the globe to implement.'*

India's Approach to Data Governance

India’s data governance regime has been shaped by the country’s historical development, the value evident
from increased data generation, civil society activism, and digital innovation outside of the country.
While India’s efforts at developing a data governance regime have been influenced by global regulations
such as GDPR and the Asia-Pacific Economic Cooperation’s Privacy Framework, the Indian government
is, at the same time, looking to chart its own path in certain respects.'”

The passage of a new personal data protection law has assumed paramount importance. However, the
protections proposed in the law additionally focus on improving data accessibility and availability, in
contrast to GDPR, which is first and foremost about protecting individual privacy rights. These Indian
policy frameworks on personal and nonpersonal data indicate that, while data protection is essential, data
sharing and data empowerment are the most important drivers of India’s strategy on data governance.'*

The Indian approach is also distinct from other global models due to the tools and mechanisms that
support the proposed regulatory framework. The development of unique digital infrastructure projects
such as the India Stack provides policymakers with the resources to implement unique citizen-centric
solutions, while also offering important lessons to other nations.
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The Technolegal Approach

A central feature of India’s data governance approach is its use of homegrown technolegal mechanisms.
These regulatory frameworks and technical systems are used to implement policy objectives through
technology design. India views frameworks like DEPA as necessary for data empowerment. Indian
officials have even gone so far as to compare DEPA’s design to the development of Transmission Control
Protocol/Internet Protocol for online communication and GPS for navigation.'” This approach is similar
to that described by the U.S. legal scholar Lawrence Lessig, who has suggested that software and systems
often can shape behavior and the adoption of technology at least as effectively as regulations.*®

Technolegal solutions such as DEPA, the Nonpersonal Data Framework, and the Open Government
Platform make it possible to develop markets for data transactions, creating interoperable grids for seamless
data sharing. The role of technology in these mechanisms is clear. Entities that act as intermediaries in
such ecosystems (the consent managers within DEPA and data trustees for nonpersonal data) should

ideally be entities with considerable technology-related organizational capacity.'®

India's Push for Data Sovereignty

The development of these frameworks has been driven, in part, by the objectives of India’s digital policies.
The Indian government is working to ensure that Indian data are domestically controlled and leveraged
so that Indian citizens’ data serve national interests before those of foreign players.'”” The government,
supported by Indian industries, has moved to promote the domestic use of data while guarding against
the threat of data imperialism (or data colonialism) by foreign technology companies.

This focus on data sovereignty stems from multiple policy goals. Given India’s increasing focus on the
value of data as a tool for economic growth, there has been a push to retain data in the country so that
such information can be used by domestic players. Similarly, there have been efforts to more aggressively
regulate the activities of foreign technology players who have access to Indian data. Concerns that foreign
tech giants have too much control over India’s technology landscape have led to further concerns about
the misuse of and lack of access to Indian data that are stored overseas. In addition, concerns have
proliferated about how market dominance leads to imbalances in bargaining power between foreign tech
giants on the one hand and Indian citizens, businesses, and the government on the other.™

This thinking is evident in recent measures on data governance that the Indian government has introduced,
the most significant of which is a cross-governmental push for data localization. Through sector-specific
regulations in the banking, insurance, and telecom sectors; the DP Bill; and the nonpersonal data
framework, the Indian government has made it clear that certain types of data will have to be stored
within the country to enable domestic access. The primary policy goals in support of these measures are
the need to overcome barriers faced by law enforcement personnel who struggle to access Indian data
stored in other jurisdictions and the importance of ensuring the accessibility of Indian data to domestic

players so that the relevant economic and social benefits can be tapped into.'*



The nonpersonal data framework explicitly calls out this principle of data sovereignty, recognizing it as
a key to unlocking economic benefits from nonpersonal data for India and its citizens, communities,
and organizations. Other policy documents “reconceptualize the notion of community data as ‘societal
commons’ or a ‘national resource, where the undefined ‘community’ has rights to access data but the
government” retains ultimate control over the use of such data to advance the public welfare.'”® The
requirement for mandatory data sharing under the proposed nonpersonal data framework is also indicative
of the government’s push to democratize the use of data and to disrupt the monopolization of data in the
hands of a few companies.

That said, questions have been raised as to whether India’s decision to exert its right to data sovereignty
by extending its data governance framework to also cover nonpersonal data is going too far. Nonpersonal
data covers a broad swathe of information that would otherwise have been left untouched, potentially
affecting the rights of commercial enterprises to their trade secrets and confidential business practices.
There is also the question of how exactly nonpersonal data will be distinguished from personal data
given the numerous examples of how, even after it has been anonymized, personal information has been
reidentified.”®* The still-awaited final report of the Gopalakrishnan Committee might hold answers to

these questions.

India's Approach in a Global Context

India’s approach to data governance should also be viewed within a larger global context. Many nations
are starting to weigh in on the question of regulating cross-border data flows. Japan has advocated for
the free flow of data across borders, a position formalized in its leadership on the Osaka Declaration on
Digital Economy in 2019."* The United States has adopted a laissez-faire approach that supports the
unrestricted flow of data across borders. The United States does not have all-purpose federal legislation on
data protection for either personal or nonpersonal data. In contrast, Europe has codified data governance
through various directives and acts of legislation, which individual countries have implemented.
Europeans have taken a human rights—based approach to data sharing by permitting cross-border sharing
under specific circumstances to countries that meet the EU’s requirements.

China has a radically different approach to data governance. Its cyber sovereignty approach involves the

use of advanced technologies for the aggressive enforcement of sovereignty, data localization requirements,
137

This approach has been adopted to varying degrees by other

and strict monitoring of domestic data.

nations such as Russia and Egypt.'

In contrast, India declined to sign the Osaka Declaration promoted by Japan at the 2019 Group of
20 (G20) summit out of concerns that the negotiations conflicted with its policy priority for data
localization." This has made it clear that economic, national security, and developmental ramifications

can no longer be separated from domestic or international data governance efforts.'
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There are lessons to be learned from the data colonization of African nations that suffered from the
absence of robust data protection policies. Indigenous technology development on the African continent
is heavily influenced by large technology giants from the United States and China.'"*! Several African
nations, such as Nigeria and Rwanda, are now considering localization regulations of their own to
counteract these effects.'#?

India is charting a new path for data governance. Given the size of the country’s population (a significant
share of which has yet to come online), its growing technological prowess, and its novel governance
solutions, India can play a decisive role in shaping global data governance.

The authors views represent their own independent analysis and should not be understood as representing the

official policy of any government.



Open Data Policy in Korea

TAEWOO NAM

Having taken office in May 2022, South Korean President Yoon Suk-yeol and his administration are
well-positioned to define new and far-reaching policies on open data. But to do so, his team will need
to build on the sometimes-uneven efforts of his two predecessors, former presidents Park Geun-hye and
Moon Jae-in. Despite substantial differences in their ideological orientations, the conservative Park and
the progressive Moon both championed the concept of “open government,” which includes open data
and freedom of information.'®®

For South Korea (hereafter Korea), open government is focused particularly on how open data can spur
a digital transformation and unleash the technologies of the Fourth Industrial Revolution. While Korea’s
emphasis on and commitment to digital technology is well-known, how these efforts could be translated
into more extensive cross-organizational interactions and even collaborative forms of governance has
gained less attention. The good news is that successive Korean governments have developed a shared
aspirational vision. The next challenge will be to address critical managerial and institutional needs, both
of which are necessary for successful open government initiatives.

Since open data is the foundation of open government, this analysis discusses key issues related to Korean
open data policy. In Korea, the term “public data” is sometimes used interchangeably with open data in
English translations. It is believed that open data starts with releasing and sharing government-held data.
When it comes to data in Korea’s case, the term “public” is often confused with “open” because open data
actually means open public data (given restrictions on opening private data).

FEIGENBAUM and NELSON, editors

33

DATA GOVERNANCE, ASIAN ALTERNATIVES



34

Technology can lead to further openness, but only if organizational and cultural barriers are removed. Even
with well-funded public initiatives, strong executive leadership, and long-term political commitments,
governments sometimes have failed to effectively harness open data to solve, or at least start to tackle,
thorny problems. These problems span jurisdictions, policy domains, and levels of government. Designing
multiorganizational, multidimensional, and multijurisdictional efforts that use government data is not a
simple endeavor. National policy governance for open data in Korea provides several useful insights that
other national and local governments can learn from. This analysis addresses three main issues regarding
Korean open data policy governance: institutions, policies, and organizational capacity.

Korea's Conflicting Institutional Landscape

An important initial consideration for understanding Koreas open data policies is the country’s
institutional underpinnings in this policy sphere. The Ministry of the Interior and Safety (MOIS), the
Ministry of Science and Information and Communications Technology (MSIT), and Statistics Korea
each oversee some aspects of Korea’s open data policies. These three central agencies play different
respective roles: overseeing public-sector data, private-sector data, and authorized statistical data. But
because the distinctions among these three categories have increasingly blurred with the emergence of big
data and the complicated nature of new data sources and data sets, Korea’s institutional framework has
become muddled.

This means that Korea’s institutions will need to evolve to combine data from many different types
of organizations. And these institutional frictions are mirrored in contradictory legal and regulatory
provisions and a lack of consensus among the Korean government, corporate players, and civil society.
There is, in short, an absence of effective digital leadership at the national level.

Institutional Complexity of Open Data Policy

Korea’s open data challenges begin with the fact that the MOIS, the MSIT, and Statistics Korea each
exercise responsibility and oversight over some elements of the country’s national data management
system. These three agencies institutionally differ in their main missions and roles related to open data
policy. But the differences are not entirely clear-cut. When open data initiatives were initially introduced,
open data meant open public data only. Since 2021, the MyData project in Korea has allowed accredited
companies (known as MyData operators) to manage personal information scattered across the financial,
telecommunications, medical, and public sectors.'* This project enables the further use of data through
the pseudonymization and anonymization of personal information. In this sense, the distinction
between big data in the private sector and existing open public data is becoming less pronounced,
and the jurisdictional boundaries among Korea’s three major regulatory and policy institutions is also
growing blurred.



The Bureau of Digital Government (formerly known as the Bureau of e-Government) within the MOIS
acts as a control tower for the digital transformation within the Korean government, and its three
divisions (the Division of Open Data Policy, the Division of Open Data Circulation, and the Division of
Big Data Analysis and Use) in turn administer all work related to harnessing public data.'® The MSIT,
by contrast, is the government’s lead agency for data generated in the private sector, including corporate
data, industry data, and research data. The MSIT’s Division of Big Data Promotion helps establish data
infrastructure, offers support for firms that handle data, and promotes data-related industries.'* The
third key agency, Statistics Korea, creates statistical data, runs the country’s national statistics portal, and
manages microdata integration services.'"’

The jurisdictional boundaries of Statistics Korea (which is tasked with the provision of ofhicial statistics)
have become less distinguishable with the industry changes brought about by the rise of big data analytics.
Both the MOIS and the MSIT recognize that the strict division between their data areas (data from the
public sector and data from the private sector) is eroding. This institutional governance arrangement
does not fit well with these rapid changes in the open data ecosystem. With the advent of big data, this
ecosystem makes data even more valuable in new ways beyond authorized statistics and weakens the
dividing line between public and private information.

To add another layer of institutional complexity, these are not even the only three players in Korea’s open
data landscape. Other government agencies also shape policies that affect open data initiatives at the
national level. For example, the Personal Information Protection Commission is a powerful regulator in
charge of data security and privacy protection.'* This commission enforces Korean laws equivalent to the
Privacy Act in the United States, where privacy protection is self-regulated, whereas Korea has a national
control tower of privacy protection. Thus, the commission steps in when these three agencies involved
with open data overstep in ways that harm citizens’ privacy.

Meanwhile, the Presidential Committee on the Fourth Industrial Revolution designs and coordinates
Korea’s national digital policies.'* This committee deliberates on and then coordinates important policy
matters pertaining to the development and acquisition of new advances in science and technology,
including artificial intelligence (AI) and data technology, as well as new industries and services necessary
for Korean society to embrace the Fourth Industrial Revolution. The committee includes the Data
Special Subcommittee, which consists of experts and practitioners from related ministries, industries,
and academia. The Korea Data 119 Project, which strives to harvest and harness ideas from the private
sector, seeks to promote the opening, distribution, and utilization of data.” Figure 3 shows eleven tasks
and nine services conducted by a specific ministry or through collaboration between ministries. The three
aforementioned key institutions play especially important roles in these eleven tasks.
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Figure 3. Korea's Approach to Data-Driven Innovation
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Meanwhile, the Open Data Strategy Council, which is co-chaired by the prime minister and a data expert
from the private sector, designs the basic plans for opening public data and improves these plans to assure
better usage of public data.”! This council is a deliberative body that examines, coordinates, monitors,
and evaluates government decisions and the implementation of major open data policies and plans. The
MOIS formulates and refines the open data master plan, evaluates implementation, creates the relevant
infrastructure, and releases data. Participating organizations under the council play other specific roles. To

cite a few examples, the Open Data Center for Policy and Technical Support provides technical assistance



152 the chief open data officer in charge of providing

and acts as a hub and clearinghouse for open data,
public data leads open data efforts at all public organizations, and the Open Data Mediation Committee

handles disputes over public organizations’ refusal to share data or decisions to stop data sharing.'

Legal Conflicts

This diverse array of institutions must operate within a legal and regulatory framework that, unfortunately,

has some inherent conflicts and contradictions. Specifically, Korea’s data-related legal frameworks include

154 the Personal Information Protection Act,'” and

156

the Framework Act on Intelligent Informatization,
the Act on Promotion of the Provision and Use of Public Data.”® Reflecting a massive paradigm shift
powered by Al-driven societal changes, the Framework Act on Intelligent Informatization is a revised
version of the Act on Informatization, which has been a legal foundation of national informatization in

Korea since 1995.

Korea’s bureaucratic diversity has been replicated in these laws and regulations. For instance, the MSIT
is responsible for implementing the Framework Act on Intelligent Informatization, but the MOIS is
responsible for implementing the Act on Promotion of the Provision and Use of Public Data. This
regulatory diversity, in turn, has created confusion and potential conflicts. Yet no one law specifies which
government body or bodies have the jurisdiction to manage the data that the private sector generates.

The same is true when local governments become involved. For instance, Korea’s current law
on informatization requires all provincial and local governments to submit their basic plans for
informatization (including open data) to the head of the MOIS because this official formally controls the
local autonomy system in Korea, but the minister of the interior and safety must then provide these local
plans to the minister of science and information and communications technology (ICT).

As a result, these two ministers need to coordinate and collaborate. This can be a tall order, however,
because public data (under the MOIS) cannot be easily integrated with private data (under the MSIT)
since the two different ministries’ jurisdictions may functionally overlap but remain institutionally
divided. Invariably, then, these related laws can and do yield inevitable conflict among several
different ministries.

Legal Rhetoric on Data-Driven Administration

The Act on the Promotion of Data-based Administration legally and institutionally gave rise to data-related
processes, procedures, and resources.’ This formal support of data-driven administration highlights all
data-related government processes, including excavation, collection, processing, registration, and reuse of
data. The act stipulates that all Korean government agencies must designate a chief data officer and have
an organizational unit dedicated to data-driven administration. But the right people—those with relevant
expertise—are infrequently recruited for these jobs. A starting point of all data-driven administration is
making government data available to the public. Unfortunately, most government organizations, including
in Korea, find it easier to define a vision and write a plan than to substantively increase openness.
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Open public data is not the same as freedom of information requirements, although both necessarily
require that government officials be transparent. Open data must have tangible benefits (and not
necessarily financial ones) from further data use in industry, academia, mass media, and the public sector,
whereas freedom of information programs must satisfy citizens’ constitutional (unavoidably abstract and
symbolic) right to know certain information. Korea’s approach to data-driven administration tends to
tout the idea that the country is opening as much data as possible, but that is simply not sufficient. Such
rhetoric fails in practice because it does not provide well-defined criteria for success to guide the wide
variety of actors who use and leverage data.

Without clear goals, Koreas government will struggle, as many governments do, to work with
nongovernmental organizations. Government employees who deal with public data need to be able to
understand and explore the full range and richness of the data that different and diverse ministries capture.
In many countries, not just in Korea, it is wrongly thought that the success of open data initiatives
can be measured by simply counting the number of available data sets. Or else government-led open
dara initiatives showcase process flow charts and increased throughput instead of generating substantial
societal benefits. This has been a clear challenge in Korea, too, as many corporate data users complain
about the low value of open public data (due to its incompleteness, poor quality, lack of timeliness,
or limited significance). Even government employees do not have a substantial understanding of what
data-driven administration means and why it is important for the public sector, much less the country’s
corporate and academic sectors.

Institutions Lag Behind Technologies

A related problem is that Korean laws and institutions do not always reflect the scope and intensity of
technological change. Take, for instance, the Act on the Promotion of Data-based Administration, which
on the surface would seem to demonstrate institutional readiness for wide-ranging, technology-driven

158 Both the executive branch and the legislative branch of the Korean government have passed

changes.
several ambitious, innovative laws and regulations to this effect. Another is the Electronic Government
Act,” which was the first of its kind anywhere in the world. The Act on the Promotion of Smart City

10 the Framework Act on Intelligent Informatization, the Act on Promotion

Development and Industry,
of the Provision and Use of Public Data, and the Act on the Promotion of Data-based Administration
likewise aim to enable the societal changes and government innovation made possible by cutting-edge
technologies. Korean legislators recognize the need for frequent revisions to these laws as new opportunities
and challenges arise. For example, emerging technologies and new business models have shortened the
cycle for necessary legal revisions. The executive branch and the National Assembly have revised laws
quickly in response to emerging technologies. Interestingly, they aim to write proactive legislation, which

is designed to remain effective not just today but also in the near future and over the long term.

But future-proofing legislation amid the blistering pace of technological change is never easy. Legal
language, institutional culture, and organizational capacity do not always align. Well-designed legislation
and regulations need to be paired with adequate budgets and stafling to provide the flexibility needed to
adapt policy to new opportunities and challenges.



The trajectory of technological change and the policies that shape this arc are not preordained. Academics
(and not just scholars in fields related to ICT) and government practitioners know that technological
progress is not deterministic. They recognize that their actions can create new technological pathways,
though they likely cannot truly or fully grasp the complexities of theories that try to combine sociological
determinism and technological determinism or how those theories can guide their decisionmaking.
Given how difficult it is to accurately predict the pace and scope of the development of technologies
and relevant applications, much less their ultimate societal impact, public attitudes toward technology,
whether technology-fueled optimism or a technology-driven backlash, can have more influence than
rigorous analysis.

Over the last two decades, Korean legislation has had to be repeatedly and frequently updated to
reflect changing social attitudes toward digital technologies. Recent laws were inspired by technology-
based, hyper-powered optimism about open data. But because technologies have evolved faster than
governments, businesses, and societies, institutional design by necessity has been and will continue to be
modified frequently. While it is inevitable that some institutions will lag behind technologies, problems
are bound to arise when open data authorities fail to be flexible and future-minded enough to deal
effectively with the consequences of this lag.

A Bias Toward a Positive Regulatory System

Traditionally, Korea has featured a strong push for a positive regulatory system. Simply put, positive
regulation lists what actors can do, while a negative regulatory system describes what they cannot do
(a regulatory sandbox). The former enables interference, while the latter aims principally to prevent
interference. For the former, the government intervenes to force the market to do only the specific tasks
outlined in the regulation. In contrast, negative regulation imposes restrictions on the basis of law and
bans or punishes certain actions.

In Korea, when government agencies have confronted emerging technologies, their reaction has nearly
always been to establish positive regulations and thus to confine and bound the role and scope of the
market. After all, all regulations ultimately have two purposes: encouragement (and promotion) or
prevention (and prohibition). Data-related laws in Korea primarily seek to promote data-related industries
and economic sectors. However, Korean corporations tend to recognize that the government institutions
implementing and enforcing these regulations can matter as much as the words themselves. By means of
an illustration, if a single data set on an open data portal is to be more meaningful, the data set should
be aligned with other data, even data from the private sector. A firm may wish to use customer data from
other firms, but Korea’s legacy of positive regulation does not attempt to monitor and regulate the results
of using such integrated data (ex post regulation) but rather prospectively specifies who uses what data,
from which different sources, and for what purpose (ex ante regulation). The result often is undesirable
conditions for potential data users.
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Discretion in Institutional Interpretation

Koreas Act on Promotion of the Provision and Use of Public Data controls the data that all public
agencies have, but this does not mean the law is applied to each agency in the same manner.'' Indeed,
the nature of data and related processes (including data collection, storage, processing, analytics, and use)
may differ between agencies. This dynamic results in a significant difference in institutional discretion in
interpreting the act. For instance, while some Korean ministries are mostly focused on data stewardship,
others strive first and foremost to facilitate more extensive use of data. Even within the same ministry,
different bureaus can have different approaches to opening up data sets. Expectations from open data
and the further use of open data can differ among government organizations. Differences in institutional
interpretations also arise from asymmetries, which are common at the level of data access and in terms of
expertise between different parties (including industry peers, industry and government, peer government
bodies, and citizens and companies).

For example, defining what qualifies as personal data is not clear in some cases. Because of that, most
decisions have ended up with an overly broad definition of personal data. There are guidelines that define
a general strategy for the use of open data. But because these guidelines do not clearly specify what is
possible or conversely what is not allowed, there are discretionary decisions about what data should be
open and how this data should be shared. This leads to public confusion: external users of open data often
ask why this data is open in one ministry but not open in another ministry. The Korean government’s
bureaucracy has often showed that when tensions between data protection and data sharing arise, a
conservative stance commonly prevails.

Policy Governance Issues

These various institutional, legal, regulatory, and other features are key parts of Korea’s model for governing
open data. But a country’s bureaucracies, institutions, and laws are not the only relevant considerations
for assessing its stance on open data. Its approach to governance matters too, and this is equally true in
the case of Korea.

Cross-Government Policy Coordination

The leading agency tasked with managing public data (the MOIS) is different from that for managing
open data (the Open Data Strategy Council), and open data actually seems to mean activities for opening
up public data. An important definitional component of the open data concept is use by anyone for
any purpose, but too often Korean open data initiatives focus on being government-led efforts for the
public interest. To realize the full potential of open government data and to see visible, measurable, and
provable improvements, there needs to be a renewed focus on letting any party use data for any purpose
within reason.



To this end, Korean government agencies need policy coordination across their functional and
jurisdictional boundaries. Digital leadership at the national level entails collaboration among different
ministries and even with nongovernmental parties. In this sense, Korea needs a clearly identified and
strongly empowered coordinating body for open data policy.

A Missing Governing Body

Korea quite simply lacks a unitary national institution for data management and control, which, in
turn, makes it difficult to move and share data across sectors, domains, jurisdictions, and organizational
boundaries. To a casual observer, the lack of such a body makes the country’s open data management
system look fragmented, but the real problem is not a failure of institutional design but a failure of
national-level data policy governance: this is because in the Korean government structure, one agency
cannot impose policies on multiple ministries.

To remedy this problem, Korea has considered establishing a new ministry-level data agency, but the
performance of any such agency would invariably depend on the attitude (and cooperation) of other
existing ministries, which continue to resist this idea. An ongoing issue is who should manage the
relationships among ministries related to open data.

The Legacy of Korea's Public-Private Dichotomy

Historically, Koreas public and private sectors have been clearly distinguishable. As a result of that
legacy, the separation between public data and private data has been unnecessarily strict. A monumental
exception was the early response to the coronavirus pandemic. Contact tracing for confirmed cases
required the authorities to tap private data (such as telecommunications data and credit card data), which
are purely personal data and owned by corporations.'® But the successful use of this private data directly
and entirely supported the public interest in slowing the spread of COVID-19. The legacy of this sudden
shift in 2020 is that Korean government agencies, private corporations, and civil society organizations
have started to rethink the scope of open data and how it can be used.

Still, the dichotomy between public and private data is apparent in the world of open data. As a result,
both the MOIS and the MSIT take an integrated, society-wide view of public and private data, but
their respective jurisdictions reflect the legacy of Korean institutional design and governance practices
and history. What is more, this separation into public and private spheres under two different agencies
also impedes organizational and sectoral collaboration and erects barriers to generating new value from
data integration.

Big Data Crowds Out Statistics

Statistical data also factors significantly into Korea’s emerging open data regime because it plays a crucial
role in spurring economic growth, industrial development, and policy formation. With the emergence of
big data, the role of government-tallied statistical data is shrinking.
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In Korea, almost all of the government’s statistical data—whether at the national, provincial, or city
level—are open data. The authorized government data are validated by the national statistics office, but
this process inevitably takes time. As a result, many academics and researchers use open data from Google,
not official data from the Korean government. This raises the question of whether the big data compiled
from Google can be considered accurate and valid for such users.

The scope of open data obviously expands with new technologies. Authorized statistical data are still
important, but new sources of easily accessible open data are complementing and even supplanting ofhicial
statistical data. Government agencies, businesses, and researchers inevitably have to decide how much to
trust and rely on different sources of data and how to differentiate between reliable and unreliable sources.
Given this situation, integrative and collaborative governance should consider both statistical data and
nonstatistical data and how to combine and leverage both. Statistics Korea has a unique jurisdiction,
but the Korean government should consider restructuring it to make it a governing body for managing
open data.

Korea's Open Data Conundrum

But Korea’s biggest conundrum and challenge with open data is for the government, in shaping data
policy, to both protect sensitive data (such as personal information or data related to national security or
law enforcement) and make data available in useful formats for a wide range of applications. Different
nations provide different levels of data protection (for different reasons), yet they all face this conundrum.
Korea is no exception.

The Open Government Partnership encourages member countries to learn from one another’s open data
strategies and share their successes and failures.'®® One performance metric involves counting the number
of data sets that are open to the public via webpages, but that is not the only one. That metric merely
measures input, not output. What is needed for performance management of open data efforts, therefore,
is rigorous analysis of what is actually accomplished and how open data are used, for whom, and for what.
If useful data is not made available in useful ways, it will provide little value.

The Korean business sector has taken a particular interest in this issue, not least by questioning the value
of many of Seoul’s official open data initiatives. Korean data practitioners in the business sector often
complain that there are simply few data sets of value on the country’s open data portal, where many data
sets make it difficult to create new opportunities for industries, businesses, and academics. The data sets
in the government’s open data portal are composed of many smaller ones that could have been stitched
together, have many missing data points, and cannot easily be synced to match the formatting of others.
It is time for government bureaucrats to change their approach and their attitudes. They need to focus on
high-value, open public data and help market it to prospective users. This could help change the common

perception in Korea that open public data tend to be low-value data.'**



Potential business users and researchers, in particular, can help push government agencies to make more
open data available. If they wish to have access to truly meaningful data, they should make additional
efforts to file freedom of information requests. To some, this may seem like an unusual approach, but
open data initiatives and freedom of information legislation have a similar goal: more transparency and
more useful insights from government agencies.

Of course, freedom of information requires one to make requests by filling out a form. Requesting
information in this way is not like using a vending machine: there are various reasons, after all, that a
government agency can reject such requests. Or some pieces of requested information can be redacted
and masked with exemptions. It may be very hard to gain a perfect or complete data set in certain cases.
If the data is about internal government operations, agencies often do their best not to give the requested
information. But filing freedom of information requests not only makes more data available but can also
create political pressure and ultimately motivate government agencies to make more data available (even
without requiring time-consuming requests).

Korea needs a strong governing body that can juggle the tensions between the need to protect some data
with the need for more access to data. Currently, Korean government bodies lack incentives to facilitate
data use, and they worry about additional responsibilities, accountability, and criticism that might result
from releasing data. The country’s national governing body must be able to let all government agencies
recognize the social benefits and multidimensional effects that open data initiatives can produce.

Conflicting Priorities Across Organizations

The conflicting goals of data protection and data use are not only reflected throughout the Korean
government’s data policies: this disconnect also complicates decisionmaking within agencies. Within a
single ministry, different offices can have different priorities and different constituencies. For instance,
the Ministry of Health and Welfare, which manages huge amounts of valuable, healthcare-related data,
must juggle the need to support the further use of personal medical data and promote the healthcare data
sector (data use value) with the need to protect patients’ personal healthcare data (data stewardship value).
The ministry is not inherently in conflict with other agencies on the matter of data use, but it has internal
conflicts within its own four walls. One such conflict concerns who owns data related to diseases: Is it
the patients themselves? Or does it belong to hospitals and healthcare professionals? Or is it part of the
national healthcare system? Or could it even be all of the above? Who owns or controls healthcare data
depends on who creates the data, what contractual obligations they have, and what legal restrictions limit
its use—and that all affects what kind of value is generated from such information.

Poor Communication on Open Data

As of now, the Presidential Committee on the Fourth Industrial Revolution is in charge of national open
data policy in Korea, and it has to mediate among different stakeholders with a variety of viewpoints
on open data.'® The committee endeavors to listen to voices in data-related industries, but these voices
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reflect the interests of different sectors and can have very different priorities. Similarly, it can be hard for
individual government agencies to ensure effective communication and collaboration between firms that
need data and the offices that can provide it. And governments need to listen to and address the needs
and concerns of individual citizens, too.

For Korea, this means that designing good data policy will require deeper, more effective communication
between policy designers and all policy beneficiaries. Social media platforms and other interactive
communication channels tend to be more effective at expressing their needs to the government than
enterprises in traditional industries often are, but those communication channels can also provide
collaborative tools to enable other stakeholders to express their views.

Korea's Inactive Open Data Ecosystem

Data users, especially firms, often have a passive attitude toward open data. This attitude, in turn, reflects
a lack of investment, interest, and even imagination. The commercial data industry is not as highly

166

developed in Korea as it is in the United States.'*® So the government’s role will be critical for creating a

more favorable environment for the data industry and improving policies related to open data.

One challenge is that Korean firms and nonprofits need to be ready to find new data sources and extract
new value from such data. Unfortunately, most Korean firms have discovered very little of the potential
value from open government data, which is free and available from government agencies via the open data
portal. Open data is categorized into specific policy domains (by ministries, public agencies, and public
corporations) and government jurisdictions (by province and locality). But many users would prefer to
see data across industries, across ministries, and across jurisdictions, and the current focus of Korea’s
approach to open data is often little more than releasing the data that each public agency is willing to
publish. When a Korean government agency determines which data should be open, it too often does
not consider how to make sure the data can be used to create new value through the integration of data
from different ministries and other forms of nongovernmental data. The main actors in Korea’s open
data ecosystem are public agencies, who measure their progress by the number of data sets uploaded and
downloaded. Open data has simply not been thought of as an ecosystem of relationships among multiple
actors, one that touches and connects all sectors of society.

Korea's Organizational Capacity Challenges

Korea faces some pronounced issues of organizational capacity that it will need to remedy to maximize
the efforts of its open data ambitions.

Bureaucratic Dysfunction

Korea’s governance structure for open data is a barrier to making more public data available. Functional and
organizational inefficiencies in the country’s national data management keeps agencies from facilitating
open data projects. The rule of law is the foundation of democracy and good governance, and this is no



less true in Korea. But public officials in the country often abuse the principle either by highlighting
institutional measures for enforcing a law rather than the underlying spirit and intention behind the law
or by using outdated or vague regulations as an excuse for inaction.

Oftentimes, the rule of law is not the problem, per se. Instead, public officials misconstrue the
implementation of a law, especially when the law’s scope is restricted to a specific area and is in conflict
with broader government mandates to share data. Korean government agencies often forget the ultimate
purpose of policy (what the law originally purports to do). All organizations tend to strive to keep and
even broaden their turf. Thus, in Korea’s case, for example, different government bodies are responsible for
the implementation of different data-related acts: the MSIT is in charge of implementing the Framework
Act on Intelligent Informatization, the MOIS takes charge of implementing the Act on Promotion of
the Provision and Use of Public Data, and implementing the Statistics Act is basically a core function of

Statistics Korea.'¢”

Despite this parceling out of duties related to data governance, areas of overlap and duplication are
inevitable, and these areas are increasing. Although having one agency, one law, and thereby one mission
is the ideal, that is not the case in Korea today. When there is no agreement on who is responsible for
what, bureaucratic inertia and classic infighting results. In that sense, open data governance suffers from
the same bureaucratic problems that plague other government functions: a government office may try
to push some data-related work off its plate onto another office, or an office may try to seize control of
other data-related tasks away from another office. As a result, inefficiencies and missed opportunities
can arise from both governing hot spots (areas rife with overlapping administrative efforts by competing
ministries) and dead zones (areas without governing activity in which relevant offices try to avoid
getting involved).

A Siloed Work Culture

As in most governments, the traditional bureaucracy in Korea tends to be stovepiped, making it difficult
to horizontally share and integrate data and information. The central government’s ministries have
established, developed, and advanced their own systems, including information systems, databases, and
software systems. A better, more consolidated cross-agency system for data management and policy
development is badly needed.

The Korean bureaucracy holds ministerial data according to the legal rationale for which a respective
ministry exists. The rule-of-law principle in Korean public administration seems quite distorted or
abused because sometimes bureaucrats cannot think beyond the law itself. A prevalent issue among

7168 They do not consider the fundamental,

Korean public-sector employees is “inactive administration.
original purpose of a law, but rather use their discretionary interpretation of the law according to their
institutional preferences and what is convenient. The country’s bureaucracy was well-designed to address
issues and solve particular problems defined in the law. However, ordinary organizational behaviors look
very different from their design. Despite the necessity of cross-boundary data integration, it remains

challenging work that is often considered out of ministry personnel’s jurisdiction.
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Data integration requires all related organizations to be functionally connected, but the Korean system is
beset by barriers. Meanwhile, even as government agencies struggle to overcome structural impediments
to collaboration, data users are struggling to access meaningful information from publicly available open
data. This, too, is difficult because siloed Korean ministries, in turn, have created siloed data sets.

A critical issue, therefore, is not whether Korea has a national portal site for opening public data—indeed,
the country already has one—but rather how to make organizational silos actually open so that this data
can be meaningfully integrated.

Improving Organizational Capacity

Beyond fixing Korea’s bureaucracy, however, the country also needs to improve some of the organizational
obstacles that are impeding an open data regime. Job recruiters and headhunters complain about the
paucity of data experts in the country.'® And while Korea’s national government, much like its counterparts
everywhere, understands the importance of data expertise and assertively recruits such expertise for the
public sector, private sector organizations, including even high-profit firms in the tech sector, struggle
to find relevant professionals and practitioners in data-based fields. Both sectors, public and private, are
still struggling to do so. A shortage of people with the skill sets to deal with open data is a critical issue.
Indeed, Korean government offices at every level—central ministries, provinces, and localities alike—Ilag
behind the global leaders in data gathering, data storage, data analytics, and data use.'”® Furthermore,
local governments face an even more serious gap in organizational capacity than the national government,
while smart city initiatives increasingly highlight open data projects.

Korea will need to get more serious about this challenge if it wants to be a global leader in open data.
Despite the Act on the Promotion of Data-based Administration’s requirement that all Korean public
sector organizations designate a chief data officer, in most public organizations, that position is actually
concurrently assigned to someone who may hold another post and may not have the typical technical
expertise of a chief data officer. Dedicated data professionals are very rare in the Korean government,"”’

and well-paid data practitioners in the private sector are often reluctant to work for the public sector.

As a result, Korean public organizations have outsourced jobs related to informatization, technological
innovation, and more recently digital transformations (such as the adoption of Al, the use of big data
analytics, and the transition to cloud computing) to the private sector and academia. This public-sector
dependence on nongovernment parties is not automatically disadvantageous (since outsourcing does bring
advantages, including flexibility and nimbleness). But the ever-widening gap between the unchanging
bureaucratic core of the Korean government and innovative corporate expertise has put the country’s
public sector at a considerable disadvantage.

To bridge this gap, the Korean government has promoted an approach to governance premised on
collaboration among public and private actors. It has, for example, outsourced many service-delivery
tasks. But it has also sought to ensure that decisionmaking about the digital transformation is informed
by corporate experts, industry leaders, and academics.



Korea has some notable public-private partnerships of this type. That is why the country ranks high in
the United Nations” e-Government Readiness Index and the Organisation for Economic Co-operation
and Developments Digital Government Index."”> However, this intensifying gap between the data
expertise available to Korea’s public and private sectors is making the government fall behind in terms of
how effectively organizations integrate data across organizational boundaries and how they increase the
usability of open data for the public.

The outmoded recruitment and promotion practices of the Korean bureaucracy may be an enduring
impediment to open data unless countervailing steps are taken. The bureaucracy tends to hire most
government employees using a national open examination, which works better for recruiting generalists
than specialists. These generalists do specialize as they move along their career paths, but very few end
up with the industry-specific domain expertise that private-sector employees gradually acquire. Instead,
most Korean officials become adept at navigating the organizational intricacies of the government.
For instance, good public managers in one bureau could conceivably move to a director position in
another bureau.

Of course, Korea’s public-sector personnel management system is more sophisticated, varied, and flexible
than can be depicted in a few paragraphs. But this system poses a challenge to creating a truly world-class
open data regime for several reasons. First, data manager positions are often not filled with data experts
who possess expertise equivalent to data managers in the private sector. Second, the Korean government’s
generalist personnel culture encourages circulation between jobs to provide for more diverse experiences
and to avoid regulatory capture and corruption, so employees usually change roles every one or two years.
As a result, government employees in data-related posts also cannot hone their own expertise throughout
their career. Third, one of the most important motivations for Korean government employees is the
opportunity for promotions to higher managerial positions, which means they do not want to remain
merely data workers.'”?

One option would be for a single unit or team within a given agency to try to take charge of all data-
related work. But even that approach has advantages and drawbacks. One problem is that most employees
do not know all the different offices and people who could be involved in data-related work. Many data
sets in Korea’s open data portal do not capture various aspects of government operations and public
service delivery. And there are many cross-sectional open data sets that were not made with the long term
in mind. In most cases, periods of missing data result from poor organizational capacity, especially a lack
of good data sense. For example, sometimes government employees seem not to understand why certain
data should be provided to the public and who would potentially use it.

Learning From Korea's Struggles

This analysis has discussed more challenges than opportunities facing Korea in terms of open data
governance. But ironically, the discussion should not leave a negative impression of the future of open
data; rather, other countries can learn from Korea’s recent self-reflections about its trials and experiments.
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The Korean government is a key leader and coordinator of open data governance at the national level.
The inevitable lag of institutional readiness behind rapid technological change, organizational obstacles
stemming from bureaucratic inertia, and the gap between the legal code itself and actual implementation
are all evident in Korea’s efforts to improve its open data governance. All countries may have similar
concerns and challenges to some extent. An important lesson from the Korean experience is that open
government is vital to open data. But executing the vision is not easy precisely because government actors
that champion open data may not actually open their own data for the cause.

Open data should be considered a process, not an end in itself. As Korea’s experience shows, given the
pivotal role of national governments in open data, the rest of the world can learn from the pains Korea has
weathered and leverage that experience to craft a better governance system for open data policy.



What's Shaping India’'s Policy on
Cross-Border Data Flows?

SMRITI PARSHEERA

Introduction

A 2019 report by India’s Ministry of Electronics and Information Technology predicted that India could
have a $1 trillion digital economy by 2025."74 It also acknowledged that this growth potential could
only be realized if the country creates an enabling environment of policies, platforms, and partnerships
suited to the “borderless” character of the digital world, in which “capital, innovation, data, and design
capabilities flow . . . to countries that offer the fewest pain points.”””> But, despite these acknowledgments,
the report did not remark further on the relevance of cross-border data flows for meeting its
digital ambitions.

Yet the question of how to manage cross-border data flows is central to India’s digital future. After all,
it is a country that has reaped significant benefits from being digitally connected and following an open
market policy in this space, with the free flow of data being an integral part of that equation. But at the
same time, it is also a country that is increasingly grappling with the challenges posed by unchecked data
extraction, data monopolization, and barriers to lawful data access.

This dilemma has prompted a new wave of policy thinking, as reflected in debates on data governance and
digital regulation, that signals India’s ambition to transition from a user to a controller of digital markets.
India’s strategy of technological self-reliance combined with its frequent assertions of digital sovereignty

are also reflected in its approach to cross-border data flows.'”
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Over the last two decades, India has benefited immensely from open practices enabling free cross-border
data flows and the import and export of digital services. According to one study, digital trade generated
$35 billion in economic benefits for India in 2019, and that figure was projected to rise to $512 billion by
2030, an amount equivalent to 10 percent of the country’s projected gross domestic product (GDP) at that
point."”” At the same time, it is undeniable that the social and economic benefits of digital development
are not evenly distributed within societies, between private actors, and among countries. To give an
example, the revenues of six major U.S.-based technology companies in 2021 exceeded $1.4 trillion,'”
which is more than forty times the size of India’s estimated benefits from digital trade in 2019. The data
advantage that these large global players enjoy is a crucial component of their economic success.””” This
realization is coupled with the limitations of regulatory and law enforcement control over international
actors, concerns about privacy and security, and visions of supporting greater economic benefits for local
companies. The confluence of all these factors has propelled state actors, in India and globally, toward
more restrictive regimes on data flows.

A report by the Information Technology and Innovation Foundation recorded a recent surge in regulatory
requirements focused on data localization. These include directives that data be stored and/or processed
within a country’s territory, either on an exclusive basis or through the local mirroring of data that is
stored elsewhere. Whereas thirty-five countries had sixty-seven localization requirements in 2017, the
authors found that there were sixty-two countries with 144 data localization restrictions in 2021."%° The
report found that India has the second-highest number of such restrictions (behind China), including in
areas like financial services, the provision of cloud services to government agencies, telecom subscriber
data, company accounts, and public data.’® In addition to the measures already in force, a number
of localization proposals are in the pipeline, most notably under India’s proposed data protection law,
though this draft has been withdrawn for now.

The subject of cross-border data flows has also moved front and center in several international forums.
This includes attempts at building a shared plurilateral position on data flows under the Group of 20’s
(G20) Osaka Track and as part of the Joint Statement on Electronic Commerce initiated by a group of
countries at the World Trade Organization (WTO).'®? In addition to data flows for commercial purposes,
new arrangements to enable access to data for law enforcement are taking shape through mechanisms
like the Second Additional Protocol to the Budapest Convention on Cybercrime'®* and the United States’
Clarifying Lawful Overseas Use of Data Act.'® Further, 2 2019 United Nations (UN) resolution has paved
the way to developing a treaty for “countering the use of information and communications technologies

[ICT] for criminal purposes,” which will also cover issues of data access.'®

India’s presence in forums like the G20 and the Global Partnership on Artificial Intelligence gives it the
opportunity to be at the forefront of key international conversations on digital governance. Its position
on data flows, however, stands apart from those of the other G20 members, most of whom have chosen
to pursue international discussions on data flows under the Osaka Track.



India’s stated reasons for this difference revolve around its desire to maintain the space to formulate
domestic policies on issues of digital governance and an insistence on more inclusive and multilateral
decisionmaking. India’s position on data flows is also influenced by its roots in forums like the Group
of 77 (G77) and the BRICS coalition alongside Brazil, Russia, China, and South Africa that allow New
Delhi to represent developing and emerging world powers’ responses to the dominance of developed
nations, including on matters of technology. But interestingly, and unlike India, others including China
and Russia that also belong to the G77 or the BRICS have nevertheless opted to be a part of the Osaka
Track. This suggests that, although India routinely relies on its groupings with other developing and
emerging countries to assert its positions on issues of digital governance, such platforms may be more of
a place to anchor its positions rather than the strategic impetus that brought the country there.

This analysis traces the main instruments and arguments that are driving India’s position on cross-border
data flows with respect to domestic policies and international forums. It highlights how India’s unique
position in this debate is being shaped by a mix of evolving domestic priorities and the multiple identities
that the country straddles on the international stage.

The first section of this analysis outlines the actions and instruments shaping India’s current and proposed
restrictions on cross-border data flows. The second section presents an overview of the drivers of data
flow restrictions in India, as laid out in expert committee reports, regulatory directives, and other policy
documents. The third section widens the lens of analysis from a local perspective to a global one by
outlining the strategic and geopolitical dimensions of India’s participation in international conversations
on data flows. The next section then looks beyond the issue of commercial data transfers to focus on the
actions India has taken to facilitate law enforcement access to data through mechanisms like mutual legal
assistance treaties (MLATSs). The final section concludes with some suggested paths for reform.

India's Current and Proposed Restrictions on Data Flows

Numerous policy documents have articulated the role of data in India’s socioeconomic development.
This includes various forms of data, including personal and nonpersonal data, and data for various use
cases, ranging from government functions to commercial purposes. In general, these discussions focus
mainly on the benefits and risks of data processing and the need for regulatory or technical solutions to
strengthen India’s data infrastructure.

But references to cross-border data flows tend to be rarer and are usually limited to proposed limitations
on such flows, including in the form of localization norms. In this process, the real but invisible role of
cross-border data flows in the success of India’s digital economy tends to be overshadowed by the equally
real challenges posed by unhindered data flows, particularly for regulatory and law enforcement purposes.
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For instance, the Indian Economic Survey of 2018-2019 dedicated a chapter to discussing the many
benefits of data for policymaking, welfare delivery, and product innovation.'® It noted that these benefits
are spurred largely by the decreasing marginal costs of gathering, storing, processing, and disseminating
data. However, the chapter made no specific reference to the current market realities of cross-border
data flows and the role they play in lowering the marginal costs of data storage and processing. Recent
policy conversations—informed by the findings of the Gopalakrishnan Committee, which was set up
by the Indian government in 2019 to develop the regulatory structure for nonpersonal data—follow a
similar trend.'®’

The committee’s report speaks at length about the public benefits that can come from unlocking access
to nonpersonal data (meaning information that is not personally identifiable, including anonymized
personal data) and suggests a new regulatory structure to enable data access by government agencies and
organizations registered in India. While discussing the process of value creation from data, the committee
did not account for the role that cross-border flows have historically played and continue to play. Their
treatment of the international character of data focused only on the data pools held by large multinational
corporations and the resulting market dominance they hold.

The issue of cross-border flows has been more central in ongoing discussions on the regulation of
personal data. A draft piece of legislation called the Personal Data Protection Bill, 2019, was introduced
in the Indian parliament in December of that year, and a further modified version of the bill—the Data
Protection Bill, 2021 (DP Bill)—containing the recommendations of a joint parliamentary committee
was submitted in 2021, though the bill was subsequently withdrawn (see below). The bill contained
several restrictions on cross-border flows, proposals that originated from the recommendations made
by the Committee of Experts Under the Chairmanship of Justice B.N. Srikrishna (or the Srikrishna
Committee), which prepared the first draft of the bill in 2018."® In August 2022, India’s minister of
electronics and information technology announced the decision to withdraw the pending bill.'®
It is supposed to be replaced by a new draft, details of which are not yet publicly available, in the
coming months.'”

The Srikrishna Committee emphatically recognized that the “fHow of data across borders is essential for
a free and fair digital economy.”””" But the committee also noted that data flows cannot be seen as an
“unadulterated good” as unchecked data transfers can generate substantial harm to individual privacy.
The committee accordingly went on to suggest expansive restrictions on data flows, which included a
requirement to maintain a live mirrored copy of all personal data in Indian territory. While the scope
of the restrictions suggested by the Srikrishna Committee was curtailed in subsequent drafts of the
bill, the implications of localization simultaneously evolved in light of other changes in the legislation.
This includes the possibility of granting broad exemptions to select government agencies, such as law
enforcement bodies, from “all or any” of the provisions of the draft law and the requirements relating to
mandatory sharing of nonpersonal data.'*?

The Srikrishna Committee’s report cast the spotlight on data localization. The body of work that has

emerged since then includes studies examining the motivations and policy processes behind localization,'*

194

‘hose questioning the framing of the debate in terms of economic value,'* and attempts at quantifying



the effects of localization.” Alongside this work, researchers have also examined the barriers and
challenges of cross-border data access specifically in the context of law enforcement and the U.S.-India
trade relationship.’® Building on this background, it is important to consider India’s internal moves and
international positions on cross-border data flows both for law enforcement and commercial purposes.

Table 1 at the end of the chapter summarizes India’s restrictions on cross-border data flows as seen in
various policy instruments and recommendations. It displays the type of data that is covered, the nature
of the restriction, and the agency responsible for suggesting or implementing it.

Table 1 shows that India’s current restrictions on data flows can be grouped into four sectors or categories
of data: data pertaining to financial services, data of telecommunications and broadcasting subscribers,
corporate and compliance data, and government data. In addition, there are some cross-sectoral
requirements, such as those pertaining to keeping logs of all ICT systems in India for 180 days and other
policy proposals containing local storage and/or processing requirements for specific types of data.'”” The
proposals related to the regulation of personal and nonpersonal data stand out among them, in terms
of the omnibus cross-sectoral nature of the proposed laws and the range of entities and individuals that

would be affected.

However, the history of the localization debate in India indicates that not all proposals may translate into
actual restrictions, at least not in the form originally proposed. As noted earlier, this has been the case
with the localization recommendations in the DP Bill, which have gone through several iterations since
the proposal was first raised by the Srikrishna Committee. Table 1 references two other examples from the
healthcare and e-commerce sectors—the proposal for a Digital Information Security in Healthcare Act
and the Draft National e-Commerce Policy—where it appears that the relevant agencies have decided not
to act on these proposals for now.'”® Yet it may be that the pursuit of localization has not been abandoned
in these cases but only delayed with the expectation that the impending governance proposals on personal
and nonpersonal data will take care of these interests. There are also other examples where the issue of
local data storage came up for discussion but did not materialize as a concrete proposal, such as in the case

of the National Telecom M2M Roadmap.'”’

The Drivers of India‘s Position on Cross-Border Data Flows

In previous work co-authored with Rishab Bailey, this author noted that the arguments for and against
cross-border data flows (or data localization more specifically) can be divided into three main categories:
“civil liberties,” “government functions,” and an “economic perspective.”® It is important, therefore, to
describe each of these perspectives, placing them in the context of the arguments invoked in the policy
instruments discussed in table 1.

This discussion needs to be prefaced with two overarching observations. First, these three categories are
not mutually exclusive. On the contrary, they tend to be fluid and interconnected in the sense that the
same action may have consequences that fall under more than one category. For instance, while the logic
of data localization for easier law enforcement access is categorized under the government functions
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category, this consideration is also intrinsically linked to civil liberties. Accordingly, policy documents
often invoke more than one perspective for the same action and may also call for the balancing of different
interests. For instance, India’s draft National Geospatial Policy notes that the sensitivity of geospatial data
has to be judged by weighing the security or strategic considerations against the potential contribution to
the country’s socioeconomic development.?!

Second, different stakeholders in the ecosystem tend to selectively rely on the perspectives that are most
compatible with their commercial or ideological positions. Researchers at the Centre for Internet and
Society mapped some of these broad trends based on their analysis of publicly available responses to the
draft personal data bill put out by the Srikrishna Committee in 2018.2°2 They found that, while most civil
society groups opposed the blanket data localization norms, some academic and civil society actors saw
them “as a remedy for ‘data colonialism’ by Western companies and governments.”*” Industry players and
associations also expressed differing positions. Foreign companies like Google and Facebook were opposed
to localization on the grounds of trade restrictions and compliance costs, while players like Reliance,
PhonePe, and Paytm supported the move for furthering data sovereignty and the security of financial
services.”* Similarly, the views of different departments and agencies within the Indian government are
shaped by their respective organizational priorities. Most of these differences in viewpoints are captured
in the discussions that follow, though they are not necessarily disaggregated by stakeholder group.

Civil Liberties Perspective

The civil liberties perspective captures the link between data flows and personal liberty, autonomy,
privacy and security, and the freedom of speech and expression. This is why regulations on cross-border
flows often find a place in data privacy laws to ensure that the transfer of data from one jurisdiction to
another does not diminish the protections guaranteed under domestic laws. In this respect, the Srikrishna
Committee reasoned that a harmonious balance of mechanisms should be established for the protection of
transferred data. This includes a mechanism for determining the adequacy of the transferee jurisdiction’s

laws, standard contractual clauses, and consent of the affected individuals.?®

The fact that conditional transfers under the (since-withdrawn) DP Bill were supplemented by mandatory
localization requirements, however, merits closer scrutiny from a civil liberties perspective. Autonomy,
which is an important facet of privacy, demands that individuals should be empowered to make informed,
independent decisions about the treatment of their personal data, including contractual decisions
about the manner and location of data storage. But the Indian Supreme Court, while recognizing the
fundamental right to privacy, clarified that the right remains subject to various reasonable restrictions. It
can be overridden by the state for the pursuit of a legitimate aim that is backed by law and that satisfies the
test of proportionality as laid down in Justice K. S. Puttaswamy v. Union of India, a 2018 Supreme Court
judgment that upheld the constitutional right to privacy in India.?* This case came up in the context of
a challenge to the constitutional validity of India’s biometric digital identity project, Aadhaar. Since then,
the Puttaswamy tests of legality, legitimate aim, and proportionality have been applied by courts in several
contexts.””” Future courts may also be called upon to examine if the localization norms that India finally
adopts would satisty the Puttaswamy tests.



One component of such analysis should include assessing whether localization is the least intrusive means
of achieving the state’s legitimate social, economic, and strategic goals. This involves the balancing of
multiple interests, including the impact on domestic and foreign surveillance. Easier access to data for
domestic law enforcement agencies is one of the main goals of localization from the state’s perspective. Yet
localization without surveillance reforms would tilt the balance too far in favor of state access and against
privacy rights. As discussed later, India’s current laws allow domestic intelligence and law enforcement
agencies fairly unfettered data access. The DP Bill’s proposals on compelling certain categories of data to
be stored or mirrored on Indian servers coupled with the exemptions suggested for state agencies would
make data access even easier without corresponding safeguards for individuals.

Equally, the impact of localization on other freedoms, particularly the freedom of speech and expression,
also needs to be considered. While the link between localization and free speech may not seem as apparent
as in the case of privacy, localization can become a potent tool of censorship in the hands of the state.208
For instance, the Ministry of Information and Broadcasting recently announced the blocking of twenty-
two YouTube channels under the new Intermediaries Guidelines Rules, 2021, on the grounds that they
were spreading disinformation related to India.””” Data localization combined with existing tools of
censorship would only increase the likelihood of voluntary or forced adherence to such demands by
regulated entities.*'

Restricting foreign surveillance is another stated goal of data localization. In 2014, India’s National
Security Council suggested that “all email service providers” should be required “to host servers for
their India operations in India.”*'"! This came up soon after the leaks by former U.S. contractor Edward
Snowden brought to light the extent of foreign surveillance being carried out by the U.S. government
and a few other states. While recognizing this as an important objective, the Srikrishna Committee also
acknowledged that complete isolation from the internet in hopes of preventing foreign surveillance or
meeting other security goals is not a feasible path for India.*'* The committee, therefore, used the threat
of foreign surveillance as the basis for recommending the exclusive local processing (and storage) of a
narrower set of information deemed to be critical data, a term left for the government to define.

Some of the other instruments and proposals discussed in table 1 also refer to privacy and security-related
considerations. For instance, the Reserve Bank of India’s Statement on Developmental and Regulatory
Policies, which first announced the payments localization decision, spoke of maintaining the “safety and
security of payment systems data . . . to reduce the risks from data breaches.”"® The Reserve Bank of
India’s local storage requirement for video know-your-customer data, which involves sensitive biometric

information, also stems from the need to store data safely and securely.*'*

Even the Gopalakrishnan
Committee on nonpersonal data relies on the sensitivity of the underlying personal data as its basis for
suggesting similar localization norms for nonpersonal data.?’® But an overall reading of the report makes it
clear that the committee’s recommendations focus primarily on the economic and strategic value of data

with privacy featuring more as a collateral concern.

FEIGENBAUM and NELSON, editors

55

DATA GOVERNANCE, ASIAN ALTERNATIVES



56

Government Functions Perspective

Three types of arguments are generally presented for restricting cross-border data flows to help the
government perform its core functions. These are access to data for regulatory and law enforcement
purposes, the preservation of national security interests, and data for informed policymaking.

The delays in accessing data stored in other countries for investigations and other law enforcement
purposes features as a prominent justification for data localization in the Srikrishna Committee’s report
and that of the joint parliamentary committee.?'® Several of the sector-specific restrictions also focus on
the need for data access to enable regulatory and supervisory monitoring. This is the case with the Reserve
Bank of India’s payment localization directive, which calls for “unfettered supervisory access” to data
to “ensure better monitoring,”*"” and the Insurance Regulatory and Development Authority of India’s
localization mandate for policyholders” data in the name of regulatory access.?'® Another example is the
Indian Computer Emergency Response Team’s (CERT-In) mandate that certain organizations “enable
logs of all their ICT systems and maintain them securely for a rolling period of 180 days” with the same
records maintained within India’s jurisdiction.*"’

The preservation of national security is another important justification in many of the Indian government’s
policy instruments. The Srikrishna Committee raised the issue of safeguarding the country’s critical data
from potential disruptions to the country’s internet infrastructure, such as an attack on an undersea
cable.”® Beyond data protection, the localization mandate in some other instruments also stems from
a national or systemic security perspective. For example, the localization provision in telecoms licenses
“appears under the chapter on security . . . conditions, alongside other requirements relating to” national
security and the public interest.??! This suggests that the rationale for the restriction stems not just from
the protection of subscribers’ data but its broader implications for security interests. Similarly, the advisory
issued by the CERT-In on the use of software as a service, which has been endorsed by the Securities and
Exchange Board of India, aims to address the overall resilience of the financial sector’s infrastructure to

cyber attacks.**

Lastly, policy documentslike the National Data Sharingand Accessibility Policy?*? and the recommendations
on nonpersonal data by the Gopalakrishnan Committee mention the importance of data access for
more informed decisionmaking by government agencies and the conducting of sovereign functions.?**
These documents do not draw a specific link between these objectives and data localization. Yet their
mention of localization requirements suggests that it is seen as part of a general toolkit to achieve the
policy’s objectives.

Economics Perspective

The ability to extract the economic value of data that is generated in India factors prominently in data
governance debates in the country. This is particularly true in the case of nonpersonal data, for which the
committee’s recommendations are premised on a need to correct the imbalance that enables large digital
businesses to reap outsized economic benefits from their control over data.”” In the case of personal



data, too, both the Srikrishna Committee and the joint parliamentary committee have highlighted
the economic value of data in terms of spurring local innovation, creating employment opportunities,
attracting investments, and strengthening India’s domestic data center infrastructure.””® However, while
making these assertions, the reports do not seem to go the full distance in terms of demonstrating how
data localization presents a logical path toward meeting each of these ends.

The claim about generating employment opportunities is precisely an example of the failure to demonstrate
this link. The joint parliamentary committee’s report points to the benefits of localization based on
employment generation in the cloud storage market and the surrounding ecosystem. According to a table
in the report, which is based on submissions to the committee, approximately 2,669 direct, indirect,
and induced jobs can be expected to be created in India from the operation of large data centers to be
established there by four leading companies—Amazon, Microsoft, Facebook, and Google.?”” While this
is not an insignificant number, and although this figure is supported by other studies of job creation on
account of data centers, it is still a modest figure given the size of the Indian labor market. It is estimated
that the Indian IT sector alone accounts for about 5 million direct jobs.*?® The job estimates, therefore,
do not demonstrate a strong case for mandatory localization on this basis.

The link between mandatory localization and data availability for boosting local innovation in artificial
intelligence (Al) also merits closer scrutiny. Many have argued that the mere storage of data in India
would not automatically make it accessible to researchers and businesses in the country.”” Yet recent
developments suggest that the state may use other tools like regulations on nonpersonal data to compel
data sharing by private entities. The DP Bill proposed that India’s central government would have the power
to call upon any data fiduciary or data processor to provide any nonpersonal data for “better targeting of
delivery of services or formulation of evidence-based policies.”® The Gopalakrishnan Committee goes
a step further in terms of broadening the purposes of such data requests and the entities that may make
such requests. For instance, it would enable any organization registered in India to seek anonymized data
about the sale of food items on an e-commerce platform or the starting time and duration of cab rides for
research and innovation for the public good.”' But even if such requirements were to come into effect,
local storage of the data is not a prerequisite for operationalizing data sharing. Moreover, the current draft
of the proposals does not compel data sharing for business and commercial uses.

Economic Impact of Local Data Storage

To be clear, these caveats are not meant to suggest that the creation of local data storage infrastructure
would 7ot yield economic benefits. In fact, a 2018 report commissioned by Facebook offers evidence to
the contrary. According to the report, Facebook’s four data centers “contributed a cumulative $5.8 billion
in ... [GDP] to the U.S. economy” between 2010 and 2016, an amount which translates to “$835
million per year.”*** A large portion of this amount (82 percent) was on account of the upfront capital
investments for the construction of the data centers.”*® This supports the hypothesis that having data
centers located in one’s country generates significant economic benefits. The presence of such data centers
may also generate efficiencies for local users of cloud services in the form of improved latency, meaning
reduced time for the movement of data packets from source to destination.?**
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However, a distinction can be drawn here between situations where data centers emerge organically
(influenced by geographic, economic, infrastructural, and political factors)*> and scenarios in which
this decision is coerced through restrictions on cross-border data flows. The latter scenario would yield
an independent set of consequences in terms of compliance costs for businesses and costs for the overall
economy that need to be factored into an assessment of the economic effects. For instance, stakeholders
have noted that localization may deter some companies, particularly smaller businesses, from having a
presence in India. Such requirements could also create barriers for local Indian entrepreneurs that rely
on tools offered by other companies, which may not be in a position to rapidly satisfy these localization
requirements.”*® In addition, the country’s contribution to normalizing policies on data localization will
also bear cost and compliance consequences for its own entrepreneurs and businesses operating abroad.
Policy documents that propose localization have, however, either ignored the possibility of negative effects
on digital trade or dismissed the concern as being one of compliance costs, which will be trumped by
“the size and potential of the Indian market.”?” But a granular estimation of the costs and benefits of
localization and an evaluation of alternative, less intrusive options has been largely missing from Indian
policy discourse.**

Some research studies have tried to fill this gap by modeling how restrictions on data flows would affect
India’s trade prospects. For instance, researchers at the Indian Council for Research on International
Economic Relations used “international internet bandwidth as a proxy for cross-border data flows” to
estimate that a “1 percent decline in cross-border data flows [would] reduce [India’s] volume of trade by
$696.7 million.”? In another study, Carnegie India’s Anirudh Burman and Upasana Sharma deployed
a multicriteria decisionmaking methodology to evaluate the suitability of different localization measures
in the Indian context. They found that a requirement of local data storage coupled with the ability to
process data globally “best meets the objectives of promoting economic growth.”?* However, the nature
and extent of such benefits needs to be weighed against the overall costs of restricting cross-border data
flows, which includes the social costs in terms of civil liberties.

Finally, many commentators have pointed to the disconnect between Indias data center readiness
and its ambitions for data localization, which is contingent upon the availability of the underlying
infrastructure. The state of India’s data center infrastructure has begun to change, however, with a surge
in announcements of data center projects over the last few years.**! A part of this can be attributed to the
threat of localization in various policy documents, which can be viewed as a type of tactical bargaining
strategy by policymakers. Companies might be strengthening their local data infrastructure to ward off
the threat of mandatory localization or, in some cases, to be better equipped to reap the economic gains
from it. But these developments are also accompanied by a more serious focus in government policies on
promoting data centers. In 2020, the Ministry of Electronics and Information Technology introduced a
draft National Policy on Data Centers that identified five strategies for growth in the sector. This included
suggestions for improving the ease of doing business and creating a favorable ecosystem by focusing on
the electricity supply and backhaul connectivity.*** While the final policy has yet to be announced, earlier
this year the Indian government announced the granting of infrastructure status to data centers, which
will provide a boost to credit availability for the sector.



The Geopolitics of India’s Stance in International Discussions

In addition to the three domestically focused perspectives discussed in the previous section, India also
holds a distinct strategic viewpoint on cross-border data flows. This position is reflected in the country’s
reservations about unhindered data flows that may jeopardize its domestic interests and an aversion to
plurilateral arrangements that do not adequately reflect the voices and priorities of the developing world,
a long-standing, central theme of India’s foreign policy.

Globally, there are at least two major initiatives underway related to the free flow of data for commercial
and business purposes. The first is the Osaka Track, which advocates data free flow with trust (DFFT), an
initiative championed by former Japanese prime minister Abe Shinzo aimed at building an international
arrangement on cross-border flows to foster innovation and economic growth.244 The second is the
WTQO’s Joint Statement on Electronic Commerce, which includes the free flow of data.

Japan originally proposed the concept of DFFT at the World Economic Forum and later incorporated it
into the declaration made by the G20 leaders in Osaka, Japan, in 2019. The declaration recognized the
critical role of data as “an enabler of economic growth, development, and social well-being,” highlighting
both the benefits of cross-border flows and the challenges posed by them.245 In another meeting held
on the sidelines of the G20 meeting, a majority of the members (nearly all of them—including China—
with the exceptions of India, Indonesia, and South Africa) opted for the Osaka Track of discussions.246
This represented a commitment by the signatories to participate in “international policy discussions for

harnessing the full potential of data.”*"

According to official statements, India has at least three main concerns with the Osaka Track. These
include concerns about the country’s ability to retain the freedom to make its own independent domestic
policy decisions on digital trade and data, particularly on data protection and e-commerce; a lack of clarity
around the concept of DFFT and the disconnect between uninhibited data flows and India’s concerns of
data access; and insufficient regard for the interests of developing countries in terms of equitable access to
data and use of “data for development.”**® The last point connects with India’s general stance on favoring
a multilateral consensus on key digital trade issues, with equal representation for developing countries,

instead of having these discussions in plurilateral forums.**

The Osaka Track signatories also affirmed their support for the Joint Statement on Electronic Commerce
initiated at the WTO meeting held in Davos in 2019. With this statement, seventy-six member countries,
a number that has now grown to eighty-six, declared that they intended to hold “WTO negotiations
on trade-related aspects of e-commerce.”° India remains fundamentally opposed to these negotiations,
which it regards as a way of circumventing the principles of multilateralism and consensus-based
decisionmaking.”' New Delhi also believes that the current proposals on e-commerce would freeze an
existing, unlevel playing field in favor of a few countries with globally dominant players.** According to a
joint statement released by India and South Africa, a negotiation process on e-commerce should either be
approved by consensus or take the form of bilateral or plurilateral trade agreements outside the WTO.?*
One of India’s former ministers of commerce and industry has noted that this position also aligns with
the views of other members of the African Group.?**
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Similar views have also surfaced in other venues that India participates in. In an informal BRICS
meeting held in 2019, the members afhirmed their commitment to safeguarding the role of data for
development and reiterated the place of the WTO as the appropriate forum for such work.”> India is
also a member of the G77, a body that leverages the joint negotiating capacity of developing countries to
pursue common economic interests.”® The group’s focus on inclusive and sustainable development has
in the past led it to call out the substantial digital divides and data inequalities that exist in the current
international system.*’

Compared to its strong stance on e-commerce at the WTO, India has been more open to debating issues

of cross-border data flows in bilateral and regional trade agreements.**®

In early 2022, India entered into
a comprehensive economic partnership agreement with the United Arab Emirates (UAE), an agreement
that has a chapter dedicated to digital trade. This includes a provision on cross-border data flows, which

reads as follows:

The Parties recognise the importance of the flow of information in facilitating trade, and
acknowledge the importance of protecting personal data. As such, the Parties shall endeavour
to promote electronic information flows across borders subject to their laws and regulatory

frameworks.?*®

India’s willingness to endorse this text can be attributed to at least three factors: the limits of its language
(which only requires attempts to promote free data flows), the inclusion of a clear exception for domestic
laws, and the fact that this chapter was not included within the scope of the agreement’s dispute settlement
provisions.”® More recently, India also agreed to negotiate a digital trade chapter with Australia pursuant
to the Australia-India Economic Cooperation and Trade Agreement that the two countries signed.*' The
negotiations on cross-border data flows will be particularly interesting given that Australia is one of the
three countries leading the discussions on the Joint Initiative on Electronic Commerce.?*

On the regional partnership front, despite reservations about the free data flow provision in the Regional
Comprehensive Economic Partnership, India continued to participate in those negotiations.”®® While it
ultimately did not sign the agreement, this decision was made primarily on account of tariff issues. The

reasons the Indian government offered for its walkout did not include a reference to data flows.**

As things stand, India seems unlikely to support the WTO’s Joint Initiative on Electronic Commerce
though New Delhi appears to be more amenable to free flow discussions in bilateral and strategic
partnerships. Further, the ofhcial statement made by the Indian minister of commerce after the Osaka
G20 meeting noted that India did not join the track because its reservations were not accommodated.
This does not, in theory, rule out future participation by India if the Osaka Track or a derivative of it
evolves in a manner that can address some of New Delhi’s key concerns about clarity on the meaning
of DFFT, reserving domestic policy space, and acknowledging the role of data for development. India’s
2023 stint holding the G20 presidency, during which it proposes to highlight the “issues and concerns

of developing countries and emerging market economies,”*®

presents an opportunity to move in that
direction although the intertwining between the Osaka Track and the Joint Statement on Electronic

Commerce will remain problematic for India.



Challenges With Law Enforcement’s Data Access

As more and more Indians use mobile phones and digital services, electronic evidence has become vital
in many cases involving law enforcement. But India faces an odd dichotomy on the issue of data access
for law enforcement. On the one hand, the current legal framework allows Indian intelligence and law
enforcement agencies fairly broad powers of data access without adequate oversight and accountability.*¢
This includes a general authorization in the country’s criminal code for a police officer to call for any
document or information required for investigating an offense.”*” A slightly higher degree of protection is
provided in cases of intercepted communications, but in such instances, too, access for law enforcement

is possible without prior or subsequent judicial review, transparency, or independent oversight.?®®

On the other hand, despite the overreaching powers available to Indian law enforcement agencies, data
requests are sometimes not fulfilled due to the cross-border character of how data are processed and stored
on the internet. The ability of law enforcement agencies to access data is shaped by a mix of factors. These
include the laws of the country requesting data access (in this case, India), the business entity’s home
laws, and the rules applicable to the place(s) where the data are stored.”® A statistic that often comes
up is that eight of the top ten websites in India (in terms of web traffic) are U.S.-based sites that store
and process large amounts of their data outside India.”® This makes U.S. policies on data access, such
as restrictions on third-party access to stored communications records, particularly relevant for India.
In addition, access is also contingent on the nature of the data involved. For instance, basic subscriber
information is generally easier to access than content data. Further, the technical design of end-to-end
encrypted data, which is coded in a manner that can be deciphered only by the senders and receivers of
the messages, makes it harder to access, even if the data were available locally.

Indian policymakers and law enforcement agencies have made various attempts to overcome frictions in
seeking data access. Examples include the proposed carveouts for law enforcement and other government
agencies under Sections 35 and 36 of the withdrawn DP Bill, the requirement placed on “social
media intermediaries to trace the originator of a message or post if required by a court or competent
authority,””' and a centralized monitoring system that gives authorized state agencies unhindered
access to the information that flows through communication networks in India.””* The centralized
monitoring system, brought into effect through licensing conditions imposed on telecommunication
service providers, requires those entities to connect their servers with the regional monitoring centers
of the central system. Using this system, law enforcement agencies can directly carry out interception
activities, subject to following the relevant processes under Indian law but without any involvement by
the service providers.”? Each of these initiatives poses significant concerns from a privacy and civil liberties
perspective, leading to impending challenges before various courts to the legality and proportionality of

some of these measures.”*

This research builds on the author’s previous work co-authored with Prateek Jha to focus only on
actions targeted specifically at improving cross-border access by law enforcement.””> At present, Indian
law enforcement agencies have two main routes for seeking data that is stored abroad. The first is to
directly approach the entity that holds the data in question by following processes enacted by different
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companies for this purpose. For instance, Facebook (now Meta) reported that it received 40,300 user data
requests from India between July and December 2020. The company provided some data in 52 percent of
these cases.”*

If the authorities fail to obtain the required information through this route or a direct request is otherwise
not feasible, they can also send a formal request to the country that exercises jurisdiction over the data or
the entity concerned. This can be done through cooperative mechanisms established under mutual legal
assistance treaties (MLATs) or under a letters rogatory process, a formal request for assistance issued by an
Indian court to a foreign court.”’” India currently has MLATs with forty-two countries.”’® A recent Indian
parliamentary committee report revealed that, in 2021, India had 845 requests pending with various
countries under these two processes.””” Over 50 percent of these pending requests were with the United

States, the UAE, the UK, Switzerland, Singapore, and Hong Kong.**

Several research studies and news reports have highlighted complexities and delays in the MLAT process.
According to a 2015 Economic Times article, an internal survey by India’s Central Bureau of Investigation
found that on average an MLAT request took about forty months to be fulfilled.?®' However, the
submissions made by various government ministries before the Parliamentary Committee on External
Affairs curiously did not highlight MLAT delays as a particularly major concern. While the committee
itself raised the alarm about the 845 pending requests, its report does not contain any details about how
long these requests had been pending or the reasons for these delays.”® The committee directed the
Ministry of External Affairs to constitute a task force to look into the matter.

The relevant academic literature suggests that such requests can lead to delayed responses or refusals not
only due to lengthy procedures in the corresponding country but also due to incomplete or poorly drafted
requests. Furthermore, such requests may also tend to prompt refusals if they are raised on matters that do
not qualify for such assistance, such as de minimis requests, which are deemed trivial or disproportionate

in nature.?®?

Actions taken to improve the MLAT process include joint efforts at training and capacity building,
including collaboration between India’s Central Bureau of Investigation and the U.S. Federal Bureau
of Investigation.”®* In 2019, India’s Ministry of Home Affairs also revised its comprehensive guidelines
on this issue laying down step-by-step procedures and the recommended form and content of such
information requests.”® Moreover, as discussed in the previous section, both the Srikrishna Committee
and the joint parliamentary committee identified faster data access for law enforcement agencies as
grounds for supporting data localization. Commentators, however, have questioned the use of localization
as a solution to this problem, as local storage would neither override conflict-of-laws problems, including
restrictions on data sharing imposed by a multinational corporation’s home jurisdiction, nor enable access

to encrypted data.?®

Further, when seeking alternatives to promote data access for law enforcement, there is a need to look
to international instruments like the Budapest Convention, which gives member states the option of
direct access to data under certain circumstances. India is not a signatory to the Budapest Convention,



“which is the only binding international instrument” on cybersecurity at present.?®” The reason for India’s
position is that New Delhi regards the Budapest Convention as a regional European initiative that is
not sufficiently broad-based to be internationally acceptable.?®® This stance led India to support a 2019
UN General Assembly resolution introduced by Russia to work toward an international convention
on countering the use of ICT for criminal purposes. This initiative, however, has been criticized for its
failure to balance the interests of law enforcement and respect for fundamental human rights, a balance
that many argue is better achieved under the Budapest Convention.”® Besides concerns about the proper
balancing of such interests, progress on this resolution could also be negatively affected by the crisis
created due to Russia’s invasion of Ukraine.

The report of the Parliamentary Committee on External Affairs chaired by P. P. Malhotra, the same member
of parliament who chaired the joint parliamentary committee on data protection, made some interesting
observations on this issue. Without specifically naming the Budapest Convention, the committee urged
the Indian government to “secure the cooperation of countries with established multilateral and regional
instruments of cooperation on cyber security protocols.”*° The committee also observed that, rather than
pushing for localization “which is proving to be impossible in [the] near future,” the government should
strengthen its cybersecurity laws and capabilities for now and then gradually proceed in the direction of
data localization as a means of addressing power asymmetries in cyberspace.”! In its submissions to the
committee, the Ministry of External Affairs noted that the government would examine the Budapest
Convention more closely after deliberations on the DP Bill conclude.”*> With the withdrawal of the DP
Bill, such an examination is likely to be further delayed.

Three main observations can be drawn from these discussions. First, the issue of efficiency in relation to
law enforcement’s data access is intrinsically linked to the broader need for safeguards and accountability
in how law enforcement agencies use such data. Trying to solve one problem without addressing the other
would lead to grossly suboptimal solutions from a human rights perspective. Second, the link between
localization and access to cross-border data is not as simplistic or obvious as it is sometimes made out to be.
Third, while India may continue to engage with the UN resolution process on developing a cybersecurity
convention, the country needs to more seriously consider participating in existing mechanisms such as
the Budapest Convention, which do more to respect rights and offer immediate solutions.

A Way Forward

The recent policy discourse in India reflects the country’s growing assertions of technological self-reliance
and sovereignty in data governance. The same logic also extends to other avenues like the promotion of
homegrown application programming interface solutions, the focus on domestic startups and unicorns,
and the stricter regulation of online intermediaries. On a macro-level, these developments signal a desire
to shift India’s position from being just a large digital user to having a more controlling stake in shaping
digital outcomes. The country’s position on cross-border data flows must be seen in the context of this
larger debate.
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India’s unique position on cross-border data flows is shaped by a mix of domestic priorities and the
multiple identities that it straddles on the international stage. This analysis began by discussing the
instruments and arguments that are driving India’s policies on cross-border data flows. Current restrictions
on data flows are concentrated in financial services, telecommunications and broadcasting, corporate and
compliance records, and government data. In addition, India has had a vibrant policy debate over the last
few years on the localization of personal data, and, more recently, nonpersonal data. This is indicative of
a shift toward more wide-ranging and cross-sectoral localization norms.

This analysis examined the justifications offered for these moves through the lens of various motivations,
including preserving privacy and civil liberties, performing state functions, developing the local economy,
and addressing geopolitical and strategic considerations. It finds that the case for restrictions on data
flows on these grounds is generally based on assertions, not robust evidence. When such justifications
are supplied, policy documents rarely demonstrate how data localization presents a logical path toward
meeting the desired ends or how the perceived benefits stack up against the social and economic costs
of localization. The committee reports on data protection do a better job of engaging with these issues
compared to the sectoral localization mandates. But even in the committee’s report, the link between local
data storage and goals like promoting local Al innovation or ease of access by law enforcement agencies
for all types of data has not been adequately demonstrated.

The practice of offering multiple explanations or claimed advantages for the same policy poses another
problem. This approach misses the fact that the varied objectives behind a policy move could often conflict
with one another. The tussle between the goals of easier data access for surveillance and law enforcement
purposes and the risks of curtailing privacy and other civil liberties is a case in point. Similarly, broad
surveillance powers for the Indian government could deter foreign firms from setting up cloud servers in
India or utilizing Indian ICT service providers, and these consequences would conflict with the economic
goal of creating a vibrant data market in the country. For instance, ExpressVPN recently became the first
virtual private network provider to remove its servers from India. It made this decision in response to
the intrusive data requirements imposed by the government’s new CERT-In directive on cybersecurity.*
In addition, having such a multiplicity of objectives can blur accountability by making it possible for
agencies to pick and choose varying explanations for their actions in different contexts. This issue is
compounded by the lack of tools for systematically measuring the consequences and effects of such
policy moves.

In debates on international data flows, meanwhile, India’s positions are being shaped by interactions
between the country’s stated priorities and its assertion of its identity as a developing country. India has
been a vocal critic of unhindered free flow of data, which the Indian government believes fails to account
for emerging economies developmental interests. This stance led New Delhi to opt out of the G20’s
Osaka Track and the Joint Initiative on Electronic Commerce, although the Indian government appears
to be more open to discussing data flows in bilateral and regional trade agreements.

While there are several country-specific nuances at play, global differences on the free flow of data can
crudely divide countries into two categories. Members of the first group prioritize the idea of data for
innovation and economic growth, viewing growing restrictions on data flows as a barrier to trade. In



contrast, the second group focuses on the role of “data for development,” treating data as a form of
national wealth that needs to be safeguarded from external exploitation and made available for domestic

24 Reaching a reconciled understanding between these positions, while difficult, is possible

requirements.
provided that all viewpoints are brought to the table. India will have the opportunity to take a lead
in facilitating such an open and nonbinding discussion during its upcoming stint holding the G20
presidency. However, this would be feasible only if such discussions can take place outside of the current
design of the Osaka Track since participation in the track indicates that a country endorses the WTO

Joint Statement, which India strongly opposes.

On the issue of data access for law enforcement, this analysis highlights an odd dichotomy whereby
Indian law enforcement agencies on the one hand enjoy wide, unchecked legal powers of data access but,
on the other hand, conflict-of-laws prevent them from freely accessing data under the control of foreign
corporations. Any move to reduce frictions in access to foreign data, whether through localization or
international agreements for direct data access, must therefore be accompanied by domestic surveillance
reforms. Failing this, easier data access would only exacerbate the privacy and human rights concerns in
India’s current surveillance framework. Keeping in mind this overarching recommendation, the following
moves can be considered for improving the existing systems of data access for law enforcement purposes
without coercive localization.

First, these practices can be made more efficient and consistent if the government publishes the formats
and protocols for sending direct information requests to service providers, similar to the guidelines for
MLAT requests. This may be accompanied by the creation of a streamlined technical architecture to

monitor the authentication and flow of such data requests in a standardized and secure format.””

Second, the Indian government should initiate bilateral dialogues with countries like the United States,
the UK, and Australia that are among India’s key digital partners. The purpose of such dialogues would
be to tangibly improve the mutual assistance process. This may include joint training programs, resource
and time commitments for the handling of data access requests from abroad, and other capacity-building
measures. Drawing on the recommendations of the Parliamentary Committee on External Affairs, India
would also benefit from the creation of a task force to evaluate the implementation of its MLAT guidelines
and identify the duration of and reasons for undue delays and rejected requests.
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Third, the Indian government ought to create a multistakeholder task force to evaluate the pros and cons
of international agreements on direct data access and formulate India’s position on this issue.”® This
could be the same body as the one referred to above or a different one, the critical consideration being
to ensure representation from a “diverse group of stakeholders, including representatives from different
government departments, the private sector, civil society organizations, and experts in international
law.”*” Further, while India may continue to engage with the UN resolution process on developing a
cybersecurity convention, it needs to more seriously consider participating in existing mechanisms like
the Budapest Convention.

In conclusion, effective and consistent data policies that enable Indians to fully engage in the global
economy will benefit Indian users and the businesses serving them as well as the country’s burgeoning
start-up ecosystem, with an eye toward global markets. India enjoys a unique position as an emerging
digital power, a strategic digital partner to several advanced economies, and a country that shares its
developmental priorities with large parts of the developing world. Its ability to reach a nuanced response
on the issue of cross-border data flows is therefore important not just for achieving its own economic,
strategic, and human rights ends but also in terms of the possibility of bridging the global divide on
governing cross-border data flows.

The authors views represent her own independent analysis and should not be understood as representing the

official policy of any government.



Table 1. India’s Current and Proposed Restrictions on Cross-border Data Flows

Data Type Agency Instrument Requirement Status
Financial Sector Data
Insurance Insurance Outsourcing of “In cases where Insurer outsources to In effect
policyholder Regulatory and  Activities by Indian the service providers outside India, the
records Development  Insurers Regulations, Insurers shall ensure ... compliance with
Authority of 2017%°8 respective local regulations [and that] . .
India . regulatory access and oversight by the
Authority [are not impeded]. All original
policyholder records continue to be
maintained in India."?*°
Payments Reserve Bank Directive on Storage  All data related to payment transactionsis  In effect
data of India of Payment System to be “stored in a system only in India."3%?
data, 20183
The FAQs webpage clarified that data can
A related webpage be processed abroad but has to be deleted
with frequently within twenty-four hours and stored only
asked questions in India.
(FAQs) on storage
of payment system There is an exception for “data pertaining
data™ to the foreign leg of [a cross-border]
transaction [that] can be stored outside
the country.”303
Video Reserve Bank ~ Amendment to the Entire data and recordings of the video In effect
know-your- of India Master Direction customer identification procedure are to
customer on Know Your be stored in systems located in India.
verification Customer, 2021394
data

Communications and Broadcasting Data

Telecoms Department of
subscriber Telecommuni-
data cations

Unified License
Agreement entered
into between the
Department of Tele-
communications and
telecommunication
service providers3%®

Restrictions on transferring any In effect
"accounting information relating to [a]

subscriber” or “user information” to “any

person/ place outside India."3%¢

Exception for transfers made for
international roaming and billing purposes.

Broadcasting ~ Ministry of

subscriber Commerce

data and Industry's
Department
for Promotion
of Industry and
Internal Trade

Consolidated Foreign
Direct Investment
Policy, 202037

Foreign direct investment is subject to In effect
the condition that “the company shall

not transfer . .. subscribers' databases

to any person/place outside India unless

permitted by relevant law."3%8
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Corporate and Compliance Data

Books of Ministry of Companies “Back-up of the books of account and In effect
companies’ Corporate (Accounts) Rules, other books and papers of the company
accounts Affairs 20143%° maintained in electronic mode . .. shall be
keptinservers physically located in India.”3"
Risk and Securities Advisory for Financial institutions utilizing software as In effect
compliance and Exchange  Financial Sector a service must keep critical data relating
data of Board of India  Organizations to risk, audits, and compliance within the
financial based on an Regarding Software legal boundary of India.
institutions advisory by as a Service (SaaS)
CERT-In Based Solutions®"
Government Data
Public records  Parliament, Public Records Act, Prohibits anyone from “tak[ing] or In effect
National 1993312 caus[ing] to be taken out of India any
Archives of public records without the prior approval
India, and the of the central government.” Approval is
Ministry of not needed if the document is “sent out of
Culture India for any official purpose.”3”
Cloud storage  Ministry of Guidelines for Empanelment conditions for providing In effect
of government  Electronicsand Government cloud services to the government require
data Information Departments on that “data center facilities and the physical
Technology Contractual Terms and virtual hardware should be located
Related to Cloud within India."”
Services™™
Shareable Department National Data The policy's implementation guidelines In effect
data held by of Science and  Sharing and state that the open government data
the Indian Technology Accessibility Policy, platform is to be managed and hosted at
government 20123 the National Data Centre of the National
Informatics Centre.
Cross-sectoral Application
Logs of all ICT  Indian Directions under “All service providers, intermediaries, data  In effect
systems Computer Subsection (6) centres, body corporate and government
Emergency of Section 70B of organisations” need to keep ICT system (An
Response the Information records in India “for a rolling period of 180  extension
Team (CERT- Technology Act, days."3® on some
In) 200037 aspects
has been
granted
until
September
2022)3°
Sensitive Ministry of Information Transfer of data is allowed only “if it is In effect
personal data  Electronicsand Technology necessary for the performance of [a]
Information (Reasonable lawful contract” or with the person's
Technology Security Practices consent.3?

and Procedures and
Sensitive Personal
Data or Information)
Rules, 2011320




Personal data, Ministry of Personal Data Mirroring requirement for all sensitive Proposed
sensitive Electronicsand Protection Bill, 2019  personal data and critical data, which has by the
personal data, Information and DP Bill (2021)3%2  to be stored and processed only in India. Srikrishna
and critical Technology Committee
data
Joint (The DP
parliamentary Bill has
committee now been
on data withdrawn
protection with
plans to
introduce a
new draft.)
Nonpersonal Gopalakrish- Report by the Nonpersonal data “shall inherit the sensi- Proposed
data derived nan Commit- Committee of tivity of the underlying personal data for
from personal  tee Experts on storage requirements as specified in the
data Nonpersonal Data [data protection bill]."324
Governance Frame-
work, 202033
Other Proposals
Healthcare Ministry of Digital Information Proposed the creation of a National Proposed
data Health and Security in Electronic Health Authority that would
Family Welfare Healthcare Act, have the power to enact protocols for the (but the
201832 exchange of digital healthcare data with draft law
other countries.?* No specific localization ~ has been
requirement. abandoned)
E-pharmacy Ministry of Draft Drugs “The E-pharmacy portal shall be Proposed
data Health and and Cosmetics established in India . . . and shall keep the
Family Welfare (Amendment) Rules, data generated localised.” Data are not to
20183 be “sent or stored ... outside ... India."3%®
E-commerce Ministry of Draft National Restrictions on flow of “data collected Proposed
data Commerce e-Commerce Policy, by [Internet of Things] devices installed
and Industry's  20193% in public places ... [and from] various (but the
Department sources including e-commerce platforms, localization
for Promotion social media, search engines etc."3*° provisions
of Industry and have
Internal Trade reportedly
been
abandoned)
Geospatial Department Draft National The draft notes that the government Proposed
data of Science and  Geospatial Policy, does not intend to restrict the export of
Technology 20273 maps and geospatial data subject to the

threshold values and negative lists to be
specified by the department.33?
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Korea's Path to Best Practices for
Cross-Border Data Flows

KYUNG SIN “KS" PARK

As demand for digital services grows, some proposals for data localization, often motivated by governments’
desire to protect citizens privacy or to enable law enforcement surveillance, could hinder the free flow
of data. In South Korea (hereafter Korea), calls for localization have become more frequent and more
forceful in recent years, culminating in the 2018 server localization bill, which requires all online service

providers above a certain size to place their servers within the country so as to provide “stable services.”**

Yet there are other approaches, including the assimilation of international arrangements and instruments,
that could enable Korean policymakers to realize their policy goals withoutr mandating such data
localization. For instance, if their goal is to facilitate law enforcement access to citizens’ data that may lie
outside the jurisdiction of the Korean government, the Budapest Convention may provide an alternative
to the time-consuming mutual legal aid treaty (MLAT) processes that require law enforcement agencies
to request help from their foreign counterparts. Similarly, if addressing concerns about citizens’ privacy is
the policy goal, then the European Union’s (EU) General Data Protection Regulation’s (GDPR) adequacy
process or the certification process of the Asia-Pacific Economic Cooperation (APEC) forum’s Cross-
Border Privacy Rules may provide the needed level of protection, no matter where the data may be
stored and processed.?** If the goal is to counter the market dominance of foreign online services, then
any measures will need to be assessed in light of World Trade Organization (WTO) trade rules that deal
with state parties’ mercantilist aspirations to nurture domestic industries. Although such legal analysis on

»335

trade may not assuage calls to prevent “digital colonialism,” the trade rules are a constraint that could

bind policymakers in designing sustainable ways to meet their goals without requiring data localization.
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This analysis assesses Korea’s data localization discourse, examines the different justifications for data
localization initiatives, and explores a range of legal instruments that might help address those policy
concerns. It first explores Korea’s own data localization initiatives. It then dives deeply into the Budapest
Convention and its implications for Seoul, before turning to questions of competing against foreign
dominant players according to the trade regimes and international approaches that Korean policy can and
should assimilate. Whichever of these international alternatives to localization is adopted, a key concern
is that such alternatives address what Korean commentators call regulatory “reverse discrimination,” an
issue originating from the thicket of unusual and specific online service regulations often unique to
the country.®® In addition, the prospect of the Budapest Convention serving as an alternative to data
localization is resisted by locals due to their desire for more privacy by having the option of communicating
through foreign platforms that are supposedly more compliant with human rights. This aspect of Korea’s
localization discourse calls for a concerted focus on human rights.

The Context of Korea's Data Localization

Data localization measures are one of the many ways governments try to assert digital sovereignty or
strategic autonomy (however those terms are defined). Anupam Chander of the Georgetown University
Law School and Haochen Sun of the University of Hong Kong Faculty of Law attribute such efforts to
governments desires to protect their citizens, build their domestic digital economies, and control their
own citizens.*’

But one challenge with this classification is that it is difficult to distinguish between measures designed
for protection and those designed for control. For instance, if a nation requires all content providers to
locate their main servers domestically so that the police or other censorship bodies can directly order
content to be blocked, their stated motivation is to control bad actors who upload dangerous online
content and protect the public who may suffer harm. One example is China. But given how its state-
centric approaches to cyberspace are derived from Communist ideology, it can be difficult to distinguish
the Chinese government’s measures of controlling the public from its efforts to protect the public.””® In
addition to China’s Cybersecurity Law (enacted in 2017), the country has a firewall that filters internet
traffic into and out of the country, ostensibly for the purpose of protecting Chinese people’s data, but this
approach also enables internal surveillance and censorship.’® Instead of distinguishing protection from
control, both kinds of measures can be motivated by a desire for sovereign control of data.

The Korean government also seeks sovereign control of data, but Seoul’s justification varies depending
on the type of data. Much like the EU, Korea has strict data protection laws for personally identifiable
information. These laws, like the adequacy scheme in the EU’s GDPR, have a single aim—to protect
citizens' data, or equivalently data protection—but they do so without requiring that personally
identifiable information remain within the reach of domestic surveillance and censorship. One side effect
of these laws is that they limit governments power over citizens, the opposite of enhancing sovereign
control of data.



Moreover, some data localization rules are not for the purpose of protecting personal data. For instance,
Korea still prohibits map data of precision above a certain level from physically leaving the country to
protect national security.*® Other laws, such as India’s requirement that financial data remain within the
country, are meant to ensure effective regulatory oversight.

Ultimately, Korean arguments for data localization can be grouped by the following five motivations:
national security, sovereign control of data, data protection, fair taxation, and fair competition.

National Security

After U.S. national security contractor Edward Snowden revealed that various domestic U.S. government
surveillance programs had an extraterritorial impact because much of the world’s internet traffic goes
through servers located in the United States, several countries, including Brazil and Germany, sought
to keep their domestic online traflic safely out of the reach of the American surveillance program. After
the Snowden revelations, Germany’s data protection authorities also requested that Deutsche Telekom
keep internet traffic within Germany as much as possible and proposed creating a Bundescloud, a
cloud infrastructure for all data held by German government agencies (to be established by 2022). The
German authorities further proposed a data network restricted only to EU users.**! Ironically, had such
proposals been implemented, German users would today be more vulnerable to surveillance by German
government agencies. Brazil attempted something similar. Its proposed data localization law was a clear
response to concerns about foreign surveillance, but in the final version of the country’s Civil Rights
Framework for the Internet (better known as Marco Civil da Internet), the data localization requirements
were removed.**

Sovereign Control of Data

Independently, Russia and China have been on course to enhance sovereign control over their citizens’
data for purposes of both censorship and surveillance. While these data localization laws reflect a desire
for digital sovereignty, it is clear that both regimes (and several governments in the Middle East and
elsewhere) view freedom of speech and truly private, encrypted communications as threats to national
and regime security. In other countries, data localization is justified by a desire to harness the utility of
locally generated, nonpersonal data for a range of business and governmental purposes.

Data Protection

Meanwhile, GDPR aims to protect EU citizens’ privacy by ensuring that their data are not transferred
into jurisdictions with what are deemed inadequate levels of data protection. But defining what is
considered adequate has proven challenging, as evidenced by the years of negotiations over the U.S.-EU
Safe Harbor Framework and the EU-U.S. Privacy Shield Framework, which have governed data transfers
between the United States and the EU. Unlike other types of data localization measures, which are
designed to meet a government’s needs, GDPR (and similar Korean laws governing personally identifiable
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information) protect and empower citizens. These laws do not block data transfers if data subjects give
consent, regardless of the adequacy level of the destination jurisdiction. The goal is self-determination
rather than state control.

Fair Taxation

Many governments want companies to host their content and services on domestic servers to ensure they
can tax foreign content providers that otherwise could make money there without establishing a physical
presence.’” But taxing remote servers is against general rules of taxation, so foreign internet companies
are taxed at a much lower rate than domestic companies. While the EU Commission has decided to

)’344

address this discrepancy by bending tax rules (through tax base erosion and profit shifting),>** several

Southeast Asian countries have required that relevant servers remain within their borders.’*

Fair Competition

Martin Schulz, who formerly was president of the European Parliament, warned that the market power
of “digital giants” poses not just economic problems but also social problems.**® GDPR’s data portability
provisions were an attempt to counter such dominance by allowing internet users to more easily shift
from one online service to another when the EU’s Data Retention Directive was declared invalid by
the Court of Justice of the EU in 2014.3” Other European politicians have been more direct and vocal
in their calls to protect and promote domestic companies.>*® It is not clear, however, whether GDPR’s
adequacy scheme, the only comprehensive data localization for Europe, is an appropriate or effective
vehicle for such data mercantilism.

Korea's Data Localization Discourse

Korea’s debate over data localization is unusual because of its central focus on fair competition, or to be
more specific, the eradication of discrimination against domestic online services. This trend is evident
from the ubiquity of the term “reverse discrimination” in news articles reporting on the country’s 2018
server localization bill.>* Similar sentiments have been heard in India and a few other countries where
domestic companies have a sizable share of the local market for online services.?>

Yet Korea’s data localization discourse on fair competition is more heated than elsewhere because of the
long list of parochial regulations applicable only to Korean online services ranging from its internet real-
name law, game shutdown laws, upload filter requirements, and more.

The underlying idea in Korean discourse is that these regulations place domestic providers at a disadvantage
compared to foreign providers because the regulations apply only to providers that are located domestically,
so (the thinking goes) forcing foreign providers to localize by placing servers within Korean territory will
ensure equality of regulation and hence fair competition. However, this approach begs the question of
whether international economic law allows mandatory data localization rules as a tool for fostering such
claims of fair competition. What is more, if the answer to that question is no, then it begs a secondary



question of what the best practices are for achieving fair competition. In addition, as is the case in Brazil,
there are few (if any) calls in Korea for data localization stemming from law enforcement’s inability to
access overseas data concerning domestic persons in Korea. In this respect, Korea is very different from
India, where law enforcement access is a primary concern.

In Korea, both of these themes, fair competition and sovereign control of data, have been advanced as
main justifications for data localization, but the country’s current approaches to data localization do
not reflect best practices for achieving these goals. Firstly, accession to the Budapest Convention would
protect a workable version of data sovereignty but would obviate the need for data localization. Secondly,
the WTO?’s trade rules, which Korea has agreed to, prohibit data localization motivated by desires to
protect domestic providers. However, that is not the end of the story. The sections below explore these
themes through legal analysis and consider how the general public might view such legal analysis.

The Budapest Convention and Extraterritorial Data Access for Law
Enforcement

Korea can and should look to the Budapest Convention as an alternative way to secure its interests.

The Budapest Convention

The Budapest Convention facilitates information sharing among law enforcement agencies in different
countries, including nearly all of the forty-six member states of the Council of Europe and some
nonmember states.*>' The convention is the first binding multinational treaty to comprehensively address
not only cyber crimes but also the gathering of electronic evidence of noncyber-related criminal activity.

The Council of Europe’s first work on computer-related crime began in the 1970s.%5? This led to the
1989 recommendations for national legislatures and the “Report on Computer-Related Crime”

353 In addition, a

for developing the necessary substantive criminal law to deter electronic crimes.
recommendation on criminal procedural laws dealing with information technology was adopted in
1995.%5% These recommendations led to a draft of the Convention on Cybercrime (another name for the
Budapest Convention), and the convention was opened for signatures at a November 2001 conference
in Budapest, Hungary. Since then, the Protocol and Guidance Notes were created to support the

convention’s implementation.*

The Budapest Convention was initially intended to harmonize substantive criminal laws concerning
computer systems and data, namely for cyber crimes; provide national criminal justice authorities with
the necessary means for investigating and prosecuting such criminal offenses; and to establish an effective
mechanism of international cooperation in combating these offenses. Chapter 2 of the convention specifies
the following nine offenses: illegal access, illegal interception, data interference, system interference, misuse
of devices, computer-related forgery, computer-related fraud, offenses related to child pornography, and
offenses involving infringements of copyright and related rights.
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What is important for Korea is that this same chapter of the convention also provides for investigative
means, including expedited preservation of stored computer data, production orders, search and seizure
of stored computer data, and real-time collection of computer data. Moreover, these provisions apply
to any other criminal offenses committed by means of a computer system and finally to the collection
of evidence in electronic form of any criminal offense. In addition, Chapter 3 of the convention on
international cooperation contains general principles and procedures relating to extradition and to
traditional and mutual legal assistance for computer-related crimes.

Korea's Position on the Budapest Convention

Many Korean commentators have called for the country’s accession to the convention, citing the need
for cross-border cooperation on fighting cyber crime, which spans national borders.® Existing bilateral
mutual aid treaties between Korea and other countries enable cooperation between law enforcement

37 These problems were

agencies, but this can be a slow process and varies from country to country.
documented in a recent and unprecedented empirical study of the efficacy of the Budapest Convention
in facilitating cross-border cyber crime investigations.”® If Seoul were to sign on to the convention, it
would not replace MLATs among the countries that already have such a treaty with Korea, but such a

move would help facilitate such collaboration.

However, many Korean privacy advocates are concerned that the convention (in Article 20) mandates
real-time collection of metadata.’ Siill, the current Korean wiretapping law, the Protection of
Communications Secrecy Act, regulates metadata acquisition in Article 13, even though technically the
textual scope of the law is limited to “data confirming that communication has taken place,” which does
not include real-time metadata acquisition.* Indeed, for years, real-time metadata acquisition has taken
place under these existing provisions. As a result, in 2018, Korea’s Constitutional Court commented
on the lax standard in a ruling related to real-time location tracking.**' In response to the decision,
the law was amended in a way that implied that metadata acquisition by definition includes real-time
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acquisition.’ Overall, it seems that these privacy concerns that have repeatedly stymied efforts to get

Korea to sign onto the convention can be addressed.

Other Korean skeptics point out that accession would necessitate several legislative changes to meet the
convention’s harmonizing requirement. Article 16 of the convention (on the expedited preservation of
stored computer data) also lacks an explicit counterpart under Korean law.>*® However, the country’s
existing search-and-seizure system could be easily adapted to meet the convention’s requirements.’*
Article 17 (on expedited preservation and partial disclosure of trafhc data), designed to clarify Article 16’
scope over multiple service providers involved in one instance of communication and allow expedited
disclosure of each service provider’s traffic data to identify other service providers involved, also lacks
an explicit counterpart in Korean law, but, again, it seems that the country’s existing search-and-seizure

measures could also be adapted for this purpose.*®



Some critics point to Article 18 (on production orders), which requires an alternative to Article 19 (on
search and seizure of stored computer data) that would allow service providers a legal basis to voluntarily
cooperate on such government requests.**® The need for this alternative arises from the legal difference
between a warrant, which merely permits law enforcement to obtain access, and an (affirmative) order
that compels private parties to produce the data. However, the Protection of Communications Secrets Act
is already crafted in light of service providers’ duty to cooperate and therefore already provides the legal
structure necessary for a production order to be issued instead of a warrant.’*’

Others point to the portion of Article 18 on production orders as applied to “subscriber information,”
a point of contention that has created many privacy-related controversies in Korea because subscriber
data is accessible without a warrant in the country under the Telecommunication Business Act (Article
83, Paragraph 3).*® However, the convention simply requires the existence of a production order and is
silent on whether subscriber data can be obtained without a warrant. Also, due to the aforementioned
controversies, Korean courts have already used search-and-seizure warrants to authorize law enforcement
access to subscriber information since early 2013.%% It is true that Korean law needs be changed to
create a system for production orders, as opposed to one for search-and-seizure warrants. The previously
mentioned orders under the Protection of Communications Secrets Act apply only to metadata related to
specific communications and therefore will not cover subscriber information, which is often not related
to specific communications.

Another consideration is that Article 19, Paragraph 2 of the Budapest Convention (on search and seizure
of stored computer data) requires an intraterritorial remote search-and-seizure procedure. However, the
Korean Supreme Court already has recognized the validity of such remote search and seizure even for
extraterritorial access.”” Although the remote search and seizure in that case was executed by obtaining
the access credentials directly from the owner of the email account, instead of executing the warrant
on the service provider, on whom it could not be executed anyway because the company did not reside
in Korea, the ruling in this case would easily justify such remote search and seizure through a warrant
executed upon the service provider within the country. Some still argue that remote search and seizure

must be authorized explicitly by the statute.””!

Besides privacy issues, some critics are concerned about the increased compliance costs on digital
intermediaries.””> Others are concerned that making domestic surveillance easier could increase the risk
of security breaches arising out of foreign actors” access to domestic data.””? Article 6 of the convention
(on the misuse of devices) requires criminalizing the production and sale of devices, programs, and
credentials for the purpose of committing the data-related offenses defined in the convention; there
are no similar provisions in Korean law. Meanwhile, Article 12 (on corporate liability) establishes dual
criminality including for both perpetrators and the corporations hiring them, and Korean law lacks

such provisions.”*

In sum, the statutory hurdles to Korean accession to the Budapest Convention do not seem insurmountable.
The necessary changes could be made to existing Korean law by making minor revisions or interpreting
statutes more broadly. However, resistance to such a move stems from the possibility of erosions of
freedom from surveillance or simply privacy concerns.
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What Korean Critics Miss

Opverall, while it seems that legal hurdles to or privacy concerns about the Budapest Convention can be
overcome relatively easily, support for Korea’s data localization rules or for the country’s accession to the
convention will depend very much on public opinion regarding domestic surveillance, rather than on the
political will of law enforcement leaders.

Korean law enforcement has not been vocal in its support for accession to the Budapest Convention.
Not until 2020 did the National Police Agency commission its first study on the subject, and this study
aimed not to persuade the government to accede but only to find out what domestic laws would need
to be changed in the wake of accession.””> It was feminist organizations in Korean civil society that first
advocated for the country’s accession to facilitate investigations of digital sex crimes.’”

One reason there has been so little progress toward accession so far may be that the Korean police often
rely on confessions as much as on evidence (whether physical or digital) when conducting investigations.
The value of surveillance for Korean law enforcement has been more for identifying suspects than for
proving guilt. For these reasons, the number of interceptions conducted by general law enforcement (as
opposed to the National Intelligence Service with its mandate to conduct externally focused intelligence
activities) has been very small.””” The mass surveillance type of data access, designed to identify suspects
from large customer databases, has been much more intensive in Korea. The number of Korean “phone
numbers, email addresses, and other accounts” affected by metadata acquisition has reached 37 million
per year, a significant figure in a country of 50 million people.””® Of course, metadata acquisition was
originally designed to prove guilt of a preidentified suspect. In Korea, that metadata acquisition takes place
mostly for the purpose of finding suspects, just as the U.S. National Security Agency did after the 9/11
terrorist attacks (as Snowden revealed). What complements metadata acquisition has been the warrantless
acquisition of subscriber information, through which Korean authorities could scan huge volumes of
metadata to find a few suspects.””” In any case, Korean law enforcement has not actively sought out the
deep extraterritorial surveillance capabilities afforded by the convention. Notably, these high volumes of
surveillance have raised Korean people’s sensitivity about privacy or freedom from sovereign surveillance.

Finally, the Korean public clearly prefer to have foreign communications platforms available for them
so they can store data beyond the reach of domestic prosecutors. Whenever the media reports on the
overreaching surveillance practices of Korean law enforcement, there has been a massive “cyber exodus,”
a migration of users of online services from Korean providers to foreign ones.** Ironically, the Budapest
Convention itself may not be welcomed by Korean citizens who want offshore locations for storing their
data lest their data would be more easily available to Korean authorities under the convention. Having
said that, these savvy users would prefer to have no data localization measures so they can move their
data where they please, and they also would prefer to not have a convention that makes it easier for
Korean law enforcement to retrieve their data from a foreign service provider. So the very reasons for
opposition to the Budapest Convention have operated behind the scenes to practically preempt calls in
Korea for sovereignty-based localization: the reasons explaining Korean law enforcement’s disinterest in
the convention also easily explain their reasons for disinterest in data localization.



That said, there really is no human rights norm, international or municipal, stating that people should
be guaranteed access to communication platforms beyond the reach of domestic prosecutors, though
the availability of such platforms does reduce the risk of surveillance. The push for data localization
can originate from different motives, not just from sovereign control of data. It is possible that the
threat landscape could change in Korea (as it did in the United States after the 9/11 attacks) causing
national security agencies and law enforcement agencies to want better access to data located overseas. If
that happens, Korean people who choose overseas communication platforms will be better off with the
convention than they would be if their data was stored domestically.

Promoting Fair Competition Under International Economic Law

Korea also has another path to better practices when it comes to facilitating fair competition for Korean
companies vis-a-vis foreign rivals in terms of regulations applicable to internet content providers.

Korea-Specific Regulations of Online Services

There are several Korean laws that put local providers of online services at a disadvantage compared to
foreign providers used by Korean consumers. For one, under the Telecommunication Business Act,*
all domestic providers of online services with more capital than the equivalent of about $100,000 must
maintain registration as a “value-added service provider.”**? Such registration can be canceled by the
relevant government ministry in charge if the providers disobey various ministerial corrective orders.?*
These orders can be issued to online service providers that cause “significant damage to consumers’

interest” or violate a wide range of content moderation and data protection obligations.>**

The Korean politicians sponsoring these measures argued for the need to protect users (and particularly
children) and effectively paralyzed the lobbying arms of online service operators, leading to a number
of unprecedented laws being adopted. These include mandatory identification laws that obligate online
services to collect identity verification information from users, forcing the providers to amass huge
amounts of personal data and make themselves the target of cyber attacks. While Korea’s most infamous
identification mandates were struck down as unconstitutional in 2012 (for general comments platforms)
and in 2021 (for election-related comments platforms),*® they still remain in effect for using mobile
phone services, playing internet games, and leaving comments on public agencies’ websites.**

The means of identity verification are not popular because they are limited to methods predetermined
by the government, which tend to be expensive and cumbersome and which often require more personal
data than needed.’ It is no surprise that the Youth Protection Commission and other Korean agencies
routinely highlight certain online material (and other material online or offline) as harmful to youth. Also,
it is no surprise that online service providers serving content labeled as harmful to children are required
to conduct age verification to comply with the rating rules. However, uniquely in Korea, online service
providers are required to conduct age verification in ways that endanger privacy and data protections and
therefore increase compliance costs for domestic providers.
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In addition, Korea does not give online service providers a safe harbor for undesirable material posted
by their customers. Instead, mandatory notice-and-takedown rules require online service providers to
remove rights-infringing comments immediately after receiving notice from the affected party, forcing
them to err on the side of deleting comments they are unsure of.?*® Although there is no statutory penalty,
a 2009 Supreme Court decision affirmed the strict liability nature of the overall intermediary
liability scheme.® In this case, the court held that Naver, a Korean online platform that debuted
in 1999, was liable for failure to take down comments accusing the supposed victim of having
impregnated a woman and then persuading her to get an abortion though Naver had no way of
checking the defamatory substance of the comments. The Korean Communication Standards
Commission, a national administrative body, issues takedown orders “as necessary for nurturing
communications ethics.”® More than 200,000 webpages or websites are taken down every year,

some of which are not even accused of violating any legal prohibition.*”’

As for online gaming, until January 1, 2022, all internet games played by players under sixteen years
old had to be shut down between 12:00 a.m. and 6:00 a.m.**> Although the mandatory shutdown was
abolished, all internet game providers still must implement features allowing young users or their legal
guardians to control how much time they spend gaming.>”® The latter law necessitates and justifies the
identity verification law for internet games mentioned earlier.

Meanwhile, all platforms capable of uploading videos and images for public viewing must be equipped with
an upload filter that compares all files being uploaded against a precurated database of nonconsensually
created or distributed sexual material, sexually defamatory deep fakes, and child sexual abuse material.**
As a result, currently, any video being uploaded on major platforms in Korea suffers from a latency
of around five to ten seconds depending on the video size, a duration that is likely to lengthen as the

database of forbidden material grows larger.””

Another burden on all online service providers based in Korea is that they must pay transit fees (or
equivalent internet access fees) to local internet service providers in amounts that widely surpass the
costs of internet access in all other major cities in the world.*® This is because Korea has the world’s only

mandatory rule based on the Sending Party Network Pays principle.*””

Domestic online service providers have long complained about the regulatory burden they face, causing
the Korean government, in turn, to repeatedly commission studies to assess the situation.*® However,
these problems persist, fueling aspirations for localizing foreign services and putting them under the

same regulations.*”

Trade-Based Rules on Data Localization

On a related note, data localization is a major consideration when it comes to digital trade in services.
When people use YouTube, for instance, the data is often provided remotely from servers overseas. In
addition, when local businesses purchase advertising time on YouTube, it may be local residents viewing
those ads, but the ad content they are watching is provided remotely from servers overseas. In either case,
such usage constitutes a trade in services from the locus of the YouTube servers to those of the advertisers.



Such trade in services, through cross-border supply via the internet, is increasing rapidly. Data localization
requirements that remote servers providing such content, or the services themselves, be located within the
country are justified as a way of leveling the playing field between foreign service providers and domestic
ones, but these regulations bend or break trade rules that Korea and most developed countries have agreed
to follow.

The most contentious obligations of WTO members are market access and national treatment under the
General Agreement on Trade in Services (GATS). Members are prohibited, for example, from violating
these two obligations listed in their respective schedules of specific commitments under GATS. According
to the GATS classification of services, data localization requirements would affect the services falling
under “value-added services” and “computer and related services.”** A majority of WTO members have
made liberalizing commitments on both of those services.

Although these commitments were made during the Uruguay Round of multilateral trade negotiations
in the late 1980s and early 1990s before the internet became pervasive and popular, these liberalization
commitments should be deemed still effective with respect to the internet, according to the decision
in a case known by the shorthand U.S.—Gambling, in which a WTO panel announced intramodal
technological neutrality in cross-border supply mode.®' This conclusion also stems from the WTO
Appellate Body’s decision on a case called China—_Publications and Audiovisual Products, which interpreted
Beijing’s liberalizing commitment on sound recording distribution services to include online as well as
offline services.**

First, in terms of market access, Article XVI:2 of the GATS provides an exhaustive list of quantitative
restrictions that can be sustained only by explicitly itemizing them in a country’s Schedule of
Commitments.“®> On the surface, data localization is a quantitative restriction, not a qualitative one.
But just as the U.S.—Gambling decision deemed a nationality requirement as a “zero quota” imposed
on overseas service providers, data localization can be deemed a quantitative restriction.”* Indeed, data
localization effectively bans the cross-border supply of services as a mode of service trade and forces

405

foreign service providers to move into the commercial presence mode,*” and it is likely to be considered

a zero quota in violation of Article XVI.

Secondly, the national treatment norm governed by Article XVII of the GATS also bans both de jure
discrimination and de facto discrimination based on nationality. Data localization applies equally to all
online service providers, but (formally) equal treatment may be discriminatory in a de facto sense.*® The
WTO adjudication bodies have consistently held that the “aims” of a certain measure do not cure the
discrimination in several cases, beginning with the Appellate Body’s EC—Bananas I1I decision and later
in its Argentina—Financial Services decision.*”” For instance, even if some measures have such purposes
of privacy protection or national security, the key question is whether measures end up treating foreign
service providers less favorably.

Korean critics may well argue that foreign online content providers are not like domestic content
providers to begin with because their content is transmitted from remote locations. However, in the
U.S.—Gambling decision, the government of Antigua argued that services should not be considered
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“unlike” merely because they are provided through different modes of supply.“”® Notably, Antigua’s
argument prevailed in the decision.®” Other cases have since solidified this trend: for instance, in its
Canada—Autos decision, a WTO panel also found “likeness” between, on the one hand, the services
provided on Canadian soil through a commercial presence and movement of natural persons and, on
the other hand, the services provided remotely through cross-border supply and consumption abroad.*!
Thus, data localization can be said to be applicable to two like services, namely content provided remotely
and content provided domestically through local servers. With that in mind, one rejoinder to critics is to
ask whether Korea’s current approaches violate the national treatment norm of international trade law to
which the Korean government has committed itself.

To be sure, Article XIV lit. a) of the GATS does allow the adoption of measures considering the
protection of public morals and the maintenance of public order, while Article XIV bis allows for security
exceptions.*!! The right to adopt exceptional measures is subject to certain conditions in the chapeau
to Article XIV of the GATS, which requires that they be “applied in a manner that does not constitute
‘arbitrary’ or ‘unjustifiable’ discrimination, or a ‘disguised restriction on trade in services.””*"? Just take the
precedents set by U.S.—Gambling as an illustration: the prohibition of online gambling services from
Antigua and Barbuda was held to violate the chapeau because it allowed domestic U.S. internet operators
to provide the same services.*"? Since then, scholars have tried to figure out what satisfies the exception in

the context of restrictions on the free flow of data but without much success.‘!4

Trade Practices on Data Localization

Korea faces the same dilemma that many other countries do, namely, the conflict between its domestic
practices and the international obligations it has agreed to. As with other trade issues, the possibility that
data localization may violate WTO rules has not dissuaded various countries, including Korea, from
engaging in or contemplating data localization. And because this is an area of international trade law
where WTO cases are few and far between (limited mostly, for example, to U.S—Gambling and China—
Publications and Audiovisual Products), rules on data localization tend to be hashed out during trade talks,
not in arbitration rulings.

In 2013, U.S. trade negotiators began including “data localization” on a list of digital protectionist
measures that Washington intended to oppose, alongside censorship, filtering, privacy regulations, and
sometimes even lax intellectual property enforcement.*” Starting in 2015, the EU, too, criticized Russia’s
and China’s data localization requirements as disproportionate to “national security” concerns and,

therefore, as examples of out-and-out digital protectionism.*!¢

After much deliberation, the EU announced in 2018 its trade strategy toward digital protectionism taking
into account these data protection concerns. Brussels proposed the following three pillars: free flow of
data, a ban on data localization, and language that excludes data protection regulations from the list of

barriers to trade.?”



By 2016, the United States and the EU had been able to agree on identifying three measures as being
clearly protectionist, including data localization as well as taxes on digital flows and forced technology
transfers.*'® Together, Washington and Brussels have argued that these measures can lead to unanticipated
side effects, including reduced internet stability, generativity, and access to information.*”

The fact is, however, that trade law (as opposed to trade practice) does not provide a broad general
normative context for evaluating various cases of data localization. No trade agreement discussing cross-
border data flows, including the ones to which Korea is a party, mentions other supposedly protectionist
measures such as censorship, filtering, or internet shutdowns as impermissible barriers to trade.” So these
constitute an insufficient normative basis for discouraging other countries from enacting data localization
even if they wanted to follow the leadership of the United States and the EU on the definition of data

protectionism.

Most importantly, neither the EU nor the United States have a general theory as to when trade restrictions
on information are protectionist, even when evaluating their own trade-restrictive policies and practices.*!
Some complain that it is not even clear whether and when privacy regulations can be exempted under the

exceptions that GATS furnishes on public order or national security grounds.*?

Given the lack of robust normative grounds, state parties caz fall into a vicious cycle of digital protectionism
begetting further digital protectionism, which forces countries to face the thorny question of whether
a targeted data localization measure designed to address specific risks posed by overseas data breaches
constitutes protectionism.*”® One recent example of this is the Clean Apps initiative during former U.S.
president Donald Trump’s tenure, which was an attempt to keep U.S. TikTok users” data on American soil

and safe from potential surveillance by the Chinese Communist Party.%?

Resolving this question requires examining the differences between data and other commodities, but
it is not clear how those differences translate into a stable theory of what is protectionist, since the
question of what constitutes a GATS violation is itself unclear.*> Some have tried to square this circle
by filtering the trade discussion through the question of rights: any restriction to data-based services
would also, this argument runs, interfere with people’s freedom of speech. This argument is particularly
salient in the United States, as the State Department has advocated the “free flow of information” for
decades.””® However, some scholars conclude that trade talks focusing on “free flow of information vs.

data protectionism” are ineffective and sometimes hypocritical.*””

What Korean Critics Miss

In the end, despite the limits and difficulty of applying digital trade rules and practices, Korean
policymakers have not stopped arguing for data localization rules aimed at subsidizing domestic companies
that are suffering from “reverse discrimination” due to Koreas unprecedented and interventionist

internet regulations.
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Although trade rules allow countries like Korea to engage in various internet regulations for the purpose
of protecting people’s health, property, and lives, their ability to compensate in a sense for the regulatory
costs that domestic companies face by forcing offshore providers to change the mode of supply has never
been accepted as complying with existing trade rules.

And all of Korea’s domestic internet rules can be enforced on foreign services by, for instance, blocking
websites that do not meet the domestic requirements.**® Although Korean policymakers could directly
address the perceived discrimination in this way, the government simply chooses not to apply those

rules,®

probably in order to satisfy the domestic populace’s desire to use foreign companies’ services and
to avoid the difficulties associated with requiring foreign companies to keep data in-country. There is no
cause for condoning the practice of blocking the noncomplying foreign websites, but artificially created
claims of discrimination should not be used to justify data localization. Furthermore, such a forthcoming
approach may serendipitously bring to the fore the real problems with Korea’s domestic internet rules:

human rights.

A Better Focus for Korea

Data localization initiatives are known to interfere with the free flow of information. They can be
motivated anywhere by security, sovereignty, privacy, taxation, or competition concerns. But in Korea, the
most pronounced data localization initiatives have arisen, first, from a desire to promote fair competition
between domestic Korean firms and foreign companies and, second, from the need to investigate cross-
border cyber crimes.

But the Budapest Convention and a new approach to fair competition would provide a better way forward.
In assessing the likelihood that Korea will accede to the Budapest Convention to assuage the need for
cross-border investigations, it seems clear that the country’s domestic investigatory regime could easily
be updated and harmonized as required for accession to the convention. Of course, the public’s concerns
about privacy may generate some friction if Korea were to do so. But in the final analysis, given the
Korean public’s desire to migrate to foreign communication platforms whenever the privacy-infringing
nature of domestic surveillance has been highlighted in the media, data localization of foreign services will
likely be resisted more strongly by the Korean public than accession to the convention.

Meanwhile, even as Korea’s decision on the Budapest Convention remains in limbo, Korean politicians
desire for data localization is growing in another respect. They argue that foreign companies can compete
and beat domestic companies because only the latter are subject to Korea’s intricate internet regulations.

WTO trade rules allow exceptions for public interest purposes and therefore may be neutral to data
localization initiatives. However, the WTO rules do 7ot seem to allow data localization initiatives,
including ones in Korea, that are motivated not by the public interest but by a desire to enbance the
application of local laws to foreign companies. Because local laws can always be applied to foreign services



(as in the case of blocking the noncomplying websites), the public interest can be preserved, so the
requirement that foreign firms establish and maintain a local presence is an unnecessary restriction on the
cross-border provision of services.

Unfortunately, as long as perceptions of regulatory “reverse-discrimination” against domestic Korean
companies remain, the calls in Korea for data localization will not subside. Ultimately, there is no
readily available, instrument-based argument against Korea’s widespread and deepening aspiration for
data localization. Neither WTO trade rules nor the Budapest Convention will answer either local law
enforcement’s needs or local internet companies’ calls for fair competition over the long term.

To push back on the fair competition argument, a solution cannot simply rely on legal principles but
would need to dismantle Korea’s parochial internet regulations, which provide a never-ending stream of
arguments used by supporters of data localization in the name of fair competition. To do so, skeptics of
data localization need to leverage concerns about human rights.

In addition, the resistance in Seoul to the Budapest Convention will weaken if Koreans realize that
domestic surveillance is not any more intrusive than what is allowed in most other democracies. At that
point, the convention would provide a more sustainable, instrument-based counterweight to calls in
Korea for data localization. Enhanced cross-border data access under the convention would not necessarily
abolish a safe haven for secret communications, while data localization would definitely do so. In this
case, too, arguments and practices based on human rights could play an important role in shifting public
attitudes and exerting pressure on the country’s political and regulatory class.

Many data localization rules are motivated by a desire for sovereign control. They originate from an
idea that data is safer, more secure, or more useful, either from a control-hungry sovereign’s perspective
or from that of privacy-hungry subjects, when it is located in a certain jurisdiction rather than another.
However, data reflects a sentient being’s perceptions of the world. The transferring of data is arguably
akin to speech, and data collection is a form of knowledge. Most norms on free expression distinguish
speech from physical activities and also distinguish data from physical objects. Cross-border transfers or
collection of data is essentially cross-border speech or knowledge. These principles on free speech (and
access to knowledge) should create exceptions to the sovereign’s Westphalian control within its territory
and provide ample reasons for why data localization is not a sustainable governance tool and why human
rights should figure prominently in the discourse on data localization.

Even data localization for economic purposes at least in the case of Korea originates from parochial
internet regulations that put domestic companies at a disadvantage vis-a-vis foreign firms, and many
of these regulations depart from international standards of human rights. Instead of restricting remote
modes of supply and thereby causing friction with international economic law and treaties, Korea would
be better off finding a much more efficient way to balance these competing interests while upholding its
commitments to international norms and human rights standards.

The author’s views represent his own independent analysis and should not be understood as representing the
official policy of any government.
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