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Summary

Russia’s annexation of Crimea in March 2014 was the latest step in Moscow’s

long process of rejection of the post—Cold War Euro-Atlantic security order,

reflecting a deeply held view that is unlikely to change anytime soon. Western

strategy will need to adjust to Russia’s conception of its interests and priorities

in and around Europe.

The Return of Geopolitics

Russian elites are guided by a deep-seated sense of vulnerability vis-a-vis the
West and fear Western encroachment on the country’s security, economic,

and geopolitical interests, as well as on their hold on power in Russia.

The perception of vulnerability vis-a-vis the West includes every aspect of
Russia’s economy, politics, and defense. It is reinforced by Russian elites’
concerns about the internal weakness of the country and its direction. It
also serves as a tool for the elites to mobilize the population in the face of
external threats. The elites recognize that the country is in a systemic crisis

but fear that solutions could prove destabilizing.

The lack of confidence in their defense capabilities has led Russian mili-
tary experts to consider strategies for early nuclear escalation as a deter-
rent and countermeasure to the West’s perceived conventional superiority.
The Wests plans for improving conventional capabilities and missile
defenses are eroding Russian military planners’ confidence in their nuclear

deterrent.

As seen by Russia’s national security establishment and political elites, the
security environment along the periphery of Russia is precarious and adds
to the internal challenges facing the country. Russian planners are being
confronted with a region rife with instability, local conflicts, and foreign
powers they view as competing with or openly hostile to Russia in every

strategic direction.

In this environment, Russia is resorting to an array of tools from nuclear
saber rattling to intimidation of smaller, weaker neighbors to information
warfare, cyberoperations, subversion, bribery, and other political and eco-
nomic measures as means of hybrid warfare or continuation of politics by

all available means.
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Implications for Western Policy

The experiences of Ukraine and Georgia have profound implications for not
only those countries but also Armenia, Azerbaijan, Belarus, and Moldova.
Lacking the North Atlantic Treaty Organization’s (NATO’s) security guar-
antee, these six battleground states remain in what Moscow perceives as its
sphere of privileged interests. It is prepared to use military force to keep
them in it. As the West is not prepared to consign these states to the Russian

sphere, they become the arena for East-West competition.

Russian actions before, during, and since the aggression against Ukraine
suggest that Moscow still takes NATO’s Article 5 security guarantee of its
members seriously, and that it is not prepared to test that guarantee directly.
Russian leaders went to war twice to prevent Georgia and Ukraine from
eventually—as they saw it—joining NATO. Rather than challenge NATO
directly, Moscow will continue to rely on its wide array of hybrid warfare

methods to undermine member states” confidence in the alliance.

Western policymakers should have no illusions that the buildup of defense
and deterrent capabilities in the frontline states will have a stabilizing effect
on the standoff between NATO and Russia. NATO’s actions in the after-
math of the Ukraine crisis, intended to shore up the frontline states, have
triggered disproportionate Russian responses, including deployment of anti-
access and area-denial (A2/AD) capabilities to Crimea and Kaliningrad as

well as threats to deploy nuclear weapons there.

Absent major changes in Russia’s (or NATO’s) outlook, this adversarial rela-
tionship will remain a key feature of the Euro-Atlantic security order for the
foreseeable future. Eventually, it will take a political, not a military, solution
to resolve this standoff.



Introduction

The annexation of Crimea by Russia in March 2014 and the undeclared war
against Ukraine that followed marked the end of the post—Cold War period in
European history. Russian actions have destroyed key elements of both the post—
Cold War security system and the post—World War II security system in Europe
that had survived for nearly three-quarters of a century. The damage done by
Russian actions is deep and lasting, with pre- and post-Ukraine embodying a
clear dividing line in European security affairs. A new geopolitical division of
Europe has emerged as well. Putting the pieces back together in Ukraine and
shoring up a united Europe will stretch U.S. capabilities. These twin challenges
will remain a strategic imperative for U.S. policymakers absent a major shift in
Russian positions with respect to European security—a highly unlikely occur-
rence without a change in the country’s leadership and governing ideology.

Russian actions in Ukraine and elsewhere in Europe have shocked both
European and U.S. national security and foreign policy establishments. Few,
if any, analysts on either side of the Atlantic had predicted that Moscow would
move to destroy what was envisioned at the end of the Cold War as Europe whole,
free, and at peace with itself and its neighbors.! Russian actions against Ukraine
came as a surprise even for many seasoned Russian foreign policy observers.”
The decision to seize and subsequently annex Crimea and to launch the war in
eastern Ukraine in support of Russian-inspired separatists was most likely part
of a spontaneous, panicky response by Moscow to the rapidly changing political
environment in Ukraine rather than an element of a long-term, well-thought
out, deliberate strategy.’

However, a careful examination of Russia’s own narrative about European and
Eurasian security, and its evolution since the end of the Cold War, suggests that
Russian actions in Ukraine were entirely logical, perhaps even inevitable, as an
extension of Russian threat perceptions. As seen from Moscow, the rapid changes
in Ukrainian politics—the collapse of the presidency of Viktor Yanukovych and
the coming to power of a political coalition advocating Ukraine’s pro-European
and Euro-Atlantic orientation, including eventual membership in the European
Union (EU) and the North Atlantic Treaty Organization (NATO)—carried
with them profound geopolitical consequences for Russia: they signaled the
emergence of new threats to Russia’s security right at its doorstep, threats that no
Russian leader is likely to tolerate without a wholesale change in the country’s
ideology and understanding of its national security.

From Moscow’s perspective, its actions in Ukraine represented quintessen-

tially a series of necessary defensive, rather than offensive and expansionist,
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measures that were intended to prevent an even more severe geopolitical imbal-
ance on the continent resulting from NATO and EU expansion into Central and
Eastern Europe. At the root of these actions was a sense of vulnerability rather
than confidence in Moscow’s relations with the West. Ironically, the security
environment around the periphery of Russia that has emerged as a result of the
annexation of Crimea and the subsequent aggression against Ukraine undoubt
edly leaves Russian military planners with a greater sense of vulnerability.

Europe Whole, Free, and at Peace
With Itself and Its Neighbors?

The peaceful end of the Cold War and dissolution of the Soviet Union in 1991
signaled the dawn of a new era in European security. After the ideological and
military standoff that had divided the continent for more than four decades,
Europe—including Russia—was coming together on the basis of a new vision,
embraced by all as the foundation for a new security order.

That security order, described by Western leaders as Europe whole, free, and
at peace with itself and its neighbors, would not rely on such familiar concepts
as balance of power or balance of interests to maintain peace on the continent.
It would instead rely on all European nations—including Russia—maintaining
a commitment to shared values and adherence to a set of key principles to guide
their foreign and security policies. These principles were respecting the indepen-
dence, sovereignty, and territorial integrity of all nations; refraining from using
force to settle international disputes; allowing freedom of choice by all states to
pursue their foreign policies and enter into alliances; and demonstrating respect
for fundamental human rights and personal freedoms in states” domestic politi-
cal arrangements.

None of these commitments undertaken by all European nations—includ-
ing Russia—were new. They had their antecedents in the United Nations (UN)
charter at the end of World War II, as well as more recently in the 1975 Helsinki
Final Act.* As if to underscore their commitments and renew them for the new
era, the heads of state or government of all European nations, Canada, and the
United States came together in 1990 to sign the Charter of Paris for a New
Europe.’ In that document, they welcomed the new era of “democracy, peace
and unity in Europe” and, among other things, pledged to “settle disputes by
peaceful means” and defend “democratic institutions against activities which
violate the independence, sovereign equality or territorial integrity of the partici-
pating States.”

The Charter of Paris was joined by the Soviet Union, whose commitments
were assumed by Russia upon its dissolution in 1991. Ukraine and other for-
mer Soviet states also joined the Organization for Security and Cooperation in

Europe, which was established to implement the vision of the Charter of Paris.



Another major step in the evolution of Europe was the signing in 1992 of the
Maastricht Treaty.® It was a milestone in the process of European integration—
also on the basis of shared values—that transformed the European Community
into the European Union. The EU would pursue the goals of promoting and
strengthening democratic institutions, establishing a monetary union, and devel-
oping a common foreign and security policy.

The Soviet Union and subsequently Russia played essential roles in this trans-
formation of the European security landscape, having consented to shed the
outer and inner empires peacefully in the late 1980s and early 1990s. At the
time, both the Soviet government and the government of the new Russian state
declared and demonstrated in deed their commitment to uphold the underlying
principles of European security and stability.

Early Signs of Trouble

However, while the rest of the continent celebrated the dawn of a new peaceful
and harmonious era in European history and embraced the vision of Europe
whole, free, and at peace with itself and its neighbors, Russia was having second
thoughts. The idea of a European security system based on a vague concept of
shared values did not sit well with the Russian foreign policy and security estab-
lishment. Thus, speaking at a foreign ministry conference devoted to a discus-
sion of a new foreign policy concept of the Russian Federation, then foreign
minister Andrey Kozyrev declared that “Russia must become a normal great
power.”” The chairman of the Foreign Affairs Committee of the Russian Duma,
Yevgeniy Ambartsumov, welcomed the foreign minister’s proposal and went fur-
ther, declaring that the time had come to “abandon idealistic declarations in
favor of realpolitik.”®

Although the Russian government was preoccupied at the time with a seem-
ingly endless succession of domestic crises that followed the dissolution of the
Soviet Union, including a collapsing economy and fierce political struggle in
the Russian parliament, where the reform agenda ran into strong opposition,
the Russian foreign policy establishment articulated a more ambitious vision of
the state’s interests than the dire state of Russia’s domestic politics and economy
might have suggested. In sharp contrast to his earlier conciliatory statements,
Ambartsumov explicitly laid claim to Russia’s special rights, even responsibili-
ties, throughout the territories of the former Soviet states and suggested that
Russian interests transcended the borders of these newly independent states.”
Sergey Karaganov, a leading foreign policy scholar and founder of the Council
on Foreign and Defense Policy, wrote in a similar vein that Russia had not just a
set of interests, but a special mission—a “heavy cross” to bear—in the territories
of the former Soviet Union."

Russia had inherited its national security establishment from the Soviet

Union. Ambartsumov, Kozyrev, and Karaganov represented a new generation
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of foreign policy thinkers and practitioners with relatively progressive attitudes
who could have been expected to hold more enlightened views on relations with
neighboring states and the post—Cold War security arrangements in Europe. But
the Russian military, security services, and diplomatic establishment were all
products of the Cold War in which mistrust of the West was deep and not easily
overcome by declarations of peaceful intentions by European and U.S. leaders."

These early signals that shared values may not be sufficient for Russia as the
basis for European security and stability could have remained a largely incon-
sequential discourse in the relatively narrow and self-contained community of
Russian foreign policy experts. Foreign policy in the 1990s took a backseat to
domestic affairs, especially the economy, which was the dominant concern of the
country’s elites and the general public. However, the debate was brought to the
fore of Russian domestic politics and European discussions about the continent’s
security architecture by two critically important processes: enlargement of the
EU and NATO.

The first major encounter signaling future troubles took place in 1993. During
an August meeting with then Polish president Lech Walgsa in Warsaw, then

Figure 1. NATO Enlargement as Seen From Moscow (1990)
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Source: Russian Institute for Strategic Studies, http://en.riss.ru/.



Russian president Boris Yeltsin in a written statement expressed his “understand-
ing” of Poland’s desire to join NATO."? Kozyrev reportedly echoed that senti-
ment despite having been opposed to the idea previously. However, just a few
weeks later, in October 1993, the Russian president sent a letter to then U.S.
president Bill Clinton stating his strong opposition to membership in the alliance
for Poland or any other Central or Eastern European country.”® Yeltsin’s appar-
ent change of position was reportedly due to pressure from the Russian military
establishment, which still considered NATO a threat."

The launch of an active discussion in Europe and the United States about
NATO enlargement transformed the initial cracks in the European security
landscape into a major divide between Russia and most of the rest of Europe.
NATO allies and aspirants maintained that expanding the alliance was intended
not as a hostile step against Russia, but that bringing the zone of stability and
security closer to Russia’s border would only benefit Moscow. Russian counter-
arguments were precisely the opposite, stressing the military capabilities that
NATO expansion would inevitably bring closer to Russian borders. (See Russian
government think tank maps showing NATO enlargement in figures 1 and 2.)

Figure 2. NATO Enlargement as Seen From Moscow (Post-2014)
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Source: Russian Institute for Strategic Studies, http://en.riss.ru/.
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Russian opposition to NATO enlargement was shared by politicians across
the political spectrum. The conservative wing of Russian politics represented
by the nationalists and the Communists opposed the alliance’s expansion
for geopolitical and ideological reasons. The liberals and reformers opposed

it because they saw it as damaging to their already tenu-

ous position in Russian domestic politics, vulnerable to

The Russian government vehemently ~ criticism from opponents who accused them of betraying

opposed NATO's intervention in Yugoslavia
as, among other reasons, a potential

Russian national interest and being agents of the West."”
The values-based approach to European security was
failing to get recognition in Russia for several reasons: after

precedent for similar action by NATO nearly three-quarters of a century under an ideologically
in Russia or around its periphery.'® driven and failed regime, the population had little confi-

dence in ideas in general; this mistrust was reinforced by
the new Russian government’s failure to deliver and dem-
onstrate to the public the tangible benefits of the new ruling ideology of the
market and democracy, as the country limped from one crisis to the next.

After being cut off from Western political science for decades, Russian
international relations scholars were avidly absorbing ideas put forth by lead-
ing Western political scientists. The most prominent among them were Samuel
Huntington and Zbigniew Brzezinski, whose books 7he Clash of Civilizations and
the Remaking of World Order and The Grand Chessboard respectively approached
contemporary international relations from points of view that rejected the very
idea of a values-based security system in Europe and Eurasia.'® Huntington’s
volume, as the title suggests, predicted a conflict pitting Western civilization and
its liberal ideology against other civilizations guided by other ideas. Brzezinski
argued that it was important for the United States to prevent another major
power—read Russia—from dominating the Eurasian landmass.

In light of these two books by leading American foreign policy thinkers
widely regarded in Russia as speaking for Washington’s foreign policy estab-
lishment, it was easy for Russian foreign and national security policymakers,
many of them products of the Cold War, to be skeptical of U.S. and allies’
reassurances about values-based security arrangements for Europe and Eurasia.
While the idea of NATO extending its membership beyond Europe was not
brought up even in the most ambitious discussions of the alliance’s future at
the time, NATO did extend its reach into Central Asia through its Partnership
for Peace program.” That could have been interpreted by Russian military
planners as a maneuver to encircle Russia, notwithstanding the fact that Russia
itself had joined the Partnership for Peace.

Another factor shaping Russian threat perceptions with respect to NATO
and European security was the conflict in the former Yugoslavia. For Russia,
still reeling from the dissolution of the Soviet Union and struggling to over-
come multiple political and economic challenges, the violent breakup of
Yugoslavia was a continuing reminder of the dangers it had barely escaped. The

Russian government vehemently opposed NATO’s intervention in Yugoslavia



as, among other reasons, a potential precedent for similar action by NATO in
Russia or around its periphery.'”® The Russian military’s brutal tactics during
the 1994-1996 war in Chechnya drew widespread condemnation from the
West. The possibility of a NATO intervention in the breakaway republic, no
matter how improbable to most seasoned observers, was nonetheless widely
discussed in Russia.”

The argument put forth by the West that NATO’s intervention in Yugoslavia
was motivated by humanitarian considerations only reinforced Russian opposi-
tion to the campaign and resistance to NATO’s enlargement. From the stand-
point of Russian national security planners, the extradition and trial of the former
Yugoslav strongman Slobodan Milosevi¢ undoubtedly served as a reminder that
at some future time a weakened Russian government could be forced to surren-
der the leaders of the military campaign in Chechnya and that they would find
themselves on trial for war crimes before an international tribunal.?

From the standpoint of Russian national security planners, the only guarantee
against such events was the vast nuclear arsenal Russia had inherited from the
Soviet Union. Russian national security documents from the 1990s onward have
stressed the unique role of nuclear weapons as the ultimate—perhaps even the
only—guarantee of Russian sovereignty and strategic independence.”

But although nuclear weapons were indispensable as a guarantee against
Western intervention in Russia, they were far less useful when it came to inter-
vening in crises beyond Russia’s borders and projecting Moscow’s interests
beyond the borders. The nuclear arsenal was of little use when it came to deter-
ring NATO enlargement ever closer to Russian borders and securing a sphere
of influence for Russia around its periphery—a long-standing Russian objective
articulated as early as 1992 by leading Russian foreign policy thinkers and prac-
titioners. For that, Russia would have to rebuild its conventional capabilities,

which in turn would require a commitment of significant economic resources.

A Strong Warning

During the first decade of the twenty-first century, Russia enjoyed a major eco-
nomic rebound. In the decade from the financial collapse of 1998 to the end
of Vladimir Putin’s second presidential term in 2008, Russian gross domestic
product (GDP) grew from just under $300 billion to nearly $1.7 trillion in
current prices.”* As the economy rebounded and domestic politics stabilized,
the Russian government assumed a far more prominent position in the inter-
national arena than during the 1990s. Russia became a full-fledged member
of the G8 industrialized economies and asserted itself as a strong and indepen-
dent voice on major issues, from European security to the war in Iraq.

The most notable and forceful statement on foreign and security policy
from that period came from Putin personally, delivered at the Munich Security
Conference in 2007. The speech, described by some in the audience as Cold

Eugene Rumer
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War-like, clearly laid out Russian rejection of the post—Cold War security

order in Europe.” The Russian president characterized NATO enlargement as

a provocative unilateral landgrab by the U.S.-led alliance seeking to expand its

sphere of influence. In putting its military forces right up to Russia’s border,

Putin said, NATO was in violation of assurances given to Russia at the end of

The Russian president characterized NATO
enlargement as a provocative unilateral
landgrab by the U.S.-led alliance seeking

to expand its sphere o f influence.

the Cold War. This unilateral, unipolar, U.S.-centric secu-
rity model, he concluded, was unacceptable.

Moreover, according to the narrative widely held in
Russia’s national security establishment, NATO enlarge-
ment was not only a landgrab that upset the geopolitical
balance in Europe, but it also constituted a violation of
assurances given by Western leaders to then Soviet presi-
dent Mikhail Gorbachev that in exchange for Germany’s
reunification and NATO membership, the alliance would

not expand eastward.?* The nature of this claim has been repeatedly disputed.”

And documentary evidence to support it has been ambiguous at best—to say

nothing of its practical irrelevance, for nobody, not even Russian officials, pro-

poses to undo NATO enlargement. Still, the idea that the West broke its prom-

ise has become an integral part of Russian discussions about post—Cold War

security in Europe.

Russian leaders opposed Europe’s post—Cold War security order also on

ideological grounds. They criticized U.S. and European efforts to promote

democracy around the periphery of Russia as a thinly disguised pursuit of

the West’s expanded sphere of influence.?® They also viewed the efforts as a

deeply destabilizing undertaking that threatened the stability and security of

neighboring states and even held out the possibility of undermining Russia’s

own hard-won domestic stability. Beyond that, the push by the West to pro-

mote democracy inside Russia was declared by Russian leaders as a violation of

Russian sovereignty and potentially destabilizing and deeply threatening to the

Putin administration itself.

As Russia’s own domestic politics took on a more authoritarian turn and

Putin consolidated more power, he came under criticism from Western lead-

ers.”” Combined with enthusiastic Western expressions of support for the Rose

Revolution in Georgia in 2003 and the Orange Revolution in Ukraine in
2004-2005—both crises in which Russia and the West were pitted against

each other through proxy factions—the West’s support for democracy through

the ever-expanding reach of the EU and NATO emerged as the most con-

tentious issue in relations with Russia. Building on the major theme of his

Munich address, Putin delivered a further warning to NATO at the alliance’s

2008 Bucharest summit. NATO’s promise of future membership to Georgia

and Ukraine, he said, constituted a “direct threat” to Russian security. In an

ominous preview of future events, he spoke of the historic ties between Russia

and the ethnic Russian populations of eastern Ukraine and Crimea and the

population’s desire for close ties with the motherland.?



As if the Russian president’s two warnings were not enough, the war with
Georgia in 2008 sent a further message to the West, as well as to Russia’s neigh-
bors, that Putin meant what he said. In a statement on Russian television in the
immediate aftermath of the war in Georgia, then president Dmitry Medvedev
declared countries around Russia’s periphery as a sphere of Russia’s “privileged”
interests.” No statement delivered by a Russian leader prior to the war of 2008
had signaled with greater clarity Moscow’s rejection of a values-based security
system in Europe. Medvedev would divide the continent into spheres of inter-
ests and influence, and he was fully committed to defend Russia’s sphere from
encroachment by other powers.

The war in Georgia delivered two very distinct messages to two different
audiences. To the West, the message was to stay out of the sphere of Russia’s
privileged interests. To Russia, the message was that despite the successful
campaign against its tiny neighbor, the Russian military was in need of far-
reaching reform.”® Russia needed the capability beyond its nuclear arsenal to
defend its interests and deter those who might consider infringing on them.
The military reform launched in the aftermath of the war in Georgia and a
program of military modernization were intended to give Russia the capability
to do just that.”!

The Break

The 2008-2012 interregnum between Putin’s second and third terms as
president was a period of relative calm in Russia’s relations with the West.
Combined with the reset with Russia beginning in 2009 by the administration
of U.S. President Barack Obama, other imperatives—the war in Afghanistan,
Iran’s nuclear program, the crisis in Libya—took precedence over NATO
enlargement. At the same time, newly launched debates inside Russia about
domestic political and economic modernization held out the prospect of Russia
returning to the path of democratization and a more cooperative relationship
with the West.*> In addition, NATO lacked the necessary consensus to push
for Georgia’s membership in the alliance in the aftermath of the war of 2008.
And in 2010, Ukraine removed NATO membership from its list of national
security priorities altogether.”

The calm was broken by developments inside Russia. Putin’s decision to
reclaim the presidency from Medvedev was met with large-scale protests—
unprecedented in the history of modern Russia—Dby proponents of further
political and economic reforms that had been debated during Medvedev’s pres-
idency.** The protests were greeted in the West as a manifestation of Russia’s
democratic spirit and political reawakening.*

The response from the Putin administration was harsh. It included a series
of new legislative steps to limit the Russian public’s space for political protests;

court actions against protesters; and a media campaign accusing the West of

Eugene Rumer
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instigating protests in Russia to undermine and weaken it.** The West was pro-
moting in Russia values that were alien to Russian society, the Kremlin charged,
embracing the slogan “Russia is not Europe.”’” Putin’s third term began with a
clear juxtaposition of Russia vs. the West as a conflict driven by different values
systems. Two decades after signing on to the vision of Europe whole, free, and at
peace with itself and its neighbors, Russia finally abandoned it.

This break also manifested itself in Russian foreign policy, particularly
in relations with the former Soviet states. Building on earlier Russian pro-
nouncements about a sphere of influence and interests, and the danger
posed by the West’s geopolitical expansion, Putin elevated Eurasian integra-
tion—the gathering of the former Soviet states around Russia—to the top
of his foreign policy agenda for his third term.*® Building on the Russia-

Kazakhstan-Belarus customs union established in 2000,

L - .
Putin proposed to move toward a “Common Economic

Putin’s third term began with a clear Space,” eventually proceeding to a political—Eurasian—

union, all vaguely patterned on the EU and rather trans-

juxtaposition of Russia vs. the West as a
conflict driven by different values systems.

parently intended to create a regional counterweight to
it. In Putin’s words, the Eurasian union would become a

“powerful supranational association capable of becoming

one of the poles in the modern world”—a reference to the
long-standing Russian preference for a multipolar international system and
rejection of the U.S.-dominated unipolar world.”

Putin’s policy of Eurasian integration stood in direct conflict with the EU’s
European Neighborhood Policy, which is intended to bring countries on the
EU’s eastern borders closer to it by offering them Association Agreements.*’
These agreements are designed to promote political, economic, and rule-
of-law reforms in countries of Eastern Europe and encourage their closer
political and commercial ties to the EU. Several Eastern European countries—
Armenia, Georgia, Moldova, and Ukraine—were in the process of negotiat-
ing Association Agreements with the EU when Putin announced his vision of
Eurasian integration. Ukraine was the largest among them and strategically
the most important for Russia.

The government of Ukraine—the second most populous former Soviet
republic and the critical bridge between Russia and Europe—was engaged in
two simultaneous negotiations. One was with Russia about joining its eco-
nomic integration project; the other was with the EU about an Association
Agreement. With the two deemed incompatible, Kyiv would eventually have
to choose one or the other.”!

For Russia, for Putin personally, the loss of Ukraine to the EU would not be
a tolerable outcome. This was due to several reasons. In 2004, Putin’s candidate
for the presidency of Ukraine, Viktor Yanukovych, was defeated by the Orange
Revolution encouraged by the West. Another defeat of similar magnitude at
the hands of the EU was not an option for the Russian president after he had



elevated Eurasian integration to the top of his policy agenda as a counterweight
to the United States and the EU.

Moreover, all former Soviet satellites that had joined the EU also joined
NATO. Ukraine’s Association Agreement with the EU was undoubtedly seen
by the Kremlin as a step toward membership in the EU and, eventually, in
NATO. This would allow NATO’s presence within 300 miles of Moscow. As
seen from Moscow, this would also mean that key Ukrainian defense enter-
prises that supplied the Russian military with critical components would be
located on NATO territory.*

Another significant dependence of Russia on Ukraine has to do with energy
supplies to Europe. Ukraine is the critical transit country, with as much as half
of Russian gas exported to Europe delivered through the Druzhba pipeline
that crosses Ukraine.*’ U.S. and European leaders have long complained about
Europe’s dependence on Russian gas and the influence it gives Moscow over
the continent. Some have argued for NATO to take on the mission of securing
Europe’s energy supply.* For Russia, the prospect of Ukraine joining NATO
or becoming a satellite of the EU would translate into an unacceptable loss of
power and influence.

Notwithstanding all these strategic considerations, the crisis in Ukraine
apparently came as a surprise for the Kremlin.®® The severity of its response to
the crisis—the annexation of Crimea, the war in eastern Ukraine, the viru-
lent political propaganda campaign against the new government of Ukraine
and the West for supporting it, and the destruction of the entire post—Cold
War European security system—reflect the perceptions of threat associated
by Russian national security elite with the potential loss of Ukraine to NATO
and the EU.

The New Old Threat

The shock waves in Europe, in the United States, and around the periphery
of Russia from Russian actions in Ukraine (and subsequently in Syria) have
amounted to a fundamental reassessment of Russia, its military capabilities, and
its resolve to use them.? The perception of Russia as a second-rate power, whose
military capabilities were badly damaged by the implosion of the Soviet state
and never recovered, has been replaced with newly alarmed assessments of the
Russian military threat not seen by Western publics in a generation.”” Even the
Russian Navy, long written off for dead as a presence in the high seas, is the sub-
ject of a new, widely publicized report by the U.S. Office of Naval Intelligence.*

Indeed, the swift and apparently efficient takeover of Crimea, the military
intervention and covert operation in eastern Ukraine, and most recently the mis-
sion in Syria have had a transformational effect on the image of the Russian
military abroad and at home. However, with these accomplishments on and off
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the battlefield came a series of sobering Russian reassessments of the new security
environment surrounding Russia in post-post—Cold War Europe and Eurasia.

Paradoxically, Russian military successes have resulted in new threats and
new challenges, and they have generated a profound feeling of unease among
Russian military experts. Threat assessments found in ofhicial Russian docu-
ments, statements of top officials, and private-sector commentators describe a
uniformly bleak picture. In the words of one authoritative observer, Europe’s
failure to secure itself behind a buffer zone established with the help of the EU’s
Eastern Partnership, which includes Armenia, Azerbaijan, Belarus, Georgia,
Moldova, and Ukraine, has meant that Russia cannot hide behind a buffer
zone either.”” Russia can no longer count on these countries as friendly and
capable of shielding Russia’s western and southern borders.

The break in relations with the West; NATO’s continuing plans for expan-
sion, its support for Ukraine, its military deployments along its Eastern flank
and plans for more such deployments, and its long-standing nuclear threat to
Russia; and centers for cybersecurity and information warfare in the Baltic
states make up the new threat environment Russian defense planners are hav-
ing to confront. And that is not even the complete list, which omits a wide
range of real and potential threats from the self-proclaimed Islamic State’s pres-
ence in Iraq and Syria to Japan’s new legislation governing the use of its Self-
Defense Forces abroad. This is the new threat environment in which the armed
forces of the Russian state have to carry out their mission of defending and
protecting the sovereignty of the Russian state, noted Defense Minister Sergei
Shoigu, appearing before the year-end meeting of senior Ministry of Defense
officials attended by Putin.*

The new National Security Strategy that Putin signed into law on December
31, 2015, echoed many of the same themes.”' The document identified the
United States and its allies as the principal threat to Russia, as the West seeks
to hang on to its dominant position in the world. NATO enlargement con-
tinues apace, with the alliance aspiring to a global mission. NATO, according
to the new document, undermines international security, international law,
and arms-control treaties; acquires new military capabilities; and deploys its
military infrastructure ever closer to the territory of the Russian Federation,
threatening its security. In Ukraine, the document continues, NATO and the
EU have supported an unconstitutional coup that triggered a profound split in
Ukrainian society and resulted in a new source of instability in Europe.

This is all part and parcel of U.S. strategy in Eurasia, according to the now
deceased head of Russian military intelligence, General Igor Sergun.”> Writing in
2015, he asserted that the long-term U.S. goal was to encircle Russia and China
with a ring of regimes loyal to the United States and flash points that would reli-
ably prevent Russia from carrying out its Eurasian integration project.

From the point of view of Moscow, NATO’s reinforcements of the Baltic
states and Poland to date and in the future have broken yet another key
promise given to Russia by the allies—not to station permanently substantial



combat forces on the territories of new members. Regardless of the cavear—
that the promise was conditioned on “the current and foreseeable security
environment,” which was upended by the annexation of Crimea and aggres-
sion in eastern Ukraine—there can be little doubt that the reinforcements are
perceived by Russia’s national security establishment as its worst expectations
coming true.”* Whether these reinforcements will constitute a permanent or
persistent presence is likely to be of little consequence for Russian analysts,
for either one would constitute a continuous and in effect permanent military

presence of NATO troops in these forward areas.

It's the Economy....

The challenge Russia is facing in the new international threat environment, in
the view of official and unofficial spokesmen, is compounded by the unenviable
state of its economy.’ Gone are the high rates of growth typical of the first two
terms of the Putin presidency that made possible the recovery of the country’s
economic health as well as its international standing and military capabilities.
The inability of the Russian economy to compete in the global marketplace
and its reliance on the old model of development based on exports of raw mate-
rials have been elevated in the new national security strat-

egy to the rank of “the main strategic threats to [Russia’s]

national security in the sphere of the economy.™ The From the point of view of Moscow, NATO's

task now before Russian policymakers is to develop a new
model of economic growth, for the old one has outlived its
usefulness. This theme has been stressed by top officials
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in Russia, including Kremlin Chief of Staff Sergei Ivanov, promise given to Russia by the allies.

who, with candor rare for a senior Kremlin official, admit-  p———

ted that the country’s economic woes were due largely to

failure to reform during the fat years.’® Security Council Secretary Nikolai
Patrushev, too, has stressed the need to jump-start the Russian economy as a
matter of national security.”’

Russian foreign policy and national security experts from research institutes
and academia have echoed the same sense of alarm about new challenges facing
Russia as found in official government statements and documents. They have
stressed the increasingly chaotic, seemingly all-against-all nature of the interna-
tional system and the weakening of the main centers of global power, including
the United States and Europe.”® However, that is hardly a cause for celebration,
for Russia is finding itself without reliable partners in this situation (the relation-
ship with China is treated with caution in this context—time will tell how it
turns out).”® As a result of the Ukraine crisis and the break with the West, Russia
has been left, as Carnegie’s Dmitri Trenin put it, “alone against all.”®
Furthermore, Russian analysts have argued that by the end of 2015, Russia

was in an all-encompassing, systemic crisis.”’ The biggest blow was dealt by the
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collapse in oil prices and the end of the global commodities boom. Making
matters worse was a combination of shrinking GDP, chronic lack of invest-
ment, currency devaluation, loss of access to Western capital markets, and high
inflation. The political environment was no better, due to the escalation of
military activities abroad, the intensifying crackdown on the opposition, and
the murder of opposition politician Boris Nemtsov.

Taken together, these were all signs of fundamental problems for a politi-
cal leadership that was steadfastly resisting comprehensive reforms. Stagnation
and the failure to carry out far-reaching economic, political, and technologi-
cal modernization could have major security implications. Without reforms,
Karaganov warned at the gathering of the establishment Council on Foreign
and Defense Policy, “defeat awaits [Russia] in the future political, economic,
and military-strategic competition of the twenty-first century.”? Herman Gref,
the head of the majority state-owned biggest Russian bank Sberbank, echoed
these words in early 2016, when, speaking at a public gathering of economists
and senior government officials, he described Russia as a “loser country.”®

No Light at the End

These and other similarly gloomy assessments that have permeated the entire
spectrum of Russian political opinion, from official government documents
and establishment figures to scholars at research institutions to opposition fig-
ures, point to a profound sense of insecurity in Russia’s establishment circles.®
Gone is the confidence of the first two presidential terms of Vladimir Putin.
The early bravura response to Western sanctions and declarations that Russian
industry can more than make up for the loss of imported goods and grow
thanks to import substitution and the cheaper Russian ruble have been derided
as delusional.®® Some of the most alarmist commentators go so far as to claim
that the Russian economy is backsliding into the category of industrial and
even preindustrial economies, rapidly falling behind to the point where one
day it could cease to be an independent actor in the international arena.®® As
a sign of the prevailing gloom among Russian economic analysts, including
senior government officials, the end of the current economic crisis, which some
believe Russia is already approaching, may not lead to growth; instead, in the
words of the first deputy chair of the Central Bank of Russia, Xenia Yudayeva,
it will mark the beginning of “eternal” or long-term stagnation.”

This brief overview of the narrative in official Russian outlets and societal
discourse points to a lack of confidence on the part of Russian elites in their lead-
ership, in their own abilities, and in the country’s future. The times of trouble,
which many if not most Russians once thought were left behind in the 1990s,
appear to be anything but safely behind them. Russian assessments of the pres-

ent situation in and around Russia can be summarized in a few short sentences:



*  The Russian economy has outlived its model of development and can at
best stagnate and stay firmly lodged in the middle-income trap; the political
system is not able to address the tensions that are building within society.

* The leadership has yet to offer a credible strategy for leading the country

out of its crisis.
¢ The international environment is chaotic and hostile.

* Russia has no reliable partners and is facing a vastly superior adversary
whose economy is much bigger and better performing than Russia’s and
whose military and technological capabilities are the envy and the target of

Russia’s own military reform and defense modernization plans.

Military Inferiority Vis-a-Vis the West

Notwithstanding the impressive revival of Russian military capabilities and the
battlefield victories in Ukraine, Russian assessments of the Russian military have
been permeated by a deep sense of inferiority vis-a-vis NATO. An authoritative
assessment offered by a leading Russian military analyst in the aftermath of the
active phase of the conflict in eastern Ukraine described the military confronta-
tion between Russia and Ukraine as a battle between two obsolete militaries, one
of which (Russia’s) was better trained, equipped, and led.*®

A hypothetical similar conflict, the analysis continued, with participa-
tion by volunteers from NATO countries would follow a very different sce-
nario. The Russian military would face a far superior enemy, one that is better
equipped, better trained, better led, and better sustained. From the size of
NATO’s ground force to smart weapons in its arsenal to its electronic war-
fare capabilities, the Russian military would be outnumbered, outgunned,
outdone. Russia’s only recourse in such circumstances, the analysis concludes,
is to threaten the adversary with tactical nuclear weapons. “The country, the
army, and the navy are not yet ready for a large-scale conventional-only war.”®

This sense of vulnerability permeates Russian military thinking about future
conflicts and threat assessments as they pertain to every sphere of military
activity—conventional, nuclear, cyberwar, and information warfare. None of
this is new and reflects long-standing Russian and earlier Soviet concerns about
the country’s inferior military capabilities when stacked against NATO’s.

Nuclear Weapons—Last Resort. And First?

In recent years, no Russian statement about security policy has generated more
alarm in the West than high-level pronouncements about Russian nuclear
modernization and the readiness to use nuclear weapons in the event of a con-
flict in Europe.”” Widely interpreted in public commentary in the West as evi-
dence of Russian aggressiveness and militaristic ambitions, these statements
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have been echoed in domestic Russian discussions about the role of nuclear
weapons in a future war.”!

That war would be fought against the West. Russia, writes Sergey Brezkun,
professor of the Academy of Military Sciences, needs to develop its own “de-
escalation” ladder in order to limit a future—regional—conflict at an early
stage and prevent it from blowing up into a large-scale war.”> Russian leaders,
he laments, have not adequately addressed the problem of regional deterrence,
which is becoming all the more urgent because of what he characterized as
the “weakening of the political-military positions” of the Russian Federation,
proliferation on the periphery of Russia of hostile regimes manipulated by the
West, and the decline of Russia’s conventional capabilities. In these circum-
stances, the idea of massive nuclear retaliation in response to a regional crisis is
irrational and impractical. Russia needs options for de-escalating the crisis in

its beginning phase with the help of limited nuclear strikes

N 202105t key assets of the enemy, but “without catastrophic

consequences,” as well as nuclear weapons specifically
designed for this purpose. Such limited nuclear strikes,
Brezkun argues, will have a sobering effect on the enemy,

defense capabilities could prove devastating Russian military strategists’ lack of confidence in their

to Russia’s nuclear arsenal and deny it the
ability to deliver a retaliatory strike.

conventional capabilities is a long-standing phenomenon
that predates even the breakup of the Soviet Union and
the implosion of the Russian economy and its defense-

s i ndustrial sector. One of the earliest voices to sound alarm

about the West’s emerging superior conventional capabili-
ties in the 1970s and 1980s was Marshal Nikolay Ogarkov, the chief of the
General Staff.”? This lack of confidence may appear surprising in the aftermath
of Russian military reform, in the midst of a ten-year defense modernization
program, increased defense spending, and the Russian army’s string of success-
ful operations. Still, U.S. and other NATO countries’ conventional capabilities
continue to impress Russian military observers and feed their insecurity with
respect to their own.

But this deep-seated feeling of insecurity compared with NATO apparently
goes beyond the conventional sphere and applies to Russia’s strategic and tacti-
cal nuclear capabilities as well. In the worst possible case, which to Russian
planners is not unimaginable, a combination of NATO’s conventional,
nuclear, and missile defense capabilities could prove devastating to Russia’s
nuclear arsenal and deny it the ability to deliver a retaliatory strike. Faced with
this highly improbable prospect, Russian military planners have to consider
first-use options as a de-escalatory measure that will persuade the enemy of
the futility of its actions. Otherwise, if nuclear weapons are not used early in a

conflict for the purpose of ending it, Russia may not be able to use them at all

and be defeated.



The same lack of confidence in Russian retaliatory capabilities is apparent
in Russian discussions about the need for a doomsday machine-like scheme
to ensure a massive retaliatory strike in the event of a devastating attack on
Russia—discussions reminiscent of Stanley Kubrick’s Dr. Strangelove charac-
ter.’* In an apparently deliberate leak, Russian media revealed the existence of
a high-yield unmanned nuclear torpedo that could be launched as a retaliatory
weapon against a major U.S. coastal urban center and would result in massive
human loss and economic devastation.”” Another proposal called for Russia to
use massive nuclear charges to trigger catastrophic tsunamis, volcanic erup-
tions, or earthquakes that would cause devastation of large areas of the United
States along the West coast.”

Russian military planners’ concerns about the threat of U.S. missile defenses
to their retaliatory capabilities long predate the decisions by the administra-
tions of Obama and his predecessor as U.S. president, George W. Bush, to
deploy missile defenses in the United States and Europe. Some analysts have
gone so far as to say that former president Ronald Reagan’s Strategic Defense
Initiative (commonly called “Star Wars”) in the 1980s was responsible for
convincing the Soviet Politburo that the United States enjoyed vast military-
technological superiority. Not only could the United States launch a surprise
attack on the Soviet Union, these analysts concluded, but it could also acquire
the means of denying the Soviet Union the capability of delivering a retaliatory
strike.”” The arms race, in other words, could not be won, and that in turn led
to the end of the Cold War.”®

Russian concerns about U.S. missile defense capabilities thus appear to have
deep roots. They have been restated with surprising candor by Russian offi-
cials. Russian Ministry of Foreign Affairs Special Envoy Grigory Berdennikov,
replying to a question in February 2015 about future arms control, said,

One has to understand that nuclear weapons are not something that stands
alone, they are part of the strategic balance. To move ahead with nuclear weap-
ons reductions, it is necessary to take into account other factors—first of all,
the factor of the global missile defense system, which the Americans, despite
all [our] arguments, stubbornly do not want to discuss with us. . . .

The entire system of mutual relations in the nuclear sphere is based on deter-
rence. In other words, you have to have the capability, having survived the first
strike, to retaliate, and in such a way that the retaliatory strike is so terrible
that nobody would dare to launch the first one. If an effective missile defense
system appears, then someone may have the illusion that most of the weapons
of the enemy can be destroyed in the first strike and the rest can be more or
less intercepted. The smaller your arsenal, the easier it is to intercept what’s left
after the first strike. And we are being told [by the Americans], “We’ll con-
tinue to develop these defensive systems, but let us reduce further the offensive
systems.” For what? To have a firm guarantee that the second strike will be
intercepted, to have the freedom to launch the first strike? Is that why we are
doing all this?”
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Russian concerns and candor are not limited to the nuclear sphere.
Continuing his point about the fallacy of treating nuclear weapons as a stand-
alone capability, Berdennikov said,

We are prepared for a dialogue about further nuclear disarmament steps. At
the same time, we are convinced that they are impossible without solving such
problems as the unlimited growth of global U.S. missile defenses, the project
of using strategic weapons with conventional warheads within the concept
of “global strike,” . . . the refusal of the United States to pledge not to deploy
weapons in space, [and] the growth of qualitative and quantitative conven-
tional imbalances.®

This statement and others by senior Russian officials and prominent analysts
underscore the vital function nuclear weapons continue to perform in the
defense of the Russian state.®! A threat to those weapons is a threat to the sur-

vival of an independent and sovereign Russian state.

New Threats

The expanding range of U.S. strategic capabilities—nuclear, high-precision
and long-range conventional, and missile defense—has been a major preoccu-
pation of Russian military analysts.®? Russian concern about these capabilities
is reflected in candid statements about the threat they pose, as well as reas-
surances that Russian strategic systems are robust, reliable, and impervious to
U.S. offensive or defensive arsenals.®

The conversation about the changing nature of warfare, the roles of nuclear
and non-nuclear weapons, and deterrence has been under way among Russian
experts and military officials for decades, beginning with
the writings of Ogarkov. This conversation reflects the

Despite bravura assurances that the deep conviction among Russian analysts and planners that

nation's nuclear shield is invincible and
capable of reliably defending against and

Russia has fallen far behind the United States in the devel-
opment of high-precision conventional weaponry and non-

nuclear deterrent capabilities.® It also reflects their view

deterring any enemy, Russian defense gradually, the performance characteristics of non-
experts appear to harbor doubts. nuclear, high-precision weapons are improving so much

that they could begin to take on the functions that until
now have been assigned exclusively to nuclear weapons.®
As a result, the task facing the Russian military of deterring superior adversar-
ies equipped with such systems is increasingly challenging.%

The ranks of Russian military analysts include a number of skeptics who
doubt not so much the relative state of affairs in the development of U.S. and
Russian arsenals as the proposition that conventional high-precision systems will
be able to take over missions assigned to nuclear systems.®” These skeptics believe
that the principal threat to Russia’s nuclear deterrent and retaliatory capabilities
is posed by U.S. nuclear systems and that priority should be given to programs

intended to counter those systems. However, even these skeptics conclude that



although non-nuclear, precision-guided weapons cannot supplant nuclear weap-
ons, they can affect the strategic balance in significant ways.*®

To meet this challenge, Russian defense experts continue to emphasize
nuclear weapons. Although much has been made of the series of Russian con-
ventional shipborne cruise missile strikes from the Caspian Sea against tar-
gets in Syria, these much-touted capabilities in the eyes of Russian experts are
apparently not yet sufficient to deter NATO threats to Russia in Europe.®

In September 2014, Dmitry Rogozin, the deputy prime minister in charge
of defense industries, pledged to modernize the entire Russian strategic nuclear
forces by 2020, not merely 70 percent as previously planned.”® According to
Shoigu, 56 percent of Russian nuclear weapons are new.”!

The chief of the General Staff, General Valery Gerasimov,
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important task. will remain so for a long time.

However, despite these accelerated programs and bra-
vura assurances that the nation’s nuclear shield is invinci-
ble and capable of reliably defending against and deterring any enemy, Russian
defense experts appear to harbor doubts that these measures are sufficient.”®
Thus, some have suggested that even deploying Iskander short-range ballistic
missiles, capable of carrying nuclear warheads, to Crimea and Kaliningrad
may prove insufficient to deter potential enemies.’® Instead, to accomplish
that goal, Russia may have to withdraw from the Intermediate-Range Nuclear
Forces Treaty and reintroduce that class of weapons into its arsenal.”” Russian
commentators maintain that such a step is being contemplated because of the
combined threat of NATO missile defense in Europe and the acquisition of
intermediate-range missiles by Pakistan, India, and Iran.”®

Official statements offer assurances that Russia will use nuclear weapons
only in two circumstances: in retaliation for a strike against it or its allies
using nuclear weapons or some other form of weapons of mass destruction;
or if Russia is a victim of an aggression that uses conventional weapons but
threatens the very survival of the Russian state.”” However, Russian defense
policy discussions reveal that senior Russian defense planners also contem-
plate another contingency: launching preventive nuclear strikes, whether of
a limited nature intended to de-escalate a conflict or on a larger scale.” This
could amount to yet another tacit admission of Russian defense planners’ lack
of confidence in their second-strike capability. If they don’t use their nuclear
weapons, in other words, they lose them.

Nuclear weapons certainly are the critical element of Russian defense policy
and will remain so for a long time. Russian defense experts and officials readily
admit that their industrial and technological inferiority will prevent them from
matching U.S. advanced military technologies in the foreseeable future.”” This
undoubtedly feeds their already deeply held feeling of insecurity and inferiority
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vis-a-vis the West, which is only reinforced by the proliferation of new tech-
nologies and capabilities for different forms of warfare.

Cyberwar—the New Ultimate Weapon

As if U.S. nuclear, high-precision conventional, and missile defense technolo-
gies have not been enough to fuel anxieties of Russian defense planners, the
advent of cyberwarfare has added to their sense of insecurity. This is not to say
that Russia has not sustained its own vast cyberwarfare effort or invested prior
to the advent of cybertechnology in what Russian defense experts call “radio-
electronic warfare” or information warfare. It has. However, the information
revolution and universal computerization of every sphere of state and societal
activity has created a multitude of new threats.

The world is entering a new phase of warfare, according to Russian defense
experts, who assert that cyberwarfare is no longer a war of the future.'® It is
taking place now—a new, fifth domain, along with land, air, sea, and space,
in which war can and will be waged. Cyberwarfare takes precedence over
kinetic warfare and is being undertaken by states continuously. The boundary
between war and peace is being gradually erased. Cyberwarfare can threaten
Russia in a wide variety of ways, from paralyzing and destroying its infrastruc-
ture to disabling its computer networks or inserting deliberately false informa-
tion and disseminating it to the population. According to Russian experts, the
destructive potential of cyberweapons is comparable to that of nuclear weap-
ons.'"”! Cyberweapons can create panic, plunge societies into chaos, undermine
legitimate governments, suppress a nation’s will to resist aggression, and para-
lyze its armed forces. They can win wars before even the first shot is fired.'*?
Understanding the consequences of this form of warfare is of utmost impor-
tance for the Russian military, which has already begun this effort.'®

Information warfare has long been a major area of interest and concern for
Russian national security officials. The Russian Security Council adopted the
Doctrine of Information Security of Russian Federation as early as 2000 and
since then has developed a whole library of supporting documents to guide
Russian policy in this sphere.! Since then, Russian concerns about threats
posed by offensive operations of cyberwar and information war have increased
manifold, and the issue has been actively discussed among defense and security
experts.'” The 2016 National Security Strategy states that in the interest of
protecting state and public security, the government will undertake the neces-
sary steps to improve the protection of citizens and society from the effects of
destructive information propagated by extremists and terrorist organizations,
foreign intelligence services, and propaganda outlets.'”

The sensitivity and urgency of the potential threat to Russia from the cyber-
domain was underscored in 2014 when Putin declared Google “a special project”
of the U.S. Central Intelligence Agency and urged Russians to avoid using it.
The Russian leader’s comments about U.S. “control” of the Internet, combined



with the Russian government’s long-term pursuit to establish sovereign control
over Russia’s “portion” of the Internet, reflect the insecurity not only of the elites
but also of the general public about the country’s vulnerability to cyberattacks
and information attacks from adversaries, both real and imagined."”” This inse-
curity goes so far as to motivate the Russian government to seek ways to control
the Russian Internet and even consider ways to in effect unplug Russia from
the Internet in an emergency.'”® Sovereign control over Russia’s portion of the
Internet has been a long-standing goal of the Russian government’s position in
international forums dealing with Internet governance—a goal that has served
as an element of Russian-Chinese partnership in opposition to U.S. and other
Western nations’ pursuit of the free flow of information without borders.'”” In
the future, the Russian government’s pursuit of capabilities to regulate and, if
necessary, switch off the Internet is expected to intensify as it considers a free and
unimpeded Internet as one of its biggest threats.'

In the view of Russian national security experts, the future has arrived. The
effect on Russia has been to aggravate its sense of encirclement, compound its
vulnerabilities, and multiply threats to it.

War by Other Means

The deterioration of this perceived threat environment in the aftermath of
the Ukraine crisis has spawned a discussion among Russian national security
experts about various forms of nonkinetic, nonstop warfare waged by the West
against Russia even in peacetime. In addition to information war and cyber-
warfare, they have focused on Western economic sanctions against Russia as a
form of continuous, undeclared warfare.

The Kremlin’s response to sanctions can be summed up as a move toward
economic nationalism and isolationism. When Visa and MasterCard cut off
services to two Russian banks that were sanctioned by the United States, the
move highlighted for the Russian government the economy’s heavy reliance
on Western payment systems and its resulting vulnerability to further Western
sanctions. In response, the Central Bank of Russia has announced a plan to
create a national payment system to insulate Russia from Western pressure
in the event of a new round of sanctions.""” The more recent threat to cut
off Russian access to SWIFT (Society for Worldwide Interbank Financial
Telecommunication) has led the Russian government to consider options for
setting up an alternative in partnership with China."?

The defense-industrial sector has been directed to diminish and eventually
eliminate its reliance on foreign suppliers.'” The desire to end dependence on
foreign suppliers is not limited to the defense sector, for in May 2016, Putin
tasked the cabinet with stimulating domestic manufacturing and developing
substitutes for foreign imports throughout the economy. In a further move to

insulate the economy from foreign influence, Putin ordered the government
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to develop and implement steps for deoffshorization of major industrial enter-
prises by developing tax, accounting, and criminal legislation aimed at dis-
couraging companies from locating facilities offshore.™*

The idea that sanctions represent a form of warfare or an instrument of
coercion is hardly new or unique to Russia. It has a long history, and recorded
diplomacy and warfare are replete with examples of it dating all the way to
ancient Greece."” Nonetheless, Western sanctions and the economic slump
that has followed their imposition—although caused not only by them—
undoubtedly have underscored Russia’s vulnerability to outside forces and the

hostile environment around it.

Hybrid Warfare—OIld Wine, Old Skins

The takeover of Crimea by the Russian military and, subsequently, the opera-
tions in eastern Ukraine have focused the attention of foreign and Russian
observers on so-called hybrid warfare. This term, which refers to a wide range
of kinetic and nonkinetic activities by military personnel and civilians, has
been the subject of extensive discussions in Russia as both a threat to Russian
security and Russia’s response to threats to it posed by hostile powers.

Western officials and analysts have focused on hybrid warfare primarily as
a result of Russia’s undeclared war in Ukraine, which entails a mix of special
forces, civilians, information operations, cyberattacks, and, on some occasions,
uniformed military personnel."® Presumably, a combination of these capabilities
in a crisis environment can be used to achieve surprise and confuse the adversary
and to accomplish political and military objectives without resorting to large-
scale kinetic warfare and an outright war declaration, which in turn can present
an adversary with a fait accompli and avoid unnecessary casualties and escalation
of hostilities for Russia. Countries that share borders with Russia, especially the
Baltic states, some of which have large Russian populations, are especially vul-
nerable to this type of warfare, Western officials have warned.”

Russian reliance on such forms of warfare has the additional important ben-
efit of ambiguity. In the absence of an outright military intervention by Russia
in one or more Baltic states, NATO would lack clear evidence of Russian
aggression, thus running the risk of confusion and controversy among the
allies with respect to military action in defense of the Baltic states in accor-
dance with the alliance’s Article 5 guarantees.

Russian defense experts also charge that the West is conducting hybrid
warfare against Russia through a combination of military and other means,
including sanctions and information warfare.""® Their interpretation of hybrid
warfare underscores the destabilizing function of the West’s democracy promo-
tion activities—specifically the color revolutions in the countries surround-
ing Russia. In Russia’s view, those activities, through measures well short of

war, create a zone of instability around Russia, encircle it with Western agents



of influence, and create opportunities for Western intervention."” Moreover,
instability threatens not only Russia’s neighbors but also Russia itself, because
support for groups inside Russia opposed to the Russian government can also
be interpreted as an element of hybrid warfare.”® Large-scale warfare has
become dangerous, even suicidal, for the parties involved, due to the destruc-
tion associated with it—with or without nuclear weapons. And that in turn
necessitates resorting to other forms of warfare that carry smaller risks of cata-
strophic consequences.

Some Russian defense analysts have argued that despite the publicity sur-
rounding the term “hybrid warfare” since the start of the conflict in Ukraine,
the concept is neither new nor particularly transformative.”” For example,
they note, information operations have long been a critical element of states’
activities intended to mislead an adversary and demoralize its population and
combatants. Deployment of military personnel without national insignia is a
long-standing practice in warfare, as is the use of proxies and regular forces
under the guise of volunteers. The argument about the novelty of hybrid war-
fare thus does not stand up to scrutiny and is contradicted by a long and rich
historical record of various conflicts.'**

The Russian government’s approach to dealing with Ukraine-related sanc-
tions imposed by the United States and the European Union is indicative of
what Russian behavior can be expected to be like in future crises. By focus-
ing on some of the weaker and poorer EU and NATO members—Greece or
Bulgaria, for instance—Russian officials have apparently sought to under-
mine both organizations’ consensus on sanctions against Russia.'*® Similarly,
the reported financial ties between France’s far-right National Front and a
Moscow-based bank are likely intended to secure a Russian foothold in French
domestic politics and to seek to influence French policy.** Political parties
and individual politicians and officials in the Czech Republic, Germany, and
Latvia have all been targeted by the Russian government.'*

In a crisis situation, the use of disinformation, a wide range of information
operations, diplomatic maneuvering, diversionary troop movements, activa-
tion of sleeper agents and friendly locals, infiltration of special forces, recon-
naissance, and various other military, paramilitary, and civilian personnel are
all fair game. Corruption, blackmail, reliance on criminal networks, and overt
economic assistance are all fair game as means of preparing the battlefield or

achieving political objectives before the first shot is fired.

A Bleak Outlook

The profound sense of insecurity that permeates Russian discussions about
the country’s position in Europe and Eurasia is well justified. There are many
uncertainties in Russia’s future, as well as in those of its neighbors, potential

partners, allies, and adversaries. However, those uncertainties disappear when
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it comes to this prediction: the abilities of Russian leaders, military planners,
and diplomats will be thoroughly tested in the years and decades to come as a
function of the difficult geopolitical environment and multiple challenges the
country is facing at home.

Predicting the trajectory of Russia is an inherently difhicult task. Few pre-
dicted the breakup of the Soviet Union before it unraveled rapidly. Few pre-
dicted that the country would dissolve relatively peacefully. Few predicted the
economic calamity that followed, the recovery of Russia a decade later, the
economic boom that followed, the protests of 2012, the war with Ukraine,
and the virulently anti-Western turn in Russian domestic and foreign policies.
All of these major shifts occurred in the short—historically speaking—span of
twenty-five years.

A comparable series of events in the next decade or decade and a half could
theoretically result in the breakup of Russia into a series of smaller states, some
of them with nuclear weapons on their territories; another war in the South
Caucasus; a new rapprochement with the West necessitated by the need for
modernization, economic aid, and help consolidating nuclear weapons in
what’s left of Russia proper. And all of these could be followed by the rise of a
nationalist Russian regime bent on gathering the lost empire and reconstitut-
ing the great Russian state, triggering yet another conflict with both immedi-
ate neighbors and the West.

In sum, no forecast of Russia’s future can be reduced to a straight line.
Russia has to explore multiple possibilities. It has to consider possibilities that
are literally stranger than fiction. And then it has to caution the reader to take
all with a big grain of salt.

An Established Political System

Considering the many changes in Russia in the past quarter century, it is easy
to overlook the fact that even though the country underwent a major politi-
cal shock when the Soviet Union broke up, its political system is quite well
established. Despite significant differences between the Yeltsin era, the Putin
presidency, and the Medvedev interregnum, the political system changed
lictle. Described early in its development by longtime Russia expert Thomas
Graham, it has remained essentially an oligarchy with all the trappings of a
modern democracy, but without internal ideological differences and motivated
only by competition for property among oligarchic groups or clans.'*® At the
center of this arrangement stands a powerful president whose mission is to
manage competition among clans and thus maintain domestic stability.
Established early during the Yeltsin presidency, this system has survived
largely intact. Some clans and oligarchs have departed, and others have replaced
them. The power of the presidency has increased or decreased depending on
the personality of the incumbent. But through it all, the system in its essence
has remained intact. Key features of this system—a powerful executive, the



close relationship between power and property, their concentration in the
hands of a relatively small elite, the lack of a representative government, and
the prevalence of the ruling ideology—predate the current Russian regime
and have their roots in the Soviet and imperial Russian periods. Little on the
country’s political landscape suggests that the system is likely to undergo sig-
nificant changes in the foreseeable future. It may undergo some changes on
the margins, but there is nothing in Russian domestic politics to indicate that
a more representative form of government is likely to emerge in the next ten
to fifteen years. Yet, change may be required for the country to overcome the
many obstacles facing it.

Stagnation Looms

In 2016, well into Putin’s third presidential term, Russia finds itself confronted
by increasingly bleak prospects. As noted by many Russian observers quoted
in this paper, the problem is not just that the price of oil is low or that the
sanctions imposed by the EU and the United States have hurt the Russian
economy. The entire model of economic development pursued by Russia in the
past decade and a half; the observers conclude, has outlived itself.

Some Russian analysts have noted the similarity between Putin’s Russia,
now in the seventeenth year of the Russian president’s tenure at the helm, and
the Soviet Union during the era of Leonid Brezhnev, who led the country for
eighteen years from 1964 to 1982."” Then, too, the Soviet Union had reached
a dead end and had to radically change course in domestic and foreign affairs.

Russia’s next presidential election is scheduled in 2018. Putin, who will then
be sixty-five years old, will end his third presidential term and will either run
for yet another six-year term or step aside either as a tactical measure or as
a move toward retirement. The likelihood of Putin stepping aside—retiring,
rather than as a tactical move—appears low at the time of this writing.'**

Moreover, Putin’s departure from the political stage should not be equated
with improved prospects for political or economic modernization in Russia.
The upper echelon of the country’s political elite is composed of people whose
outlooks and backgrounds are similar to Putin’s. Their prospects for imple-
menting major changes in the country’s political system or economy appear
equally modest at best.

If Putin Leaves
Nonetheless, the consequences of Putin’s departure from the political scene are
worth considering if only as an intellectual enterprise. The Russian president’s
retirement at the end of his current term would be followed by an election in
which a new leader would be chosen. That is how the process is supposed to
work formally, and there is little chance that it will not.

In reality, Putin’s departure would hold the possibility of a significant desta-
bilization of Russian politics. He occupies a uniquely powerful place in the
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country’s political system, acting as the central figure among various interests
groups and clans, balancing their competing demands and adjudicating their
disputes.'”” No other politician comes close to Putin’s standing in that system.
He has no political heir or second-in-command. The prime minister—cur-
rently Dmitry Medvedev—steps in temporarily if the president is incapacitated
or dies in office, until a new president is elected within ninety days. Few, if any,
political analysts would argue that Medvedev is a credible candidate for the
presidency to succeed Putin or a powerful figure in Russian domestic politics.

In the absence of a designated political successor, the process of nominating
a candidate from the political elite—so-called the party of power—would be
highly contested, almost certainly more so than the election itself. Such intra-
elite struggles took place during the 20072008 period, when Putin’s second
term was due to expire but he had not yet designated his successor or made
clear his own plans. Similarly, in 2011, Russian elites were unsettled by the lack
of clarity about the future of the Medvedev-Putin tandem.

Should Putin depart the political scene without designating a successor, the
ruling elite would have a powerful incentive in preserving the existing sys-
tem and avoiding an internal split, thus increasing the likelihood of coalescing
around a single candidate. But the process of selecting that single candidate
is likely to be contentious, resulting in a fierce competition among clans and
interest groups.

The nominee would be virtually certain to win the election. Russia’s belea-
guered political opposition has been decimated as a result of a series of system-
atic measures by the Putin administration to limit the ability of opposition
parties and civil society at large to organize, recruit members, raise funds, or
in any other way participate in the political life of the country. No serious con-
tender for the presidency able to compete with the one nominated by the party
of power is likely to emerge from the ranks of the opposition.

However, the election would not mark the end of political instability in Russia.
The new leader would have to work hard to consolidate his (most likely not her)
power and restore the equilibrium among clans disrupted by Putin’s departure.
This would almost certainly be a process that would take years, given the size of
the country, the multitude of its clans and interest groups, regional interests, and
the sorry state of the economy that would almost certainly lead to fierce competi-
tion among clans for a larger share of the shrinking pie.

How likely is the country’s new president to introduce major reforms in
domestic or foreign affairs in that environment? Such reforms—not unlike the
Gorbachev-era détente with the West in foreign policy and movement toward
deregulation and market capitalism—would undoubtedly prove controversial
and politically difficult, for they would affect interests of various clans vested
in the status quo. Any new leader would have to take that into account. A
new leader would also have to take into account the fragility of the Russian
economy and probably be mindful that Gorbachev’s reforms ended in catas-
trophe—the breakup of the country. With this baggage, any new leader would



likely proceed with extreme caution, if at all. The likely outcome of this sce-
nario would be a continuation of Putinism, but without Putin, for the remain-
der of this decade, if not longer. Change would have to wait until later, perhaps
until the successor’s second presidential term.

Once change comes, it could prove destabilizing. A future Russian leader
launching major reforms in the middle of the third decade of the twenty-first
century would have to contend with a multitude of challenges, including

* an adverse demographic situation in Russia;
*  astagnant economy;
* technological backwardness of Russian industry;

* high barriers to domestic and foreign investment—excessive government

regulation, weak rule of law, corruption, and poor infrastructure; and

* ahighly competitive international environment.

The geographic expanse of the country and proximity of its various regions
to other economic and geopolitical gravitational poles—China, Turkey,
Europe—will create powerful centrifugal forces and greatly complicate the
task of the federal government of managing the economy and political system.
Russia, which is organized as a federation, could face some of the same separat-
ist tendencies that the Soviet Union encountered among its constituent repub-
lics in its final years. Alternatively, this could result in a significant delegation
of power and authority to the regions. The possibility of further fragmentation
of the Russian state has to be considered as one of real contingencies to face
Russia at the end of the 2020s.

Putin’s departure from the political scene at the end of the current term
does not guarantee that his successor would undertake significant reforms in
domestic or foreign policy. However, should such reforms be attempted, they
could result in a significant destabilization of Russia.

If Putin Stays

The prospect of Putin’s reelection to a fourth presidential term in 2018 raises the
critical question of whether he is capable of change. Putin’s return to the presi-
dency in 2012 proved a setback for Russia’s reformers and advocates of modern-
ization after a period when prospects for economic and political modernization
looked relatively bright. Since 2012, they have dimmed considerably, and in the
aftermath of the Ukraine crisis they appear to be nearly extinguished.

The need for change in the country’s economic and political life—closely
related to each other—is widely understood and acknowledged in Russian soci-
ety. It is equally widely understood that significant change could prove destabi-
lizing for the established political system. As mentioned, the experience of the
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Gorbachev-era reforms continues to serve as a potent cautionary reminder of
the dangers associated with radical change.

Putin has firmly and repeatedly rejected the idea of political modernization
as a threat to the country’s stability. His entire third term can be described as
antimodernization, including suppression of civil society, isolation of Russia
from Europe and the United States, propaganda of so-called traditional
Russian values as different from European values and norms, proud declara-

tions that “Russia is not Europe,” and a push to autarky
S i, cconomic development to inoculate the country from

Russia is facing a difficult decade or a decade the threat of Western sanctions. Moves by the Kremlin

. to assert the supremacy of Russian laws over international
and a half, regardless of Putin's course.

treaties signed by Russia and disconnect the country from
s the [nternet are symbolic of the antimodernization spirit
that has permeated Russian politics and policymaking

since Putin’s return to the presidency.

Putin has raised the issue of economic modernization in his speeches repeat-
edly. However, his record in office since his accession to the presidency in
2000—of consistent, step-by-step, deliberate consolidation of political power
and economic levers in the hands of the state or a small group of associates
closely tied to the state—speaks much louder than his words. If he were to
become a modernizer late in his political career, it would be a radical departure
from everything he has done until now.

Increasingly, economic modernization in Russia requires political moderniza-
tion as well, and a shift from the small, Kremlin-centered oligarchy to a more
open economic system with stronger rule of law, transparency, and a degree of
competitiveness. That will require reforms that would challenge the very political
order that for the past decade and a half has served as the foundation of Russian
domestic stability and Putin’s personal power and has its roots in the system that
emerged soon after the breakup of the Soviet Union. The outlook for a change of
such magnitude is not encouraging for the foreseeable future.

Under the present constitutional arrangement, and assuming Putin is
reelected in 2018, he will remain in office until 2024. He will be seventy-one
then—still relatively young and quite plausibly not ready to depart the political
stage. The prospect of Putin remaining at the helm as far as 2030 is quite real,
just as the prospect of his changing course is quite remote.

This is not to say that Russia will continue indefinitely along its present glide
path. The absence of reforms and lack of progress toward modernizing the
country’s political system and economy are bound to take their toll on its econ-
omy, its politics, and its international standing. This is almost certain to trigger
discontinuities—political, security, and economic. That said, any attempt by
Putin or his successor to tackle this challenge is fraught with significant risks
of discontinuity. In short, Russia is facing a difficult decade or a decade and a
half, regardless of Putin’s course.



The weakness of and severe restrictions on opposition political parties and
civic organizations virtually preclude the possibility of a powerful structured
challenge to the Putin regime. However, the restrictions on organized political
activities can do little to limit spontaneous manifestations of discontent and
grassroots actions in response to a declining standard of living, actions of local
authorities, or intercommunal, interracial, or interconfessional tensions.!*® The
growth of such protest activities could, over time, develop into a persistent pat-
tern, creating opportunities for political challenges to the regime. The regime’s
inability or unwillingness to tackle the underlying economic political and eco-
nomic problems could exacerbate the challenge and the threat to the country’s
domestic stability.

In addition to the challenge to the country’s political stability, the long list
of problems facing the Russian government in the conditions of a stagnant
economy and shrinking resources includes the threat of yet another destabi-
lization in the North Caucasus, where relative peace and stability have been
maintained through massive federal transfers and cuts in defense spending,
social programs, science, education, and other programs.””’ Combined with
lack of investment even in the critical energy sector, these cuts threaten cascad-
ing long-term effects on the economy, further undermining its ability to inno-

vate, diversify, and grow, all of which point to the systemic crisis."**

Challenges Abroad

To make matters worse for Russian policymakers, the external environment
they are likely to face along the immediate periphery of Russia and beyond
promises to be equally challenging. The Ukraine crisis has compounded the
challenges Russian national security experts have long feared in the Euro-
Atlantic theater. At the same time, the break in relations with Europe and the
United States has not resulted in new partnerships or alliances for Russia else-
where. This has occurred at a time of major new instability in the international

arena in general and in regions near Russia in particular.

A Self-Fulfilling Prophecy in Europe

In Europe, Russian threat perceptions and concerns about NATO slowly mov-
ing its military capabilities toward its borders are becoming a self-fulfilling
prophecy in the aftermath of the Ukraine crisis. If, prior to the annexation
of Crimea and the war in eastern Ukraine, Russia was considered by the alli-
ance as a possible, albeit increasingly unlikely, partner, then Russian actions
in Ukraine have put an end to such hopes for partnership and transformed
the relationship into one that is openly adversarial.'* The alliance’s commit-
ment not to permanently station substantial combat forces on the territories of
new members in the current and foreseeable security environment disappeared
with the annexation of Crimea, the aggression in eastern Ukraine, and Russian
threats against the Baltic states and other NATO members.
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The Ukraine crisis has spurred NATO to proceed with actions previously
considered only remote and unlikely possibilities. In response to what senior
NATO officials describe as “the most dangerous threat to Europe,” NATO
is undertaking a series of steps that include the stationing of U.S. and other
NATO troops and pre-positioning of equipment, including heavy U.S. equip-
ment, in the frontline states from the Baltic to the Black Sea; planning for
and training to defend against Russian aggression; and establishment of rapid
response and broader response forces.”** And now Sweden, neutral for nearly
two centuries, and Finland, neutral since 1948, are having active debates about
joining the alliance.'”

Further, the Ukraine crisis has prompted calls from Western military ana-
lysts to counter Russian threats to Europe with the very systems that Russian
assessments have long highlighted as destabilizing and most threatening in the
event of a crisis.'*® A combination of long-range, stealth, and precision tech-
nologies, if deployed by NATO allies in a crisis, would be the fulfillment of
Russian defense planners’ worst expectations.

However, aside from the purely military threats, more uncertainty and pos-
sibly turmoil are likely to confront Russia in its Western strategic direction. The
biggest challenge facing Russia along its western frontier is the unsettled con-
flict with Ukraine. Russian actions involving Ukraine have served as a source
of long-term, deep enmity between two countries that previously had experi-
enced none. Furthermore, they have created a long-term source of instability
in lieu of the predictable, if stagnant, relationship that had existed between
Russia and Ukraine for the quarter century from the breakup of the Soviet
Union to the annexation of Crimea.

Ukraine—a Problem Neighbor

Ukraine’s outlook for the foreseeable future can best be described along two
uneasy trajectories—muddling through or returning to Russia’s orbit. This
bleak prospect is a product of several circumstances: the legacy of Soviet rule
combined with the misrule of the first quarter century of independence that
left Ukraine a corrupt oligarchy; the depleted economy badly damaged by the
conflict in eastern Ukraine and reforms that were never implemented; and the
lack of interest in the West to support Ukraine with the same commitment
Europe and the United States made to integrate the former Warsaw Pact coun-
tries and Baltic states into the Western political, economic, and security struc-
tures. In addition, the conflict in eastern Ukraine is likely to be settled only
as frozen rather than resolved, thus leaving a permanent wound in Ukraine’s
domestic politics, economy, and security.

The muddling-through scenario has Ukraine staying on its present course of
difficult, halting political and economic reforms for the duration of President
Petro Poroshenko’s term until 2019. This scenario has Ukraine making inter-
mittent progress in the following areas: some improvement in its investment

climate; gradual structural reforms of the economy, especially the energy sector



and heavy industry; decentralization; and some curbing of the power of oli-
garchs. All of these changes promise to be difficult and politically challeng-
ing, threatening to undermine the government’s precarious standing in the
polls and possibly leading to early parliamentary elections, further complicat-
ing the government’s task. This scenario also entails implementing a difhicult
security-sector reform, reequipping the armed forces, and adapting to a host
of EU-mandated requirements that make up Ukraine’s Association Agreement
and free-trade agreement with the EU. This is a highly ambitious agenda that
at best can be only partly fulfilled, even by the most ambitious reformers and
with the help of generous aid, which is unlikely to materialize. All the while,
Ukraine would be under severe pressure from Russia.

The alternative scenario entails a stalled reform effort, growing popular dis-
content, and gridlock in the parliament. Together, these would have a para-
lyzing effect on the ability of the government to function. The International
Monetary Fund (IMF) agreement would then be jeopardized, leading to a
halt in IMF assistance to Ukraine. Other donor assistance conditioned on
compliance with IMF requirements would also be imperiled. This turn of
events would precipitate another crisis, a failure of the ruling coalition and
early parliamentary and possibly presidential elections restoring to power a
less reform-minded leadership and returning Ukraine to the dysfunctional
oligarch-dominated state it had been in prior to the Euromaidan antigovern-
ment uprising in 2013-2014. This scenario also entails the new government’s
gradual accommodation with Russia in exchange for financial subsidies in the
form of favorable terms for gas trade or loans. The accommodation with Russia
would prove controversial with many in Ukraine, leading to a divided polity
and permanent political tensions, polarization, and government dysfunction.

In either scenario, for the foreseeable future, Ukraine is likely to remain a frag-
ile state struggling with domestic reforms and caught in a tug-of-war between
Russia and the West. Neither Russia nor Europe and the United States is likely
to count on Ukraine as a reliable partner. For both Russia and the West, Ukraine
promises to be a source of economic and security challenges as well as a major
subject of long-term tensions and discord in their bilateral relations.

Belarus—an Unreliable Ally
Similarly caught in a tug-of-war between Russia and the West is Ukraine’s
northern neighbor Belarus. Ruled by a wily authoritarian leader, Aleksandr
Lukashenko, for more than two decades, the country has survived in large
measure thanks to its special relationship with Russia and huge subsidies from
Moscow, coupled with a repressive regime that has succeeded in eliminating or
marginalizing all opposition.

Since the crisis in Ukraine, Lukashenko has sought to distance himself
somewhat from Moscow and rebuild bridges to the West. His efforts have met
with reciprocal steps on the part of the EU."””” Some of this outreach to the
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West is no doubt due to the diminishing economic prospects in relations with
Russia and the need for economic assistance to keep the regime afloat.'’®

Lukashenko, who is sixty-one, could remain in office for another decade or
longer. With his skill at navigating between Russia and the West proved over
the course of two decades and his hold on power unchallenged, he could con-
tinue to maneuver between the two opposing sides for an equally long time.

The greatest risk for Lukashenko or his successor is in a rapprochement with
the West that Russia would find threatening to its interests. The Belarusian
border is barely 300 miles from Moscow. A pro-Western government in Minsk
would undoubtedly be seen by the Kremlin in equally threatening terms as
Ukraine’s pursuit of an Association Agreement with the EU, if not more so.
Belarus is closely integrated in Russian defense plans to counter NATO; Russia
has ambitions for further integration and expansion of its military presence
there.'” Lukashenko’s stated opposition to a Russian air base in Belarus is
likely to be seen in Moscow as a sign that the Belarusian leader is not a reliable
ally and cannot be trusted.'

A change in Belarus’s strategic orientation, either as a result of a deliberate
decision by Lukashenko or his successor, or as a consequence of a domestic
upheaval, could force the Kremlin’s hand to launch yet another military inter-
vention. This time it would be directly on Russia’s border with three NATO

member states—Latvia, Lithuania, and Poland.

Moldova—More of the Same?

Impoverished, small Moldova has never recovered from the legacy of its con-
flict—frozen since 1992—with the Russian minority in breakaway Transnistria.
The country has been shaken by repeated scandals and political protests that
have incapacitated its government. Moldova remains divided between those
who advocate closer ties with Romania, from which its large part was split off
in 1940 as a result of the Molotov-Ribbentrop Pact, and those who want closer
ties with Russia.'!

Moldova’s politics has been dysfunctional for most of its history as an inde-
pendent state. There is little in the country’s current political or economic
landscape and outlook to suggest that the near-permanent gridlock is likely to
change and be replaced by a better-functioning government that would move
the country closer either to Romania and the EU or to Russia. The political
paralysis and economic stagnation are therefore likely to continue indefinitely,
as they have for much of the past quarter century.

Another possible scenario for Moldova over the next decade or a decade
and a half entails a gradual migration of Moldovan citizens to Romania, tak-
ing advantage of Romania’s offer of passports. This would effectively continue
the trend of working-age Moldovans leaving their homeland as guest workers
elsewhere in Europe or in Russia. According to World Bank data, between
2011 and 2015, personal remittances amounted to more than 25 percent of
Moldova’s GDP.'? Russia’s economic slowdown is likely to affect Moldovan



guest workers there, increasing pressures to migrate to Europe. Russian sanc-
tions against Moldova in retribution for its signing an Association Agreement
with the EU are likely to further restrict Moldovan guest workers™ access to
Russia, thus increasing pressures for migration to Romania.'*® This would in
effect stimulate a gradual hollowing out of Moldova and its de facto integra-
tion with Romania. As long as this process does not trigger actions leading to
a more formal integration and an adverse reaction from Russia, the status quo

in Moldova would remain.

From a Budding Partnership to Hostility With Turkey

One of Russia’s major breakthrough relationships after the Cold War was with
Turkey. The two historical rivals built a new relationship based on recogni-

tion of mutual benefits.'#4

Turkey quickly emerged as a major destination for
Russian traders, tourists, and energy companies. Turkish companies estab-
lished themselves in the Russian real estate development industry, and Turkish
agricultural producers found a ready market for their exports in Russia.'"

Detying the legacy of the Cold War and centuries of geopolitical rivalry
prior to that, Russia and Turkey developed a partnership that seemed des-
tined to get stronger. Their partnership was buoyed by two important factors.
First, both countries struggled to find their place in Europe, which, despite
promises of partnership, kept them at arm’s length. The other factor was the
blossoming personal relationship between the two countries’ presidents, Putin
and Recep Tayyip Erdogan. Both proud of their reputations as strong lead-
ers transforming their countries, both increasingly accused of authoritarian
behavior at home and criticized for it abroad, the two presidents were described
in a Washington Post article’s headline as “made for each

other.”¢ The civil war in Syria, in which Russia has sup-
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ported the government of Syrian President Basharal-Assad  The Russian-Turkish relationship, which had

and Turkey has sought to overthrow it, has introduced
frictions in the relationship between Ankara and Moscow
but did not change what Putin described as its “friendly

and cooperative” nature.'¥

The major shift in relations between Turkey and Russia, improvement in the foreseeable future.

rekindling talk about their centuries-old geopolitical rivalry,
occurred in late November 2015, when a Turkish F-16 fighter
shot down a Russian Su-24 ground attack aircraft.*® The Turkish government
said at the time that the Russian aircraft had violated Turkish airspace—a claim
disputed by the Russian government. Putin described Turkish actions as a “stab
in the back” and referred to the Turkish government as “accomplices of terror-
ism.”'* Putin reportedly refused the Turkish president’s outreach attempts, and
the Russian government proceeded to impose economic sanctions on Turkey."”

A relationship that had been full of promise for both countries and delivered so

been full of promise and delivered much to

both countries, almost instantly reverted to
its old adversarial roots with no prospect of
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much to both almost instantly reverted to its old adversarial roots with no pros-
pect of improvement in the foreseeable future.”

Instability in the South Caucasus

Having regained Crimea, and with it secured its hold on the Black Sea Fleet
base in Sevastopol, Russia has sealed the transformation of the Black Sea into
a long-term hostile environment. None of the Black Sea littoral states can be
counted on as a partner by Russian military planners. All except for Ukraine
and Georgia are NATO members. Kyiv and Tbilisi view Russia as an aggressor
and the biggest threat to their survival as independent and sovereign states, and
both have made membership in the alliance the key goal of their national secu-
rity policies. The situation in the Black Sea region is further aggravated from
Moscow’s standpoint by the breakdown in Russian-Turkish relations following
Russia’s military deployment to Syria and the shooting down of the Russian
aircraft by Turkey.

The situation in the South Caucasus is hardly more reassuring for Russian
defense planners, albeit for different reasons, largely unconnected to NATO.
The region, home to three frozen conflicts—in Nagorno-Karabakh, Abkhazia,
and South Ossetia, is highly likely to undergo major changes as a function of
its internal dynamics and developments around it in the next five to ten years.

A major driver of change in the South Caucasus promises to be Azerbaijan.
Hailed in the 1990s as a secular Islamic country with a moderate authoritarian
regime presided over by a relatively tolerant pro-Western leader, Azerbaijan also
had vast economic potential thanks to its oil wealth and openness to foreign
oil companies’ investment. Little, if any, of that promise has materialized. The
relatively benign and confident dictatorship of Heydar Aliyev was replaced in
2003 by the kleptocratic, increasingly insecure, and highly intolerant regime of
his son IlTham. The regime’s appeal to the public based on its claim of delivering
a measure of well-being has been eroded by the decline in the price of oil that
has dealt a severe blow to Azerbaijan’s economy."”* Moreover, the prospect of
depleting its major oil deposits threatens the country with the loss of its critical
source of revenue at a time when its alternative strategy of positioning itself as a
key supplier and transit hub of natural gas has to contend with the same fallout
from the low oil price environment."™

The protests that have rocked the country as the economy sputters raise ques-
tions about the regime’s longevity and ability to sustain domestic stability. In the
event of a prolonged economic slump caused by low oil prices, Ilham Aliyev’s
regime would have several options, none of them mutually exclusive: to continue
to tighten the restrictions on the opposition and civil society; to try to use its
declining financial resources to address the most pressing needs; and to appeal
to national unity and patriotism by exploiting the theme of Nagorno-Karabakh
and launching a military campaign to regain the occupied territories.’



The outlook for Azerbaijan contains bleak alternatives. One of them is an
internal destabilization and loss of control by the regime. Another would be
renewed conflict with Armenia over Nagorno-Karabakh. A third possibility
entails both.

Ilham Aliyev’s suppression of not just all opposition but neatly all civic
organizations and manifestations of independent opinion has undermined
Azerbaijan’s ties with Europe and the United States. As a result, the West would
not have the necessary leverage to moderate the regime’s behavior domestically
or internationally."”

The fighting that broke out between Armenia and Azerbaijan in April 2016
served as a grim reminder of how fragile the situation is along their line of con-
tact. To make matters worse, a crisis involving Azerbaijan and Armenia could
draw into it three critical external actors: Russia, Turkey, and Iran. All three
have major stakes in the region. Russia and Turkey would very likely be pitted
against each other in the new conflict supporting their respective client states.
Internal turmoil in Azerbaijan even without a conflict with

Armenia would almost certainly involve meddling by all

three neighboring powers, each for its own reasons seeking A crisis involving Azerbaijan and Armenia
could draw into it three critical external
actors: Russia, Turkey, and Iran.

to expand its influence in the country, which they consider
to be of critical geopolitical importance.

With Russia, Turkey, and Iran competing for influence

in Azerbaijan, the country and the surrounding region  —

could experience spillovers from the conflict and the neigh-

bors’ reactions to it. These would almost certainly affect Armenia and Georgia,
considering the boundary lines drawn without regard to ethnic divisions, and
infrastructure and supply routes that traverse the entire region.

Predicting the outcome of this turmoil is an inherently difficult task. Russia,
Iran, and Turkey all have advantages and disadvantages in their pursuit of
influence over Azerbaijan. Russia and Iran have the advantage of shared bor-
ders with Azerbaijan, while Turkey has the advantage of ethnic kinship and
long-term investment in the relationship with Azerbaijan. However, Russia has
had to deal with its own troubled North Caucasus; Iran has to be mindful
of its own Azerbaijani Turkish population; and Turkey would have to cross
Georgian or Armenian territory to get to Azerbaijan. All of these are likely to be
complicating factors for their involvement there, though each of these complicat-
ing factors could serve as a rationale for intervening in Azerbaijani turmoil.

The turmoil could last for years and become part of the larger turmoil in the
Middle East, with Iran and Turkey pitted against each other in Syria, Russian-
Turkish relations at their worst since the Cold War, and weapons, refugees,
militants, and illicit goods crossing in all directions. The Caucasus region may
not see stability return for a decade or longer.

Once a measure of stability is restored, the region, both the North and the
South Caucasus, may not be recognizable, with new borders and possibly even
some states disappearing from the map. The shape of the region is likely to be
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out, Russian influence down, and China
ascendant in Central Asia, the region

determined by developments around the region—Russia’s own trajectory and
ability to secure the North Caucasus; Turkey’s ability to handle its Kurdish prob-
lem; the future of Iraq; and the conflict in Syria. All of these will have a bearing
on the Caucasus region, which is no longer separated, as it once was, from the
Greater Middle East. What is clear, however, is that the region is heading into an
uncertain future full of dangers—all of that on Russia’s doorstep.

A Transition in Central Asia

Central Asia is in the midst of a big geopolitical change whose consequences
for Russia and Eurasia are likely to be felt in the next decade and beyond.
The first quarter century of independence for the five states of formerly Soviet
Central Asia was a time of establishing their own statehood, securing their sov-
ereignty, and building links to the outside world. For much of that period, the

West, and especially the United States, played a key role

as a supporter of the five states’ independence, sovereignty,

With the United States and Europe Iargely and integration into the international arena.®®

During the post—Cold War period of the West’s domi-
nance, the new states’ integration into the international

arena was to a very large extent equated with building ties

is all but certain to shift its geopolitical o Western structures—the Organization for Security and
orientation from the West to the East. Cooperation in Europe, the World Bank, and the IMF,

as well as NATO and the EU. Moreover, thanks to the
U.S.-led campaign in Afghanistan, the West served as a

major security provider to Central Asia for nearly a decade and a half after the
September 11, 2001, terrorist attacks. In sum, for the first quarter century of
Central Asia’s independence, the West played a key role in ensuring the region’s
security. Even Russia, as a European power, albeit not content to see the United
States and its NATO allies involved in its jealously guarded backyard, in effect
served as a connection to Europe for Central Asia.

That is now changing. The United States is actively looking to disengage
from Afghanistan, or at the very least to minimize its role there, while many
U.S. allies have pulled their forces out of Afghanistan altogether. The West’s
role as a security provider for Central Asia is ending.

Trade and investment flows, too, are driving Central Asia toward a different
gravitational pole from the West—China. China’s trade with Central Asia has
increased more than a hundredfold in the past quarter century and passed the
$50 billion mark in 2013. Chinese investment in pipelines, roads, and energy
exploration is measured in the tens of billions of dollars and is projected to grow
further, as China plans ambitious new projects for the region in the next decade.
Russia has been losing the economic competition with China in Central Asia,
while the United States and Europe barely register as trade partners."””

With the United States and Europe largely out, Russian influence down,
and China ascendant in Central Asia, the region is all but certain for the



foreseeable future to shift its geopolitical orientation from the West, to which
it was leaning during the first quarter century of its independence, to the East.
This is bound to have far-reaching consequences for all involved.

For the Central Asian states, as well as for Russia and China, this means
that the United States will no longer be providing security for the region. A
greater burden in this respect will fall on the Central Asia states themselves,
as well as on their immediate neighbors, especially Russia and China. This
raises the question of Russia’s ability to act as the region’s security manager for
Central Asia in light of Moscow’s limited capabilities and challenges elsewhere,
and of China’s will to engage in the region in a role it has been reluctant to
assume. The result of this change will be greater uncertainty and potentially
greater instability facing Russian planners as they contemplate the future of the
region that they have long viewed as a major vulnerability on their periphery. It
seems nothing is stable and secure on Russia’s threshold anywhere, in its front
yard or its backyard.

Conclusion

At the end of the first quarter century after the breakup of the Soviet Union,
Russia is a threat to its neighbors and feels deeply threatened by them. Its sense of
vulnerability and inferiority vis-a-vis the West is long-standing and deep, and it is
surrounded by a vast, diverse, and turbulent region with a multitude of potential
crises that hold out the possibility of escalating into larger conflicts. This unstable
situation in Europe’s East and Eurasia is a product of the interplay over the past
twenty-five years of multiple factors, both indigenous to their home regions and
resulting from actions of outside powers and external developments.

Chief among these factors is Russia’s own evolution from a quietly dissent-
ing, grumbling, but nonetheless largely passive bystander in development of
the post—Cold War Euro-Atlantic security architecture into its active oppo-
nent and a state capable of projecting power around its periphery and asserting
itself beyond its immediate neighborhood in defense of its interests. A series of
events—the 2008 Russian-Georgian War, the 2014 annexation of Crimea and
the war in eastern Ukraine, the emergence of security threats to the Baltics, the
economic storms buffeting Russia’s neighbors from Moldova to Tajikistan—
illustrates how much sway Russia continues to hold over the security and well-
being of the post-Soviet states, no matter how much they have tried to leave
that label behind and break out of the Russian sphere of influence.

Russia, in other words, remains the essential security pillar in Eastern
Europe and Eurasia. A stable, prosperous, secure, and friendly Russia is far
more likely to be a source of the same to its neighbors than the alternative—
an insecure, unstable, and struggling Russia, which has cast a long and dark
shadow over them.
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Unfortunately for Russia’s neighbors and for their friends, allies, and part-
ners, the prospect of a stable, prosperous, secure, and friendly Russia is remote.
The outlook for the country for the foreseeable future is bleak absent major
reforms, whereas such reforms appear unlikely.

Nowhere is the sense of pessimism about Russia’s prospects more acute than
inside Russia itself. It permeates Russian assessments of the country’s economic
condition and prospects, its political stability, and its military in relation to the
threats and challenges to its security. Foremost among these security threats, in
the view of Russian defense experts, is NATO, followed closely by fragile states
around Russia’s periphery.

The transatlantic security order intended as a framework for bringing unity,
security, and stability to all of Europe, including Russia, is seen by its security
establishment as the principal challenge to its security and stability, intended
to exploit its many vulnerabilities. This assessment of Western motives and
actions resulting from them has endured with remarkable consistency in the
Russian national security narrative since the earliest days of the post-Soviet
Russian state to the present. It is the dominant view in Moscow’s national
security establishment with no dissenting voices of any consequence.

Equally enduring and widespread among Russian elites and experts is the
perception of Russia’s deep inferiority—economically, militarily—vis-a-vis the
West. The combination of Russia’s insecurity and its perception of the West’s
hostility to it has been the principal driver of Russian security policy. The rejec-
tion of expansion by NATO and the EU into countries apparently genuinely
viewed by Russian policymakers as within their sphere of privileged interests,
coupled with the fear of the Western security and political order approach-
ing Russia’s borders, was the key motivator behind the war with Georgia and
the undeclared war against Ukraine. This underlying Russian worldview is
unlikely to change in the foreseeable future.

The emerging new security order—with NATO rethinking its post—Cold
War posture for the first time in a quarter century and rebuilding its deter-
rent capabilities and with Russia building up its military capabilities along its
western border—is unstable and unpredictable. Both Russia and the West feel
insecure and compelled to do more, raising the risks of an escalatory dynamic
in the name of defense and deterrence.

Nothing justifies Russia’s undeclared war against Ukraine, which violated
multiple Russian international commitments and has triggered the worst
political and security crisis in Europe in a generation. However, in devising
their response to Russian actions, Western policymakers should be clear about
the drivers and motivations of Russian actions—the insecurity and perception
of vulnerability as regards the West, ingrained in Russia’s national security
establishment for a generation. Western policymakers should also be clear that
Moscow has never accepted the argument that the expansion of Western insti-

tutions was meant as a move foward it rather than against it.



Western discussions about the newly discovered vulnerability of NATO
allies that border Russia, especially the Baltic states, must not overlook the fact
that the Baltic states’ membership in NATO has meant to Russian military
planners that NATO, still seen as a hostile alliance, is now only 100 miles
from Saint Petersburg, and that the current buildup of NATO capabilities in
the Baltic states is occurring less than a two-hour drive from Russia’s second
most important city. Western policymakers should have no illusions that the
buildup of defense and deterrent capabilities in the frontline states will have
a stabilizing effect on the standoff between NATO and Russia. The buildup
of Russian anti-access and area-denial (A2/AD) capabilities in Crimea and
Kaliningrad and threats to deploy nuclear weapons there are strong indicators
that tensions will increase rather than subside in these regions.'s®

In this context, the most disturbing aspect of this renewed adversarial rela-
tionship is the return of the specter of nuclear war to the European continent.
Russia’s long-standing perceived inferiority vis-a-vis NATO’s conventional
capabilities and their proximity to the Russian heartland have given rise to a
military strategy that assigns a critical role to limited nuclear strikes early in a
conflict as a means of thwarting NATO’s conventional dominance and ending
the conflict before it results in devastating losses to the heartland. Defense of
the homeland has taken on enhanced priority because after the loss of the outer
and inner empires and the expansion of NATO, it has become the forward area
in any future conflict between Russia and NATO.

Needless to say, any use of nuclear weapons will be a decision made by
Russia’s political leadership, and expert writings about early nuclear use should
not be treated as a reliable indicator of future Russian actions. Nonetheless,
the prominence of nuclear weapons in Russian strategic

thought is indicative of the country’s perceived vulner-

abilities and intensity of the adversarial relationship with  Nowhere will the adversarial relationship
between Russia and the West play out with
greater intensity than in Eastern Europe.

the West.
For the United States and its allies, this poses a daunting
challenge—how to respond to Russian actions in a man-

ner that ensures a credible, robust deterrent postuire that i

stabilizing and does not feed Russia’s worst perceptions of its
own vulnerabilities. Reliance on nuclear deterrence in this context could prove
escalatory and reinforce Russian military planners’ nuclear leanings, while reli-
ance on conventional means would underscore Russia’s perceived vulnerabilities.
Nowhere will the adversarial relationship between Russia and the West play
out with greater intensity than in Eastern Europe—the states of the former
Soviet Union that have not joined the Euro-Atlantic political, economic, and
security institutions and are unwilling to join the Russian-dominated coun-
terpart Eurasian structures. Armenia, Azerbaijan, Belarus, Georgia, Moldova,
and Ukraine have become the battleground states, to one degree or another

pulled in different directions in the geopolitical tug-of-war between Russia
and the West.
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Much, if not most, of the attention following Russia’s aggression against
Ukraine has been focused on the Baltic states as the NATO allies most exposed
and vulnerable to Russian attack. Baltic defense is undoubtedly a major chal-
lenge for the alliance. However, Russian actions before, during, and since the
aggression against Ukraine suggest that Moscow still takes NATO’s Article 5
security guarantee of its members seriously and that it is not prepared to test
that guarantee directly. Rather, its actions—information and cyberoperations,
airspace violations, nuclear saber rattling, and the like—appear aimed at creat-
ingan air of uncertainty about that guarantee and undermining member states’
confidence in it. Russian leaders have demonstrated twice by their actions—in
Georgia in 2008 and in Ukraine since 2014—that they take that guarantee
seriously. Russian leaders went to war twice to prevent the two countries from
moving closer to the West and eventually—as they saw it—joining NATO.

The experiences of Ukraine and Georgia have profound implications for
the six battleground states. Lacking NATO’s security guarantee, they remain
in what Moscow perceives as its sphere of privileged interests. It is prepared to

use all available means, including military force, to keep

them in that sphere. As long as the West is not prepared to

Absent major changes in outlook on  consign these states to the Russian sphere, they become the
the part of either Russia or NATO, this 27" for East-West competition.

Despite this adversarial relationship, in many instances,

adversarial relationship will remain the
key feature of the Euro-Atlantic security
order for the foreseeable future.

the United States and its allies will have no choice but to
cooperate with Russia, or at least seek its consent to pur-
sue their interests in Eurasia. Besides the obvious examples

of Syria, Afghanistan, or nuclear talks with Iran, in all of

which Russia has played an important part, future exam-
ples of such situations may involve contingencies in Eastern Europe, the South
Caucasus, or Central Asia. In all of those locations, whether for reasons of geog-
raphy, politics, or economics, the United States and its allies will need to get
Russia on board to be able to respond to natural disasters, humanitarian crises,
regional conflicts, or other unforeseen events.

Moreover, even in times when circumstances force Russia and the West to
cooperate, Russia is likely to sustain its other destabilizing behaviors. The use
of measures short of war; economic levers in states that are vulnerable, such
as Bulgaria, Cyprus, or Greece; and bribery, blackmail, infiltration of intel-
ligence operatives, and an assortment of other tactics will be part of the tool kit
deployed by Russian policymakers in times of crisis, as well as in peacetime as
part of the normal continuation of warfare by other means.

Russia’s reliance on these forms of competition short of outright warfare is
fully justified in the eyes of the country’s security establishment as asymmetric
means warranted by the perceived Russia-NATO imbalance. Russian reliance
on them and the intensity of its opposition to the Euro-Atlantic security order
are unlikely to diminish if its economic prospects or domestic stability erode.



On the contrary, such reliance may become even greater as other instruments
in its tool kit become scarcer.

As seen from Russia, the environment in Europe and Eurasia has left
Moscow without reliable partners, let alone allies. NATO’s expansion has posi-
tioned the alliance, viewed by Russian elites as adversarial, on the country’s
doorstep, far closer than it has ever been. The other side of this coin is that
Russia is on NATO’s doorstep as it has never been before. The result is a state
of profound mutual insecurity. Absent major changes in outlook on the part of
either Russia or NATO, this adversarial relationship will remain the key fea-
ture of the Euro-Atlantic security order for the foreseeable future. Eventually,

it will take a political, not a military, solution to address these tensions.
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