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Summary

During the decades of apartheid, South Africa was an international pariah. Since the
country transitioned to majority rule in 1994, the African National Congress (ANC)

has dominated politics, and the ANC has itself transitioned from a national liberation
movement to a party of government. Domestically, South African cyber strategy should be
seen as part of the ANC’s wider political challenge of trying to deliver economic growth,
development, and prosperity. Over thirty years, the ANC has struggled to deliver on this
agenda in a profoundly unequal society with infrastructure and institutions that have
weakened particularly over the past fifteen years.

Alongside confronting domestic challenges, the ANC has also tried to reshape South Africa’s
global role. This was perhaps most visible under its first president, Nelson Mandela (1994—
1999), but it was arguably pursued most systematically under Mandela’s successor, Thabo
Mbeki (1999-2008). This reorientation of South Africa in the world was an ambitious and
complex project, the foundations of which were the country’s leading role in its region and
continent as well as its ties within the wider Global South. The project entailed tensions
between the progressive promotion of human rights and freedoms, on the one hand, and

the cultivation of instrumental relations with authoritarian and repressive states, on the
other. These tensions continue to affect South African foreign policy, including its cyber
diplomacy.

South Africa identifies cybersecurity as a key national priority and has to this end adopted
a national cybersecurity strategy and established a military Cyber Command. The reality,
however, is that other issues have been consistently ranked above cybersecurity, such as
addressing corruption, poverty, racial and social injustice, and the HIV/AIDS epidemic.



Cybersecurity has therefore not been seen as a high priority by successive South African
governments. This has left Cyber Command underresourced and unmotivated. This
deprioritization means that South Africa is unlikely to emerge as a prominent military or
intelligence cyber power anytime soon. The wider lack of national prioritization will also
make it harder for so-called like-minded states—which are bound together by a mutual
respect for democracy, human rights, and the rule of law—to form an effective partnership
with South Africa on the topic of cybersecurity.

South Africa’s approach to international cyber governance debates has been cautious and
noncommittal, reflecting cyber diplomacy’s relatively low priority in its national strategy.
What position South Africa takes in cyber debates is, however, of keen interest to the
international community. An important question is whether South Africa will support the
existing multistakeholder approach to cyber governance that is championed by like-minded
states or join China and Russia in their efforts to recalibrate this approach and push for
greater state control over cyberspace. Indeed, under President Cyril Ramaphosa, South
Africa has not yet published its national position explaining how international law applies
to cyberspace. A related question is whether South Africa will join like-minded states in
elaborating how existing international law applies to cyberspace or side with China and
Russia to campaign for new, bespoke international law (for example, treaties) to regulate this
domain.

When examining these questions, it is important to recognize the context of the ANC’s
long-standing ties with Russia, both during its thirty years in government and in its previous
decades struggling for national liberation. This is helpful for understanding South Africa’s
interactions with Brazil, Russia, India, and China (which form the BRICS bloc with South
Africa) and forecasting its future positions in cyber governance debates. For example, South
Africa has been reluctant to unambiguously condemn Russia’s invasion of Ukraine in 2022,
and it appears to have supported Moscow by covertly supplying it with weapons. In the
longer term, South Africa’s positions in cyber diplomacy debates will likely be shaped by
trends in both domestic politics—such as the ANC’s waning electoral performance—and
the success of digital development. In this context, it is perhaps advisable for like-minded
states, such as the United States, to focus on cyber capacity-building assistance and ensure
that these efforts play into the wider development agenda in South Africa.
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Introduction

This paper addresses the domestic politics, foreign policy, and international legal dimensions
of South Africa’s cyber strategy under President Cyril Ramaphosa. It draws out the relevant
policy implications for like-minded states—which are bound together by a mutual respect
for democracy, human rights, and the rule of law—of South Africa’s challenging journey
toward developing a coherent national cyber strategy. Understanding South Africa’s cyber
strategy is important because of its membership in the BRICS bloc (along with Brazil,
Russia, India, and China, and several invitees). It is also important because of South Africa’s
prominent role in Africa as well as its wider ties within the Global South. South Africa is
widely perceived as one of the pivotal middle-ground states—which liberal, like-minded
states and authoritarian states compete to influence in contemporary cyber diplomacy.

The paper proceeds in two parts. It first identifies the cyber threats faced by South Africa
and moves on to measure the country’s cyber power by exploring the extent of its cyber
capabilities. The paper then unpacks South Africa’s cyber strategy, identifies the institutions
and agencies responsible for maintaining cybersecurity in South Africa as well as the
regulatory frameworks governing them, and analyzes South Africa’s approach to cyber
diplomacy and cyber governance at the international level.



South Africa's Cyber Threats in Context

In 1994, the African National Congress (ANC) won South Africa’s first democratic election
after the country transitioned to majority rule. The party has continued to dominate
national politics, remaining the party of government ever since.' Although the end of
apartheid and the triumph of democracy brought hope, the social and economic reality
that the ANC inherited was bleak—and profoundly unequal.? In government, the ANC
has pursued economic growth alongside efforts to reduce poverty, increase access to public
services, and address inequalities of income, wealth, and power. It has struggled to prevent
the hope of democratic transition from turning into anger, as the economy has stagnated,
institutions have weakened, and its transformational agenda has faltered.’ The party has
itself become increasingly associated with systemic corruption (state capture) and neglect,
particularly under the presidency of Jacob Zuma (2009-2018).*

As the dominant political actor in post-apartheid South Africa, the ANC and its intraparty
factionalism have shaped the country’s governance. The deployment of ANC party cadres
into senior governmental and parastatal leadership positions blurs the lines between

party and state. Particularly during the Zuma presidency, this phenomenon became
associated with deteriorating public infrastructure, weakening institutions, and economic
stagnation.’ This represents a very challenging national political context for South Africa

to make progress on the domestic implementation of cyber strategy. It is also a context
in which the successful implementation of cyber and digital development policies could
act as a force multiplier for the government’s agenda of poverty reduction and inclusion.®
Notwithstanding this fact, the reality is that in the rank order of strategic priorities,
cybersecurity is rated lower than other objectives. As a leading South African cyber
researcher has noted, “We tend to put a higher priority on our socio-economic challenges
than on our technological challenges, and we should. We don’t have as much money and
capacity to focus on technological challenges and cyber security.”’

Cyber Threats in South Africa

Despite South Africa’s various political, economic, and social challenges, it has “leapfrogged
into the digital age” and cyberspace has been woven into the fabric of everyday life.® With a
digital penetration rate of 72 percent, South Africa has been referred to as “the world’s most
internet-addicted country.” That said, the rate is far higher in urban than in rural areas,
the latter comprising over 30 percent of the population.'” The World Bank has identified
connectivity and digital skills shortcomings as factors likely to hold back South Africa’s
pursuit of economic growth and poverty reduction."

As with most states, as digital access has expanded in South Africa, so too has the attack

surface for criminals to exploit. There has been a dramatic increase in cyber crime in
the country since the COVID-19 pandemic emerged. This is particularly evident in
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the incidence of ransomware-related crimes. South Africa reportedly suffers the most
ransomware and business email compromise incidents in Africa.”” According to the
information technology (IT) security company Sophos, over half of South African
businesses were affected by a ransomware incident in 2021."” And according to a 2023
briefing by the South African Council for Scientific and Industrial Research, South Africa is
the eighth most targeted country in the world for ransomware." According to that briefing,
the impact of cyber crime on the South African economy is currently estimated at 2.2 billion
South African rand ($120 million) per year.

There have been several notable national incidents highlighting this upward trend that,
according to one estimate, equated to an 18 percent rise in cyber crime in 2022." For
example, in 2019, a ransomware incident was reported at City Power (Johannesburg’s
electricity utility) and disrupted power supplies.'® In 2020, South Africa’s second-largest
private hospital (Life Healthcare Group) was subjected to a cyber attack that affected
admissions, processing systems, and email servers.”” Also that year, a South African credit
agency suffered a massive data breach, compromising the information of 24 million
people.”® Then, in 2021, a cyber attack against Transnet—a state-owned rail, port, and
pipeline company—caused significant disruption to transportation and extensive economic
harm.” Also in 2021, ransomware incidents were reported in the Department of Justice
and Constitutional Development; the perpetrators encrypted the department’s systems and
rendered them unavailable to employees and members of the public.”® In August 2023,

it was reported that the South African National Defence Force (SANDF) had suffered

a potentially massive data breach by apparent hacktivists, including the theft of highly
classified information.”’ Ominously, cybersecurity experts forecast that cyber crime incidents
will continue to rise given South Africa’s weak cybersecurity and poor cyber hygiene.?

South Africa's Cyber Capabilities

Like many other governments over the last decade, the South African government has
stated its commitment to develop cyber capabilities for defensive and offensive purposes. In
2015, the cabinet approved the creation of a military Cyber Command. However, as ETH
Zurich’s Max Smeets has argued, not all military cyber commands are equal.” Due largely
to the deprioritization of defense expenditure, including on cyber defense, in favor of other
spending priorities, the SANDF Cyber Command is, according to its commanding officer,
underresourced and has not been able to develop sophisticated cyber capabilities or procure
all the capabilities it requires from the private sector.**

The serious breach of defense networks reportedly suffered by South Africa in 2023 also
suggests significant shortcomings in cyber maturity. South Africa might possess some of
the most sophisticated cyber capabilities in Africa,” but these are unlikely to compare
favorably with those of the states with the most cyber power, such as China, Russia, the
United Kingdom (UK), and the United States. For example, the Belfer Center’s National
Cyber Power Index has never ranked South Africa in its top ten states for cyber power, and
South Africa does not feature in any of the metrics it uses to measure cyber power (such as
leadership in cyber norms, surveillance, finance, and defense).?
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Another important instrument of cyber power is digital espionage. In this capacity,
South Africa is both a protagonist and a victim, as is the case for many states engaged in
intelligence competition. South African politicians have apparently been targeted with
commercially available spyware; for example, Ramaphosa was reportedly targeted for
surveillance by the Rwandan government using the Pegasus spyware.”” Meanwhile, there
is some evidence to suggest that the South African government has been a customer for
domestic spyware services in the past.”®

Domestic surveillance has also been a sensitive political issue in South Africa for decades.”
Revelations by Edward Snowden in 2013—for example, that the UK cyber intelligence
agency, the Government Communications Headquarters (GCHQ), spied on South
African diplomats during a G20 summit—further raised public awareness about digital
surveillance.®® This prompted reflection on the extent to which such practices can be
constrained in South Africa.*’ More recently, the Constitutional Court has required the
government to reform legislation regulating the use of surveillance capabilities.”

The Ramaphosa government’s proposals to undertake significant national intelligence
reforms under the General Intelligence Laws Amendment Bill (GILAB) have sparked heated
debates.”” The bill’s critics, including the prominent Congress of South African Trade
Unions (COSATU), say it would dangerously expand the definition of national security and
the remit of South African intelligence authorities to spy on individuals involved in lawful
political activities.* The bill would subject private security companies, nongovernmental
organizations, and religious institutions to security checks—ostensibly motivated by the
need to improve anti—-money laundering powers, but also potentially motivated by a desire
to reduce the risk of subversion undermining the integrity of South African democracy

or enable the South African government to exert controls over the freedom of political
expression. The apparent lack of robust oversight and accountability arrangements in the
GILAB has caused concern among researchers and civil society campaigners.”

Notwithstanding these criticisms of the GILAB, it has been clear for several years that broad
reform of the intelligence community—and specific revision of surveillance legislation—has
been necessary in South Africa.>® The relatively slow pace of government efforts to effect
change in this area, together with the apparent trend of the Ramaphosa administration’s
proposals to further privilege the executive vis-a-vis citizens, suggests a disconnect in both
urgency and substance between the government’s agenda and the recommendations of two
independent commissions. Reforms were urgently recommended in both the final report of
South Africa’s Judicial Commission of Inquiry into Allegations of State Capture, Corruption
and Fraud in the Public Sector including Organs of State®” (better known as the Zondo
Commission, after its chair, then deputy chief justice Raymond Zondo) and the 2018
High-Level Review Panel on the State Security Agency, which reported on the politicization
and abuse of power and resources at the State Security Agency (SSA) under the Zuma
administration.?® This context suggests it is imperative that the Ramaphosa administration’s
legislative agenda for intelligence reform receive robust parliamentary scrutiny and public
challenge. There is real substance to the public scrutiny of these proposals outside the
parliament, but it is not yet clear whether the legislative process is sufficiently open to constructive
challenge and feedback to incorporate these perspectives as the draft legislation proceeds.
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In one sense, the Ramaphosa administration is simply responding to a contemporary
dilemma faced by many liberal democratic states. It is trying to effectively balance the need
for limits, accountability, and oversight against the executive’s legitimate need to maintain
effective cyber and other intelligence capabilities. In another sense, however, the apartheid
and post-apartheid history of political abuse of intelligence capabilities in South Africa is
cause for concern. Doubt remains about the ability of South Africa to reform its intelligence
sector and surveillance capabilities in a manner that upholds the liberal democratic values of
the country’s constitution.

Cybersecurity Strategy and Responsible Agencies

South Africa has publicly identified cybersecurity as a “central national priority.”* The
reality, however, is that successive governments have not ranked cybersecurity as a top
priority. Instead, their priorities have been ending poverty, racial and social injustice, and
the HIV/AIDS epidemic. With the ANC dogged by corruption allegations in recent years,
ending political corruption has also become a declared focus of the government. In this
context, the deprioritization of cybersecurity will make it difficult for like-minded states
to gain traction and forge effective partnerships with South Africa on this topic.*’ The
optimum engagement would be to explicitly tie cyber capacity-building assistance to the
government’s agenda of promoting sustainable development, increasing economic growth,
and reducing poverty and inequality.

The wider political context has not completely prevented South Africa from developing
some aspects of a national approach to cybersecurity. The Zuma government approved the
National Cybersecurity Policy Framework (NCPF) in 2012, though it was not officially
published by the minister of state security until 2015.# The NCPF is seen as South Africa’s
national cybersecurity strategy and was developed “to ensure a focussed [sic] and an all-
embracing safety and security response in respect of the cybersecurity environment” and
create an “information society which takes into account the fundamental rights of every
South African citizen to privacy, security, dignity, access to information, the right to
communication and freedom of expression.”?

The NCPF explains that the SSA has overall responsibility and accountability for the
coordination, development, and implementation of cybersecurity measures in the country,
all of which make up an integral part of its national security mandate.*> The SSA established
its Computer Security Incident Response Team (CSIRT) in 2003, more than a decade
before the national CSIRT was formed by the Department of Telecommunications and
Postal Services in 2015.* This suggests that institutional cyber maturity is likely more
advanced in the security sector than in the wider public-service departments. Under the
Ramaphosa government, the SSA was brought into the Office of the Presidency, suggesting
closer oversight by the center of government.

As in many countries, institutional separation is also evident in South Africa’s cyber

defense. An integral part of the Department of Defence and Military Veterans’ national
defense mandate is to oversee the coordination, accountability, and implementation of cyber

Russell Buchan and Joe Devanny | 7



defense measures in South Africa.”” The Department of Science and Innovation (formerly
the Department of Science and Technology) was made responsible for the development,
coordination, and implementation of the national capacity development program for
cybersecurity under the NCPF.* There has been skepticism about how much the department
has achieved in this remit over the last decade.”

The Justice, Crime Prevention and Security Cluster (JCPS) oversees the implementation of
the NCPFE. A dedicated cybersecurity response committee has been established in the JCPS
to coordinate cybersecurity efforts. This committee is chaired by a member of the SSA and is
supported operationally by the Cybersecurity Centre, which is situated in the SSA.%

The 2015 Cybercrimes and Cybersecurity Bill mandated the development of defensive and
offensive cyber capabilities as part of the defense mandate of the SANDE.# The NCPF
envisioned the creation of a unified SANDF Cyber Command to lead on the protection

of critical national infrastructure, and it was established by the Department of Defence in
2015.° As already noted, due to the fact that neither cybersecurity nor wider defense is a top
spending priority, Cyber Command is reportedly underresourced and does not possess the
necessary equipment, funding, technological expertise, or facilities to enable it to proactively
and effectively defend the country’s critical infrastructure.”® Lamenting the lack of resources,
Cyber Command’s commanding officer explained that it was “able to function, however,
not optimally.”>? The aforementioned report of a major data breach of South African

defense networks suggests that this might be an understatement. It indicates that the South
African government’s cyber defense aspirations need to be reviewed, given the apparent
misalignment of ends, ways, and means.

How South Africa's Cyber Strategy
Fits Into Its Foreign Policy

The ANC's Broader Foreign Policy

Given the transnational nature of cybersecurity, cyber strategy has both domestic and
international dimensions. To situate South African cyber diplomacy in context, it is first
necessary to establish the wider framework of South African foreign policy under the ANC.
Under Mandela, South Africa’s first democratically elected president, the ANC developed

a post-apartheid foreign policy based on the promotion of fundamental human rights,
democracy, justice, and the sovereign equality of states.” It should be noted that there is an
emerging revisionist view of South African foreign policy under Mandela, one that points to
greater continuity with Mandela’s successors.”* During the 1990s and 2000s, South Africa
nonetheless maintained a relatively principled approach to foreign policy and became a
global defender of international peace and justice, prompting the Economist to describe it as a
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“diplomatic heavyweight” on the international stage.” In short, post-apartheid South Africa
positioned itself as a nonaligned, neutral state that was more concerned with the pursuit of
normative ideals than with forging strategic power alliances.>®

There is a critique—evident in both South African and foreign commentaries—that South
Africa has been in “diplomatic descent” since Mandela left office.”” This argument suggests
that presidents Thabo Mbeki (1999-2008) and Zuma lost sight of the principles and

values proclaimed by the Mandela administration, with South Africa particularly under
Zuma losing its “reputation as a principled member of the global community.”® Critics
argue that this trend has continued under Ramaphosa since he assumed office in 2018.
However, this argument reflects both a slow recalibration of Western perceptions of South
African foreign policy and the shifting modalities of the ANC’s foreign policy. The view
also obscures the extent to which Mbeki played an influential foreign policy role under the
Mandela presidency. Arguably, the surprise is that it took so long for the West to realize that
South African foreign policy has been relatively consistent throughout the post-apartheid
period.” This reflects, perhaps, the relatively low global salience of established South African
diplomatic positions on issues such as Zimbabwe,* the ANC’s long-running ambivalence
about South Africa’s obligations under and continued membership of the International
Criminal Court (ICC),” or the party’s historic relationship with Russia.®

South African foreign policy under the ANC does emphasize human rights and freedoms,
but it also exhibits characteristics common in other liberation movements that have
transitioned to become parties of government.*® Regionally, that is evident in its consistent
policy toward Zimbabwe during the last twenty years of president Robert Mugabe’s rule.
Although most closely associated with then president Mbeki, the extent of the broader
ANC’s opposition to Western sanctions and targeted measures on Zimbabwe should not be
discounted. The ANC does not like to see the world’s more powerful nations interfere in the
sovereign affairs of less powerful states, especially African states.

A similar sentiment motivates ANC criticisms of perceived bias against African states in
international institutions such as the ICC. South African diplomatic investment in forums
such as the India—Brazil-South Africa (IBSA) forum and the BRICS bloc is evidence of a
commitment to reshape the distribution of international influence. While this commitment
is a consistent, deeply embedded sentiment within the ANC, it has not always been
associated with astute diplomacy, as demonstrated by South Africa’s support in 2011 for (and
retrospective regret for supporting) United Nations (UN) Security Council Resolution 1973,
which authorized military intervention in Libya and led to the overthrow of ruler Muammar
Gaddhafi.* This support led some Western observers to misinterpret the ideological currents
that shape South African foreign policy.

Increasingly in recent years, Western critics have recognized this trend of South Africa
adopting positions at odds with the Western view of intervention in the sovereign affairs
of other states. South Africa has also exhibited sympathy and support for authoritarian
states such as China and Russia. As a result, Western perceptions of South Africa’s neutral,
nonaligned status, as well as its reputation as a defender of international peace and justice,
have been recalibrated.
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Lessons From South Africa’s Response to the Russia-Ukraine War

South Africa’s so-called diplomatic descent was particularly noted in its response to Russia’s
invasion of Ukraine in February 2022. That year, the UN General Assembly characterized
the invasion as an act of aggression,” and in 2023 it demanded Russia’s complete with-
drawal from Ukrainian territory.®® South Africa abstained from both resolutions—unlike
Brazil, another nonaligned BRICS member, which voted in favor of both. South Africa also
abstained from a vote in the General Assembly to suspend Russia from the UN Human
Rights Council.” In January 2023, South Africa hosted Russian Foreign Minister Sergei
Lavrov in Pretoria and the following month held naval exercises with China and Russia in
its territorial sea.’® Furthermore, in May 2022, the United States alleged that South Africa
allowed a Russian vessel to collect weapons from a naval base near Cape Town, calling it a
“serious issue.”®

Additionally, South Africa hosted the annual BRICS conference in August 2023. There was
uncertainty ahead of the summit about whether Russian President Vladimir Putin would
attend. His potential in-person participation sparked international furor given that South
Africa is a member of the ICC and the court’s chief prosecutor had issued an arrest warrant
for Putin.”® Under Zuma, South Africa had refused to arrest then Sudanese president Omar
al-Bashir—who was the subject of an ICC arrest warrant—when he visited South Africa in
2015.7" Despite that history, South Africa ultimately hosted the 2023 BRICS event, with
Lavrov attending in person and Putin participating online. Although this allowed South
Africa to avoid breaching its obligations under the ICC statute, its efforts to accommodate
Putin were viewed by some in the West as “cosying up” to the Kremlin.”?

South Africa has refuted claims that it has aligned with Russia. In particular, it has sought
to present itself as a neutral and impartial advocate of international law and the principles
that stand behind it (including respect for sovereignty and the inviolability of territorial
integrity).” For example, South Africa explained that it abstained from the UN General
Assembly votes on the basis that the assembly should be a forum for constructive dialogue
aimed at creating a sustainable peace, rather than be used to assign political or legal blame
for international incidents and potentially fan the flames of instability and conflict.”
Outside the General Assembly, South Africa maintained that “our non-aligned position
does not mean that we condone Russia’s intervention in Ukraine, which has violated in-
ternational law.””> South African officials further explained that the “territorial integrity of
States, including that of Ukraine, [is] sacrosanct and we reject all actions that undermine
the Purposes and Principles of the UN Charter, and International Law.””® Moreover, in May
2023, Ramaphosa responded to U.S. allegations that a South African naval base had been
used to supply a Russian vessel with weapons by expressing concern at the alleged incident
and setting up an independent inquiry to investigate it.”” That inquiry reportedly refuted the
U.S. allegations, according to a published executive summary, but the Ramaphosa govern-

ment said it does not intend to publish the inquiry’s findings in full.”®
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What conclusions can be drawn from South Africa’s response to the Russian invasion of
Ukraine? Is South Africa continuing its diplomatic descent and, by doing so, abandoning its
neutral status and aligning with Russia? Or is South Africa genuinely seeking to tread the
line of neutrality and nonalignment as an impartial advocate for international law in a com-
plex, volatile, and increasingly polarized world? The evidence over time indicates that South
Africa has aligned with positions shared by Russia. Indeed, South Africa has long-standing
ties with Russia, which South African International Relations and Cooperation Minister
Naledi Pandor referred to in March 2023 as an “old, historical friend” that “we cannot
become sudden enemies [with] on the demand of others.””” This was a reference to the Soviet
Union and its political and military support for South Africa’s national liberation struggle
during apartheid.

Additionally, South Africa’s solidarity with Russia seems to be a product of what a sig-
nificant current of opinion within the ANC perceives as Western hypocrisy. On this
argument, while the West was quick to condemn Russia’s actions as a breach of Ukrainian
sovereignty and put significant pressure on other states to denounce Russia’s invasion, it has
also itself intervened militarily in states such as Afghanistan, Iraq, and Libya and failed to
support effectively Palestinian sovereignty.®” Ramaphosa himself also seemed to support
Russia’s argument that invading Ukraine was justified because of attempts by the North
Atlantic Treaty Organization (NATO) to expand eastward into Russia’s so-called sphere of
influence.®” The persuasiveness of these arguments within the ANC stems from the party’s
liberation struggle, its ideological opposition to Western imperialism, and the entrenched
power of Western states in the international system.

Even if South Africa’s drift toward Russia continues, it is important to recognize that the
two states will make “uncomfortable bedfellows.” The values of human rights, justice,
democracy, and sovereign equality are forever ingrained in the psyche of South Africa due to
its experience of apartheid; yet, as the Russia-Ukraine war exemplifies, Russia demonstrates
little respect for these principles and values in practice, even if it makes grand proclamations
in their favor. This means South Africa and Russia are likely to experience a difficult and
turbulent relationship going forward, which is indicated by the fact that South African
officials have referred to Russia’s invasion of Ukraine as a violation of international law.

There is still a window of opportunity for like-minded states to draw South Africa away from
Russia. That South Africa has greater economic ties with the West than it does with Russia
could be an important lever of influence for like-minded states, though South Africa also

has significant trade and investment ties to China.*® The reality of at least the past decade of
diplomacy is that Western states have struggled to identify and act effectively on productive
instrumentalities in their respective bilateral or collective relations with South Africa. The
limits of like-minded states” influence on South Africa, particularly for cyber diplomacy,
therefore should not be ignored.
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South African Cyber
Diplomacy and Cyber Governance

The tension in South Africa’s foreign policy between neutrality and nonalignment, on the
one hand, and its support for the BRICS bloc, on the other, provides important context
when evaluating its approach to cyber diplomacy and cyber governance. Viewed from the
perspective of a competition for influence between like-minded states and Russia and China,
South Africa has been seen as a pivotal “swing state” or “digital decider” in debates about
global cyber governance and norms of responsible state behavior in cyberspace.® It should
be emphasized that these labels have been applied to South Africa by others; they are not
labels that the ANC government has appropriated to articulate its own agenda. Indeed, it is
not clear from twenty years of South African engagement in cyber diplomacy that there is a
distinctive, consistent South African agenda.

Exacerbated by wider geopolitical tensions, the diplomatic debate over the future structure
of cyber governance has fractured into two opposing camps. In one camp, like-minded states
are campaigning to maintain the existing multistakeholder approach to cyber governance,
which is based on openness, inclusion, collaboration, and consensual decisionmaking by
private industry, international technical governance institutions, governments, and civil
society.®” This model pushes for a free and open cyberspace in which human rights are
protected and governmental control is limited. These states also see the existing rules of
international law as sufficient to regulate cyberspace, with the immediate task being to better
understand how these rules apply to cyberspace rather than to create new rules.

In the other camp are the so-called sovereigntists, with its most prominent advocates being
China and Russia. These states are looking to rewrite the rules on cyber governance and
create a new structure that confers greater authority and control on governments at the
expense of other stakeholders. Moreover, this camp argues that existing rules of international
law do not apply to cyberspace or are so woefully inadequate that new, bespoke rules and
regimes are needed, ideally crafted through international treaties. Like-minded states are
concerned by these developments, fearing these initiatives may be used by states to clamp
down on fundamental human rights and establish rules that bind Western states but which
they would not abide by themselves.

It is currently unclear where South Africa will land on this important cyber governance
debate. South Africa has participated constructively in the UN Group of Governmental
Experts (GGE) and the UN Open-Ended Working Group (OEWG). It does not, however,
appear to have been a prominent voice in these forums, neglecting to push a particular
agenda or set of objectives. It is also a party to the Budapest Convention on Cybercrime,
which is typically seen as a Western initiative.*® Moreover, in April 2022, South Africa and
the Netherlands issued a joint statement on cyber policy, which emphasized the importance
of international mechanisms for ensuring an open, free, stable, and secure cyberspace, such
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as the OEWG and the International Telecommunication Union.*” They also highlighted the
need for capacity building in developing countries, including “finance, technology transfer
and capacity building, as well as engagement with the multi-stakeholder community.” At the
same time, South Africa has participated in negotiations for a new cyber crime treaty, which
is a Russian initiative, although South Africa appears to be playing a mediating role between
the two camps, looking to find a compromise between them on this issue.®

South Africa’s position on the application of international law to cyberspace is equally
unclear. South Africa was a member of the 2019-2021 GGE session, which produced a
report confirming the application of international law to cyberspace while leaving open

the possibility that new rules may need to be developed over time. South Africa did not,
however, contribute to the GGE’s compendium on voluntary national positions on the
application of international law to cyberspace, which is surprising given that it was a member
of the GGE at the time. Moreover, outside the GGE and OEWG processes, South Africa
has not produced a national statement on the application of international law to cyberspace,
as a number of states have,* although reportedly the African Union (of which South Africa
is a member) will publish a “Common African Position on Cyber Security in Africa” in 2024.%°

Given that South Africa has been a strong advocate for sovereignty, human rights, and
sovereign equality, one could have reasonably expected it to come out in favor of the
application of these principles to cyberspace, as other Global South states have. Fellow
BRICS member Brazil, for example, has done so. It remains unclear whether South Africa
has refused to issue such a statement because Russia may have called on states to boycott
these initiatives and push for new international law on cyberspace,” or whether it has not
done so simply because it does not regard the issue as a top priority.

Conclusion

Since its democratic transition, South Africa has faced a number of significant political,
economic, and social challenges. These challenges have reasonably been prioritized above
cybersecurity. While South Africa has adopted a national cyber strategy and established a
Cyber Command, the deprioritization of cybersecurity under successive ANC governments
has meant that Cyber Command has not received the funds, resources, or political support
necessary to enable South Africa to become a heavy-hitting cyber power, a position that is
unlikely to change in the coming years. This is neither surprising nor uniquely a cyber issue:
the same could be said more generally of South Africa’s national defense.

After apartheid ended, South Africa initially presented itself to the world as a neutral and
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impartial supporter of human rights, justice, democracy, and the sovereign equality of states.
The bedrock of South African foreign policy has been its leading positions in the Southern
African Development Community region and in the African Union. But South Africa

also aspires to a more global role, particularly in Global South cooperation to redress the
asymmetries of the international system. South Africa’s membership in the BRICS bloc, set
against the broader contestation between the West and China and Russia, is simultaneously
an expression of this agenda and an indication of the difficulty of continuing to cultivate a
nonaligned status in an increasingly polarized world.

South Africa has increasingly expressed support for China and Russia, irritating the West.
South Africa is therefore increasingly seen in the West as walking a delicate line between
maintaining neutrality and supporting authoritarianism. Its abstention from UN efforts
to condemn Russia’s invasion of Ukraine, as well as other acts seen as supportive of Russia
since the invasion, indicate to Western critics that South Africa has lost sight of its neutral
and nonaligned status and is drifting toward Russia. It should be noted that this view
differs from those of the South African presidency in Pretoria and the ANC headquarters
in Johannesburg. Ukraine is a more distant issue for South Africa than it is for NATO.
This geographic distance, as well as South Africa’s deeply entrenched skepticism about the
role of the West in the international system, enables the country to adopt a more pragmatic
indifference.

Viewed against this backdrop, South Africa can be a partner for like-minded states in cyber
diplomacy. But it must be approached on its own terms, and like-minded states must be
mindful of the limits of Western influence and of the persistence of historical baggage that
the West might not feel it carries but that the ANC has not forgotten. Civil society has some
influence on the South African government and contains different currents of opinion, but
the issues of cyber diplomacy do not have high salience domestically. In this context, like-
minded states should coordinate to pursue a sustained cyber capacity-building agenda across
a wide spectrum of activities in South Africa. This could not only elevate South African
cybersecurity capacity domestically but also help support the growth of like-minded views
on cyber diplomacy within South Africa.

It is unclear whether South Africa’s closer association with Russia will spill over into the
cyber governance sphere. South Africa has refused to be drawn on whether it will support
like-minded states in maintaining the existing, multistakeholder approach to cyber
governance or will instead side with the sovereigntist camp advocated by China and Russia.
Equally, South Africa has said little about how cyberspace should be regulated going
forward: that is, whether existing international law is sufficient (as maintained by like-
minded states) or whether new legal initiatives should be developed (as argued by China and
Russia). All this implies that there is still time to influence the future shape and direction of
South African cyber diplomacy.
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