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Introduction

Digital adoption and expansion across economic sectors enables growth in digital financial
inclusion for a country’s entire population. Namibia’s experience in this offers valuable
lessons for addressing the security and governance challenges in accelerating the adoption of
digital financial systems. It shows how the country emulated key aspects of South Africa’s
approach to securing digital financial systems and the unintended consequences of this
approach, which has not been sufficiently adapted to respond to particular elements of
Namibia’s cybersecurity landscape. Addressing issues specific to Namibia surrounding digi-
tal transformation and security requires an integrated and multitiered approach that includes
private participation, sharing of infrastructure, and importing of digital policies.

This paper assesses the level of digital financial inclusion in Namibia and identifies its unique
challenges in terms of the regulatory environment, digital literacy and associated security
awareness, the technological environment, and the digital risk profile. It also makes sugges-
tions for building a secure national cyber posture that will enhance secure digital financial
inclusion.

Background

Namibia is home to a population of 2.6 million that is thinly spread across 824,292 square
kilometers. The majority (55 percent) of the population lives in the northern and northeast-
ern regions, with the capital, Windhoek, as the main hub. The conquest of then German



South West Africa by South African forces during the First World War resulted in its
subsequent administration by South Africa until Namibia’s independence in 1990.

The country’s economy is still closely linked to and largely dependent on that of South
Africa because of the Namibian dollar being pegged one-to-one to the South African rand,
continued corporate footprints, intertwined critical infrastructure systems, and long-stand-
ing trade relationships. Namibia’s economic performance and low rates of crime are driving
increased foreign direct investment and progress.

Most of Namibia’s major commercial banks, insurance companies, and wholesale businesses
are controlled by South African interests. The country receives 30—40 percent of its revenues
from the Southern African Customs Union, with financial services in Namibia attracting
more foreign direct investment from South Africa than any other sector, at a capital expendi-
tures value of R2.73 billion ZAR over the period from 2011 to 2023.

Like many African countries, Namibia is experiencing increasing urbanization and digi-
tization.” At the same time, according to the World Bank, it lags behind peer countries in
the adoption of digital technologies despite having a mature telecommunications market.?
The activation in the coastal city of Swakopmund in June 2023 of Google’s Equiano subsea
cable, which connects South Africa and Europe, has heightened digital connectivity between
Namibia, the rest of southern Africa, and the wider world.* Terrestrial fiber networks are ex-
panding, enabling more widespread access to cyberspace. The Communications Regulatory
Authority of Namibia (CRAN) has announced it will hold an auction in 2024 for spectrum
in the 3500-megahertz band to be used for the rollout of fifth-generation (5G) wireless tech-
nology.’ 5G in turn will pave the way for smart cities as it allows the efficient deployment of
Internet of Things devices.

All of this will lead to higher bandwidth capacity, better latency, and faster speeds at a much
lower cost, setting Namibia on course for more rapid digitization and an inclusive digital
economy. These advances in communication technology also inevitably mean greater expo-
sure to new digitally enabled threats and a significantly expanding threat surface, especially
in a consumer market with low levels of security awareness. Namibia is a very safe country
with low crime rates and good law enforcement. Unlike South Africans, Namibians gener-
ally do not have a heightened perception of threat, including in the digital realm. This has
enabled a wide range of cyber threats, with social engineering and phishing attacks topping
the list.

Cybersecurity strength and resilience relies on the ability and preparation to defend against
and respond to cyber threats. Without leadership and guidance from the state, the establish-
ment of regulatory bodies, and the implementation of regulations, there will be little public
trust in the safety of cyberspace. At the same time, Namibia’s close entanglement with South
Africa has produced an institutional legacy that does not suit the needs of an independent
country. This inhibits Namibia’s ability to foster secure digital financial inclusion. The
country has emulated South Africa’s approach, which does not adequately incorporate key
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domestic factors: Namibian user and cultural profiles, a unique threat profile, and particular
digital and financial inclusion challenges. This results in a high exposure to cyber risks,
particularly at the population level.

Regulatory Environment

The Cybersecurity Capacity Maturity Model for Nations, developed by the Global
Cybersecurity Capacity Centre at the University of Oxford, measures maturity across five
dimensions, the first of which evaluates whether a company has an effective strategy based
on national risks, especially for critical infrastructure.® Namibia does not have a national
cybersecurity strategy. Meanwhile, its critical infrastructure, economic growth, digital inclu-
sion, and governance are under attack from a wide range of cyber actors. In 2013, the World
Bank noted that Namibia, as a small country, should in principle have agile public policies
and be able to respond rapidly to new challenges and opportunities.” This has not yet been
realized and the capacity of the public sector is limited, resulting in policy implementation

shortfalls.

Namibia does not have any official national or sector-specific cybersecurity framework for
supporting and implementing international cybersecurity best practices. However, it is im-
proving its legislation with the development of the Electronic Transactions and Cybercrime
Bill.® The main objectives of the bill in combating cyber crime are to protect critical

data, address data privacy, and enable the Minister of Information and Communication
Technology to appoint a computer security inspector and establish a team with clearly
defined powers and responsibilities to investigate offenses. The bill also includes a section on
accrediting providers of security services and products, such as encryption of data and creat-
ing keys for encryption algorithms. The bill refers to CRAN as the accreditation authority,
which may lead to practical difhiculties in implementation of the bill, as CRAN’s mandate is
to regulate licenses for telecommunications in Namibia.

This bill was intended to be presented to Parliament in 2020 but has not been presented as
of January 2024, though the Electronic Transactions Act was rectified in 2019. The bill is
reportedly being refined as part of a comprehensive strategy to overhaul the legislative and
policy frameworks governing the information and communication technology (ICT) sector.’

In parallel, efforts by the Ministry of Information and Communication Technology to
improve the draft Data Protection Bill of 2013 and to rectify the Communications Act of
2009 led to the draft Data Protection Bill of 2022, which includes ten principles of data
protection and the creation of a data protection authority." It is very similar to South Africa’s
Protection of Personal Information Act."
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In March 2023, the Ministry of Information and Communication Technology launched the
National Cybersecurity Strategy and Awareness Creation Plan with the theme “A Step to
Cyber Resilience & Digital Security.”'?

The plan aims to protect the national critical information infrastructure, to educate and
create awareness, and to foster collaboration between players to continuously improve the
safety of internet users in cyberspace.

Namibia has not so far adopted policies and laws on cyber crime, data protection, or pro-
tection of personal identifiable information. It is one of the few countries in the Southern
African Development Community (the others are Angola, Mauritius, Mozambique and
Zambia), that have ratified the African Union Convention on Cybersecurity and Personal
Data Protection (the Malabo Convention),"* which entered into force in June 2023. As a
signatory, Namibia is required to establish a national data protection authority in charge of
protecting personal data and to have domestic laws in place to guard personal data. This may
place pressure on Namibia to pass those bills and establish the necessary authorities.

A lack of cybersecurity-related interventions and leadership by the state forces sectors to
introduce sector-specific measures and partnerships to combat cyber crime, similar to the
situation in South Africa.

The South African Banking Risk Information Centre (SABRIC),” established in 2001, is an
organization that aims to protect the banking industry and its customers from various risks,
including cyber crime. Most of the banks in South Africa are members, including those with
satellite offices in Namibia. Namibia’s financial sector appears to be dragging its feet with
regard to establishing a similar entity. The Financial Industry Cybersecurity Council was
launched only in 2022 by the Bank of Namibia.'® It is focused on combating cyber fraud by
providing a forum for the banking and nonbanking financial sectors to foster conversations
and develop strategies. However, no information on its activities has been made public, and
none of the sources interviewed for this paper was able to shed light on its progress.

National intelligence on cyber risks and cyber crime, coordination on reporting of incidents,
and assistance in recovery following an attack are normally consolidated in a national com-
puter security incident response team (CSIRT) or computer emergency response team. In
2020, CRAN established a three-member National Security and Cyber Incidence Response
Team (NSCIRT-Namibia).”” The responsibilities of such national teams are to establish
sector-specific response structures and to provide guidance on immediate risks and possible
mitigations. Informing the public and organizations on methods of attack is an essential
component in building and fostering a cybersecurity awareness culture. However, the guid-
ance published by NSCIRT-Namibia does not include current cybersecurity-related risks.
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To sum up, advances in and the adoption of digital and communication technology lead to
economic opportunities and growth in an increasingly connected cyberspace. The related
cyber risks and extended threats to government, companies, and people require the rollout of
a national security strategy and connected regulations and standards to protect and enable a
digital economy.

Digital Connectivity

The past decade saw significant global advances in artificial intelligence (AI), robotics,

and the Internet of Things that have helped bring solutions to socioeconomic problems.
Namibia, like other African countries, still faces challenges, though, in terms of access to
the internet, technology infrastructure, and education. The government is under pressure to
address inequalities, especially in the northern part of the country, regarding poor access to
transportation, sanitation, and energy. Access to electricity is limited for a significant portion
of the population; the World Bank reported in 2021 that only 55.2 percent of the population
had access."”® Some controls are in place to guard against extended power outages.

According to Paratus Namibia—a private company providing extensive connection services
throughout Africa and a major actor in the provision of connectivity in Namibia— more
than 40,000 households were equipped with fiber access in 2023. Internet penetration was at
53 percent at the start of 2023 and the number of mobile connections was equivalent to 108
percent of the country’s population.”

Only a limited number of government schools are connected to the internet, hindering

the participation of younger generations in cyberspace. The Harambee Prosperity Plan
(2016-2020)* and the Fifth National Development Plan (2017-2022) include the target of
80 percent broadband connection to all public schools by 2020 to allow for e-learning—but
it has not been reached. As of 2022, 78 percent of schools were still without the necessary
infrastructure, including a connectivity rate of less than 18 percent for those in the less-con-
nected far north.?! The reasons for this slow adoption include the impact of coronavirus

and the slowing down of the South African economy. During the pandemic, the Ministry
of Universities and Technology announced the provision of free laptops and 10 gigabytes

of data monthly to 32,000 higher education students in need. Though this was a positive
move, the project experienced major drawbacks, such as access to limited energy sources and
internet connectivity in some places. The Sixth National Development Plan, the Second
Harambee Prosperity Plan (2021-2025), and Vision 2030 have been drafted. All these
documents identify infrastructural development as a core objective and confirm the need to
expand ICT coverage.
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The government and private sector recognize the need to overcome these obstacles by im-
plementing necessary measures to improve connectivity, infrastructure, energy security, and
education. Different task forces, such as the Task Force on the Fourth Industrial Revolution
that operated in 2021-2022, will contribute to shaping policies and strategies to enable
Namibia to embrace the opportunities offered by digital inclusion.*

For a country to effectively address the issue of financial exclusion, the private and public
sectors must work together to promote inclusion. In terms of digital development, this ap-
plies to the cyber infrastructure layer and the software layer. The Fiber to the Village project,
which aims to bring fiber connectivity to underserved villages, exemplifies this. It is driven
and implemented by Paratus Namibia.?* Since 2016, fiber connections have been established
in the Golden Corridor, including the Trans-Cunene corridor (which links Walvis Bay to
southern Angola) and parts of the route from Grootfontein to Oshakati, as well as that

from Windhoek to Tsumeb, spinning off access to rural villages in the northern part of the
country. This new cable infrastructure has significantly reduced Namibia’s dependence on
South African infrastructure.

Financial Inclusion Ecosystem

The Namibia Statistics Agency defines financial inclusion as a process to ensure equal access
to financial services for all citizens, including vulnerable groups such as women, youth, and
low-income earners, at an affordable cost.”” Financial inclusion requires access to quality
financial services for everyone to help people reach their full potential.

Digital financial services are crucial for enhancing financial inclusion by including previous-
ly underserved and marginalized people in the formal financial system. At the same time,

in a country with a low-density population like Namibia’s, the difficulties in servicing rural
areas prevent a large part of the population from using the formal banking sector, leading to
a push to adopt digital payment solutions. The coronavirus pandemic also drove this, with
e-commerce and mobile applications being added to the financial payment landscape.?® The

total transaction value in the digital payments market in Namibia was projected to reach
$1,414 million USD in 2024.%

The central bank, the Bank of Namibia, has identified digital transformation as a key en-
abler of financial inclusion objectives, which has led to investments in systems and platforms
supporting digitization, and to exploring digital currencies. The Bank of Namibia lists
thirteen authorized payment instrument issuers, including three authorized electronic-
money issuers.
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The growth of the digital payment market is also fueled by the increasing digitization of
businesses and the quest for solutions to streamline transactions and promote cost efficien-
cies. Likewise, the growth of online marketplaces has increased the need for secure and
efficient payment systems that are nontraditional.

Limited banking facilities for African populations has contributed to the creation of new
financial services such as mobile banking (like M-PESA, a Kenya-based mobile money ser-
vice).”® Especially with the rollout of 5G, the use of mobile money is on the rise in Namibia.
As elsewhere on the continent, mobile money solutions and agent banking have brought
affordable, instant, and reliable transactions, savings, credit, and even insurance opportuni-
ties to rural villages and urban neighborhoods where no bank had ever established a branch.”

The adoption of new technology such as blockchain and Al in the market is also expected to
play a role in increasing financial inclusion by enhancing security and efficiency of applica-
tions and authentication mechanisms. Reflecting the growing relevance of new technologies,
the Virtual Assets Act was adopted in 2023.%° It provides for the licensing and regulation

of virtual asset service providers to ensure consumer protection and to mitigate the risk of
money laundering and financing of terrorism.

As digital financial services expand and fuel greater financial inclusion, it is essential to iden-
tify and address potential barriers surrounding security and awareness. Financial illiteracy
and lack of consumer protection are major impediments to accessing financial services and
thus to financial inclusion. Protecting customers from fraud and abuse is crucial for digital
financial inclusion in developing countries.” This must include not only technological
safeguards, but also national policies and regulations for securing people’s data and financial
information.

The lack of such policies and regulations in Namibia has resulted in the development of
cyber resilience and cyber maturity programs within organizations, including major banks,
that are mostly driven by head offices in South Africa. This means that branches and satellite
offices in Namibia operate on the South African model when it comes to cyber risk frame-
works and information-security management systems.

In the case of financial literacy, there has been some progress in assisting consumers in
making informed decisions suitable to their needs and capacity. Stakeholders, such as the
Namibia Financial Institutions Supervisory Authority, have designed and rolled out financial
educational programs.*

Opverall, although the scene is set for rapid progress toward digitization and financial inclu-

sion in Namibia, especially in terms of infrastructure and financial systems, this could be
derailed by gaps in addressing cybersecurity risks.
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Cybersecurity Risks

The cybersecurity landscape in Namibia is immature and fragmented in terms of the
adoption of suitable controls, especially in the financial space. The regulatory environment
for financial institutions is mainly based on that of their South African counterparts, with
no domestic regulations or legislations to ensure privacy and combat security vulnerabilities.
The following sections summarize and categorize risks unique to Namibia that hamper
improvements in the country’s security posture.

Threat Profile and Evolving Cyber Crime Ecosystem

Interpol has highlighted that the move toward a digital society—particularly in Africa—has
created new ways for criminals to hide their identity and target new victims in sextortion
and ransomware attacks, among others.”” The transformation fueled by increased digital
accessibility and connectivity to underserved communities has facilitated the emergence of
new attack vectors and opportunities for cyber criminals. For example, South Africa saw a
100 percent increase in mobile banking application fraud in 2020.>* The emerging mobile
financial market in Namibia seems to be experiencing the same trend. Faced with the risk of
fraud, identity theft, and cyber attacks, the population may lose trust in digital payments,
potentially hindering their further adoption of digital banking and thus their financial
inclusion.

The increase in mobile banking applications, the low level of cybersecurity awareness, and
the lack of regulations have coincided with a surge in new scams linked to these new tech-
nologies.” Phishing and other forms of social engineering attacks targeting companies and
bad actors take advantage of victims’ fears, insecurities, and vulnerabilities.

Namibia is being targeted by advanced persistent threat (APT) groups and, increasingly, by
cyber crime networks. In the financial space, for example, Namibia has the highest number
of infections with the Emotet Trojan horse virus globally, leading to millions of dollars lost.
This malware, spread by the APT group Mealybug from Ukraine, infects computers in the
banking sector and steals sensitive information.** Emotet relies on sophisticated phishing
campaigns for Windows-based users and was initially launched to target banks in Germany.
A national CSIRT with the capability to stay abreast of APTs and their targets would play a
pivotal role in combating such attacks.

Namibia is significantly impacted by the evolution and transnational nature of cyber crime,
and it is trying to establish suitable defensive mechanisms and controls. The increase in
internet access and adoption of mobile technologies is partly made possible by the influx of
cheaper feature phones from China. But not only do feature phones lack the advanced capa-
bilities of smartphones, such as adding-on of applications, they may also introduce security
risks that are often unknown to the user. The cybersecurity and antivirus firm Kaspersky
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Lab tested a number of feature phones to determine possible security threats and revealed
that, in addition to leaking user data, some were also programmed to steal money by, for
example, sending hidden text messages to paid numbers.?”

To enhance the growth and adoption of digital financial services, unstructured supplemen-
tary service data (USSD) codes are used for accessing such services, especially on feature
phones. The GSM Association, a nonprofit industry organization representing the interests
of mobile network operators worldwide, has estimated that 90 percent of mobile money
transactions in Africa are still driven by USSD.?® According to the Financial Inclusion
Global Initiative and the International Telecommunication Union, security testing for
USSD revealed threats and vulnerabilities, including remote unauthorized access to and
tampering with mobile devices.”’

National and Sector-Specific Threat Intelligence and
Communication Centers

Protection of the digital landscape relies on actionable threat intelligence and a realistic view
of the current threat profile at the country, sector, and organization level. In Namibia, there
is a relative lack of intelligence flow and mechanisms for sharing information on unique
threats and vulnerabilities, as well as of assistance in the event of a cyber incident. This
enables a cyber crime ecosystem to thrive undetected and hinders digital expansion and
growth. Cyber incident response plans at all levels help to identify unique risks and are also a
way to promote visibility and awareness of cyber crime.

The lack of a national center for identifying vulnerabilities and threats, communication to
stakeholders, and continuous monitoring of threats, attacks, and vulnerabilities is somewhat
alleviated by the private sector providing some threat analysis and monitoring services. This
is done, for example, through secure operation centers (SOCs) that continuously monitor the
security status of clients. Incident response following identification of, for example, access
anomalies is monitored and communicated mainly via private SOCs or security information
and event management platforms. These services, however, are still limited and not included
by default in most organizations.

There is a need for detailed and reliable cyber crime threat information that is specific to
Namibia, incorporating—among other things—its technology infrastructure, private-sector
actors, security sensors (for use in the monitoring of national data flow), and population
profile. The absence of such detailed threat information as a core part of a national strategy
leads to misunderstanding of cyber risks, vulnerabilities, and the cyber actors involved. This
in turn leads to ineffective initiatives and policies to address the impact and stem the rising
tide of cyber crime.
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Low Cybersecurity Awareness in Rural and Limited-Access
Populations

In a country with unequal access to technology and digitization solutions, information
regarding security and threat awareness does not spread evenly, leading to a low level of
awareness, especially in underserved communities. Information dissemination in places such
as informal settlements is erratic and dependent on individuals rather than organizations.*

As the Fiber to the Village project increases the number of people with access to cyberspace,
cyber risks increase too. Prior internet exposure in rural communities is low, making inhab-
itants extremely vulnerable when they come online, especially in the absence of a national
cyber awareness and resilience program. Metrics to assess the success of national awareness
programs are prescribed via models such as the Cybersecurity Capacity Maturity Model for
Nations, a comprehensive framework that assesses cybersecurity maturity across five dimen-
sions: cybersecurity policy and strategy; cyber culture and society; cybersecurity education,
training, and skills; legal and regulatory frameworks; and standards, organizations, and
technologies.”!

Namibia’s overall security maturity in terms of awareness is extremely low and organiza-
tions, especially micro- to medium enterprises, are inadequately prepared to guard against a
growing cyber crime ecosystem, as is evident from the number and intensity of attacks and
breaches experienced by organizations. This has led to Namibia being considered one of the
most exposed countries in Africa.? In a country where poverty and unemployment are high,
slackness in implementing cybersecurity laws and regulations enables cyber crime because of

the lack of any credible deterrence.*

Cyber awareness in organizations, especially among the most senior management, is insuffi-
cient and boards appear to underrate cybersecurity risk, as there is a lack of knowledge about
the intricacies of this issue.* A lack of awareness and/or education about risks and red flags
reduces organizations’ ability to protect their services from attacks.

Toward a Stronger National Cybersecurity
Strategy

While regulations are vital in combating cyber crime, educating citizens about the risks
associated with it and the significance of cybersecurity is also important. The National
Cybersecurity Strategy and Awareness Creation Plan, launched in 2023 by the Ministry of
Information and Communication Technology, aims to protect critical information infra-
structure, educate the public, and collaborate with public and private entities on cybersecu-
rity to enhance the safety of internet users.” It targets government employees, ministries,
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agencies, regional councils, local authorities, school learners, teaching staff, and the public.
The plan aims to build awareness around mobile technologies and the safe use of applica-
tions, which will improve financial inclusion in the digital space.

The implementation of the plan began with the signing of a memorandum of understanding
between the government and the Namibian company SALT Essential IT for an initial five-
year period to develop and deliver cybersecurity training to the government sphere.*® The
memorandum of understanding is indicative of the government’s commitment to increasing
the security awareness of the general population.

The Ministry of Information and Communication Technology recognizes the increasing
threat of cyber crime as Namibians rely more on technology. It aims to protect technology
platforms and to educate vulnerable individuals about online risks. The ministry emphasizes
the importance of a multi-stakeholder approach and urges all internet users to practice safe
habits to protect their privacy.

Raising awareness is one building block for an improved security posture. A meshed ap-
proach is required that also includes partnerships with the private sector for the development
of secure applications and infrastructure for the protection of data and assets. Targeted
solutions to build up security nationally are needed, especially because Namibia has low
levels of digital inclusion and literacy. For example, in the absence of a national Computer
Emergency Response Team to disseminate cyber-threat warnings and coordinate response
assistance, the country could establish a network of private and public entities for informa-
tion-sharing and initiating actionable response.

The only organizations in Namibia that are focused on developing in-house security skills
and awareness are a few satellite offices of South African entities, including companies in the
security (especially financial security) space. But building and fostering security awareness

is context- and culture-specific. Programs built for South Africa are not ideal for Namibia
because of cultural and language differences. Namibia’s policy structure aligns with that

of South Africa, but the client-side technology that underlies it is completely different. For
example, the penetration of feature phones is extremely low in South Africa but high in
Namibia, which means differences in threat profiles and how awareness training should be
approached.

The Payment Association of Namibia, the self-regulatory body for the payment industry,
lists a number of short fraud-awareness tips, including for avoiding mobile banking fraud,
phishing scams, and fraudulent proof-of-payment scams.”” The mandatory registration

of SIM cards, which should have been completed by the end of 2023, ought to facilitate
the investigation of crimes committed with the aid of mobile devices.”® This plan follows
in the footsteps of South Africa, which in 2023 adopted the Regulation of Interception
of Communications and Provision of Communication-Related Information Act. This

act requires SIM cards to be a registered as a means to regulate the interception of
communication.
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Conclusion

The rise of cyber crime globally—fueled by increased connectivity, remote work, reliance on
technology, and automation—is a reality for Namibia as well. As Namibians increasingly
rely on information and communication technologies, there has been a corresponding rise
in criminal activities in cyberspace, posing threats to digital connectivity and the integrity
of critical infrastructure. As access to the internet and digital services increases, there is no
matching growth in security expertise to combat cyber threats in organizations and law
enforcement. Namibia’s law enforcement bodies face challenges in combating cybercrime,
including skills shortages, inadequate training, and a lack of specialized resources. The
country must develop and foster specialized law enforcement units, focusing on technical
skills such as digital forensics, and develop legislative frameworks to ensure successful
prosecutions.

It is vital to manage cyber risks at the national level with a strategy adapted to Namibia’s
unique and increasingly complex threat profile, to be implemented through national policies
and framed by laws and regulations. Forgoing a risk-based approach to identifying threats,
probabilities, and impacts that is based on Namibia’s specific macro and micro threat

profile will lead to misallocation of resources and implementation of ineffective controls.
Establishing and implementing such a national strategy requires, among other things,
commitment, specialized skills, advanced knowledge, and digital and human capital.
Information security is continuous, and the array of potential crimes in the digital space
requires a mesh of solutions. Strategically, smaller-scale approaches may yield early benefits
to ensure digital inclusion and growth as well as a safe environment for users, business,

and the government. Such approaches could include capacity- and knowledge-building in
defined pockets of excellence, partnerships with vendors and global organizations, intensified
security awareness drives, and incident-response channels.

Namibia is a late responder to cyber threats, and its national governance environment does
not facilitate cybersecurity intelligence filtering down to the population. With the bulk of
the population spread out in rural communities, and digital adoption being driven by cheap,
imported, insecure feature phones, threats are widely present. Communication channels
should be utilized to spread incident response plans and threat intelligence, adding to the
development and fostering of a cybersecurity awareness culture.

Namibia faces increasing cybersecurity challenges as it embraces digitization and technology.
Sophisticated threats like phishing, ransomware, and data breaches pose risks to individuals,
businesses, and government institutions. Lack of awareness of and education on cybersecuri-
ty practices is a major obstacle, leaving many vulnerable to attacks. Additionally, there is no
comprehensive, country-specific legal and regulatory framework for cybersecurity. However,
there are opportunities to strengthen cybersecurity through government proactivity, such as
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partnerships with Al and machine learning companies to aid in the design and implementa-
tion of mitigating controls. A collaborative approach involving government, businesses, and
individuals is crucial to promoting awareness, education, and best practices.”

Awareness training programs, such as those provided by SALT Essential IT, may strengthen
information flow structures and help them develop resilience. The Seventh National ICT
Summit, held in October 2023, also saw the launch of the iSecureBot, a WhatsApp infor-
mation bot that provides cybersecurity awareness and education to the public.

Cybersecurity is an emerging topic within the Namibian business environment, which is
still in its infancy of awareness and management on these issues. Building a cybersecurity
awareness culture at the national level is vital, as is the provision of secure infrastructure and
actionable threat intelligence to adequately control cyber risks.

Cyber risks should be managed as an extended enterprise, incorporating different levels of
controls to ensure a security-mature population. At the center must be policies, regulations,
and laws to help cybersecurity professionals curb adversaries and threats. Namibia’s lack of
high-level policies greatly hinders the country’s move toward greater digital inclusion. The
protection of personal information and digital assets is currently left to individuals, who
mostly lack the necessary knowledge, skill, and authority to adequately protect their digital
assets. Balancing risk with digital growth requires standards, awareness, knowledge, and
skills to address the security susceptibilities in Namibia’s cyber landscape.

A national cybersecurity strategy, implemented in partnership with current and upcoming
stakeholders in industry, is required. Expanding the cybersecurity incident response ca-
pability—in terms of technology, monitoring capabilities and expertise—must be part of
that strategy. International vendors already present in Namibia have the ability to provide
targeted threat intelligence and solution guidance. International standards and frameworks
to guide cyber risk management processes, especially around the protection of critical
infrastructure, are essential, as are increased international cooperation between agencies to
share information and capabilities.

With its extensive growth in digital infrastructure and applications driving greater financial
inclusion, Namibia requires a unique cybersecurity strategy based on its current posture, cul-
tural and language profile, vast geography, population size and spread, and level of literacy.
And by not merely adopting processes and models from South Africa, Namibia could set an
example for the continent.
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