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SUMMARY

Ambiguity about whether a weapon is nuclear-armed prior to its launch is an under-
appreciated, serious, and growing danger. Rising geopolitical tensions and the decay of
arms control are exacerbating the risk that such pre-launch warhead ambiguity could lead
to nuclear use in a crisis or conflict. Recent developments in technology—as well as po-
tential future advances, such as the development of ambiguous intercontinental missiles—
further add to the danger.

A first step toward reducing these risks is to enhance awareness among decisionmakers
of the causes and potential consequences of ambiguity. Unilateral and cooperative risk-
mitigation measures could further reduce the danger of escalation, including in conflicts
between the United States and Russia or the United States and China.

Basic concepts. As a result of warhead ambiguity, one state may mischaracterize an adver-
sary’s weapons—that is, wrongly assess how they are armed—or be unable to characterize
them. Mischaracterization can lead to a false positive (misidentifying a nonnuclear weapon
as a nuclear one) or a false negative (misidentifying a nuclear weapon as a nonnuclear one).
If mischaracterization or uncertain characterization is unintended, then any resulting esca-
lation can be classified as inadvertent.



An overlooked danger. To date, the debate about warhead ambiguity has mostly focused
on the risk of a nonnuclear weapon being mistaken for a nuclear weapon after launch.
Pre-launch dangers, especially those arising from false positives, have attracted much less
attention. Mischaracterization and uncertainty prior to launch, however, have occurred
frequently throughout the nuclear age. Moreover, the escalation risks associated with pre-
launch ambiguity could be more serious than the post-launch risks for three reasons. First,
pre-launch ambiguity could persist over a much longer time window, thus allowing states to
exercise options that they would not have time to implement between the launch of an ad-
versary’s weapons and their detonation. Second, false negatives could not increase escalation
risks after launch, but they could do so beforehand. Third, post-launch ambiguity could
only spark escalation in a conflict involving the United States or Russia because they are
the only states capable of initiating a nuclear response prior to the detonation of incoming
weapons. By contrast, pre-launch ambiguity could lead to escalation in crises and conflicts
involving other states.

Technology and ambiguity. The likelihood of mischaracterization or uncertainty about how
a weapon is armed is greatest for ambiguous delivery systems—that is, superficially similar
nuclear and nonnuclear delivery systems and dual-use delivery systems (for which both
nuclear and conventional warheads are available and which can carry either). Ambiguous
aircraft and ground-launched cruise and ballistic missiles are most salient to an analysis of
the risks of pre-launch ambiguity.

China, Russia, and the United States, which are the focus of this report, all deploy ambigu-
ous delivery systems; and all Chinese, Russian, and U.S. aircraft with a nuclear mission are
dual-use. China and Russia deploy ambiguous ground-launched ballistic missiles, while
Russia also fields dual-use ground-launched cruise missiles. The United States, meanwhile,
is seeking to reacquire a nuclear-armed sea-launched cruise missile, which, even if it is not
dual-use, will likely reintroduce ambiguity to U.S. naval forces by being deployed on a
platform that does not currently carry nuclear weapons.

The significance of ambiguous delivery systems is set to increase even further. Technological
developments could permit China and Russia, in particular, to deploy more accurate am-
biguous ground-launched missiles of progressively longer ranges—especially in Russia’s
case, now that the 1987 Intermediate-Range Nuclear Forces Treaty has collapsed.

Causes of mischaracterization or uncertainty. Incorrect or uncertain conclusions about
how an ambiguous delivery system is armed can result from intelligence analysts’ misin-
terpretation of the imperfect information available to them. Equally likely to generate false
positives or false negatives, this misinterpretation can have various causes:
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®  Assessments about whether a delivery system has a nuclear role, a conventional
role, or both may be incorrect or uncertain. Recent public U.S. assessments, for
example, indicate uncertainty about whether nuclear warheads are available for
certain foreign delivery systems that clearly have a nonnuclear role.

® Distinguishing between superficially similar nuclear and nonnuclear weapons can
be difficult. The United States, for instance, faced this challenge when the Soviet
Union sold ambiguous MiG-23 aircraft to Cuba in the late 1970s.

® Analysts may misjudge, or have insufficient information to judge, what types of
warheads are loaded onto or available for dual-use systems—a challenge that cur-
rently faces the North Atlantic Treaty Organization in characterizing Russian forces

deployed in Kaliningrad.

Deployment patterns and practices can make it even more difficult to characterize am-
biguous delivery systems, particularly when both nuclear and nonnuclear versions of the
same system are deployed simultaneously. For example, in the run-up to the Cuban Missile
Crisis, the Soviet Union shipped nuclear and conventional cruise missiles to Cuba, but the
U.S. Central Intelligence Agency failed to identify the difference and assessed them all to
be conventionally armed.

All dual-use U.S. aircraft are available for both nuclear and nonnuclear operations; they are
not grouped, geographically or organizationally, according to function. Likewise, Russia ap-
pears to group few, if any, of its ambiguous aircraft and ground-launched missiles function-
ally. In the fog of a crisis or conflict, the entanglement of nuclear and nonnuclear delivery
systems being operated side by side could pose a further challenge to characterization.

China, by contrast, appears to operate geographically and organizationally distinct launch
brigades for nuclear and conventional missiles (although internal pressures to end this prac-
tice may be growing). However, the deployment areas for nuclear and nonnuclear variants
of the same missile may overlap, potentially leading to intermingling and hence greater
characterization challenges in a crisis or conflict. Moreover, in a crisis or conflict, China’s
efforts to obscure its missile operations might add to the difficulty by hampering the United
States’ ability to track Chinese missiles after leaving their garrisons.

If intelligence analysts cannot draw firm conclusions about how ambiguous delivery systems
are armed, national and military leaders may assume, for both military and psychological
reasons, that those weapons are loaded with nuclear warheads—potentially yielding false
positives. For example, during the Cuban Missile Crisis, when confronted with multiple
deployments of ambiguous Soviet systems, U.S. decisionmakers assumed that two types of
aircraft were nuclear-armed, even though there was little direct evidence to support their
conclusion.
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Escalation risks. Mischaracterization, unlike uncertainty, could increase the risks of
inadvertent escalation for two reasons. First, warhead ambiguity could obfuscate signaling
operations and increase the already significant challenges of communicating and assessing
intent.

® False negatives could lead to an intended nuclear signal being missed, potentially
prompting the signaler to further escalate the crisis or conflict because it concluded
its message had been ignored. Historically, nuclear signals have been missed even
without the complications introduced by warhead ambiguity. In theory, states
could clarify the meaning of signaling operations involving ambiguous delivery
systems by, for instance, issuing public or private statements or threats. In reality,
however, such measures would come with downsides and might not be imple-
mented fully or even at all.

®  False positives, meanwhile, could lead a state to conclude incorrectly that its ad-
versary was issuing a nuclear signal or undertaking clandestine preparations for
nuclear use. While such a misinterpretation could unintentionally lead to dees-
calation, it would more likely catalyze an escalation spiral. Historically, nuclear
operations and threats have led to reciprocal escalation, even if the resulting spirals
ended short of nuclear use. For example, during the 1973 Yom Kippur War, the
United States’ incorrect belief that Soviet nuclear warheads were being transported
to Egypt helped spark a U.S. nuclear alert, which may, in turn, have prompted the
start of a Soviet alert.

Second, in any crisis or conflict, each adversary would devote significant resources to col-
lecting intelligence about the other’s military capabilities. However, by degrading the qual-
ity of intelligence information, warhead ambiguity—especially if it resulted in false nega-
tives—could increase the likelihood of a state’s initiating a potentially escalatory military
operation because it had underestimated the dangers of doing so.

Recommendations. However desirable it might be for nuclear-armed states to reassess their
reliance on ambiguous delivery systems, they are highly unlikely to do so for strategic,
financial, psychological, and organizational reasons. Less ambitious unilateral and coopera-
tive risk-reduction measures may be more feasible. The following proposals are framed as
actions for the United States to consider and adopt. But risk mitigation should be a shared
responsibility, and Beijing and Moscow have an obligation to engage constructively with
any good-faith proposals Washington offers and, in parallel, develop their own unilateral
risk-reduction measures. The United States, meanwhile, has an obligation to seriously con-
sider how it could address Chinese and Russian concerns about the survivability of their
nuclear forces, which should help increase Moscow’s and Beijing’s interest in cooperative
risk reduction.
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Exercise Restraint in Acquisitions. The U.S. secretary of defense should require relevant
Department of Defense decisionmakers to consider any potential escalation risks resulting
from warhead ambiguity when deciding whether to acquire new categories of ambiguous
weapons. To this end, those decisionmakers should be presented with a formal assessment
of such risks.

The United States should propose to China and Russia that they jointly agree not to acquire
ambiguous intercontinental ballistic, cruise, or hypersonic boost-glide missiles.

Be Transparent About Capabilities. The United States should propose to China and Russia
that they declare, publicly or privately, each type of missile and aircraft that they deploy as
nuclear-armed, conventionally armed, or dual-use.

The United States should propose to China and Russia that they privately discuss any observ-
able differences in design or deployment patterns between their nuclear- and conventionally
armed ambiguous weapons.

Improve Operational Planning. The U.S. Department of Defense and relevant combatant
commands should plan for crises and conflicts on the assumption that each participant
might mischaracterize or be unable to characterize the other’s ambiguous weapons.

The U.S. secretary of defense should require relevant decisionmakers to consider any po-
tential escalation risks resulting from warhead ambiguity when deciding whether to autho-
rize strikes with or against ambiguous delivery systems. To this end, those decisionmakers
should be presented with a formal assessment of such risks.

U.S. military planners and decisionmakers should be aware of the trade-offs associated with
using ambiguous delivery systems for signaling operations.

If the United States uses ambiguous delivery systems for nuclear signaling, it should take
steps to mitigate the risks associated with warhead ambiguity by, for example, clarifying the
meaning of the signal in an accompanying statement.

The United States should offer verbal assurances to reduce the likelihood of false positives
resulting from operations involving conventionally armed ambiguous weapons.
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CHAPTER1

INTRODUCTION

On July 15, 1948, three weeks after the Soviet Union had begun its blockade of Berlin, the
United States announced the dispatch of B-29 bombers to Great Britain and Germany on
what was officially described as a training exercise but was actually a message to Moscow.
Although the intended meaning—that the United States was prepared to use nuclear weap-
ons to defend Europe—would likely have been obvious to the Soviet leadership, the ad-
ministration of U.S. president Harry Truman took pains to drive its point home. Official
press releases described the aircraft as “atomic-capable.”” At the same time, a New York Times
article based on “authoritative sources” reminded readers that it was B-29 bombers that
had dropped nuclear weapons on Hiroshima and Nagasaki.> While U.S. ofhcials did not
lie, the overall impression they created was misleading. Although all B-29s were theoreti-
cally capable of carrying an atomic bomb, the specific aircraft sent to Europe had not been
modified to do so. In other words, the United States conveyed its first nuclear threat with
weapons that were incapable of enacting it and, in so doing, created a risk that Moscow
could have interpreted this threat as a bluff.

Fourteen years later, in the summer of 1962, in the run-up to what would turn out to be
the Cold War’s most dangerous moment, the Soviet Union shipped about eighty coastal
defense cruise missiles and their nuclear warheads to Cuba, along with the medium- and
intermediate-range ballistic missiles (IRBMs) that sparked the Cuban Missile Crisis. U.S.
intelligence spotted the cruise missiles but incorrectly assessed them to be conventionally
armed.’ As a result, plans for the invasion of Cuba, which the U.S. military drew up dur-
ing the crisis, were based on intelligence that seriously underestimated Soviet capabilities to

defend the island.



In 2017, as U.S.—North Korean tensions spiraled more than twenty-five years after the
Cold War’s conclusion, the United States conducted a series of exercises around the Korean
Peninsula involving B1-B bombers. These operations were explicitly intended to be a “dem-
onstration of U.S. resolve,” but the signal was meant to be a purely conventional one: B1-B
bombers ceased to have a nuclear mission in 1994 and were subsequently modified so they
could not carry nuclear weapons.* Yet, if its statements can be believed, North Korea misin-
terpreted the signal. Pyongyang claimed that the B1-B was nuclear-capable (if not actually
nuclear-armed at the time), describing one exercise as a “nuclear bomb dropping drill” and
another as a “surprise nuclear strike drill,” while branding the U.S. military as “nuclear war
maniacs.”

s [n cach of these three events, which span
the nuclear age, ambiguity about whether

In a crisis or conflict, pre-launch ambiguity i
delivery systems were nuclear-armed gen-

could create seriousrisks of escalation . .4 significant risk of escalation prior
by leading one state to misjudgeits  to any use of those weapons. Indeed, that

opponent's wi"ingness to use nuclear risk Could recur in a future U.S.—North

. Korean crisis. Yet almost all of the aca-
weapons or that opponent'’s nuclear , , .
demic and policy debates surrounding the

or nonnuclear capabilities. consequences of such warhead ambiguity
have focused on risks after an attack has
been initiated (but before the warhead has detonated)—that is, on post-launch ambiguity.
Controversy has surrounded, for example, the United States’ program to build a new nuclear-
armed cruise missile, the Long-Range Standoff weapon, because of fears that Russia might
wrongly conclude that a conventional cruise missile fired in anger was nuclear-armed and
quickly respond in kind.® Fortunately, post-launch ambiguity has remained only a theoreti-
cal possibility (with the probable exception of the U.S. nuclear attack on Hiroshima in 1945
when a nuclear-armed aircraft was presumably misperceived as being nonnuclear).” By con-
trast, pre-launch ambiguity has been relatively prevalent, and its associated risks therefore de-
serve systematic analysis.

In a crisis or conflict, pre-launch ambiguity could create serious risks of escalation by lead-
ing one state to misjudge its opponent’s willingness to use nuclear weapons or that op-
ponent’s nuclear or nonnuclear capabilities. Nuclear use could be a direct result; or in less
extreme circumstances, an escalating series of moves and countermoves—threats, signals,
and conventional military operations—could plausibly result in nuclear use. While estimat-
ing the likelihood of such escalation is extremely difficult (if not impossible), the potential
dangers are so extraordinary that the risks demand attention. After all, a conflict that turned
nuclear could cause catastrophic societal destruction, including deaths numbering in the
tens, or even hundreds, of millions.
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For the sake of concreteness, it helps to analyze the dangers in the context of a crisis or
conflict between the United States and China or the United States and Russia. The risks
associated with pre-launch ambiguity in such a scenario are particularly significant and also
intensifying for three reasons.

First, growing geopolitical tensions are raising the likelihood of the kinds of serious cri-
ses or conflicts in which pre-launch warhead ambiguity could contribute to rapid escala-
tion. Reflecting these tensions, the U.S. Department of Defense has identified its “principal
priorities” to be “long-term strategic competitions with China and Russia.”® Beijing and
Moscow, meanwhile, put the United States at the center of their own defense planning.

Second, improvements in technology are exacerbating the risks, including by enabling
China and Russia to develop longer-range ballistic and hypersonic boost-glide missiles that
can carry nuclear or nonnuclear warheads. The reach of these missiles exacerbates the po-
tential threat they could pose to U.S. territory, forces, and assets. In a crisis or conflict, con-
cerns that they might be used could increase pressure on Washington to act quickly by, for
example, preemptively attacking missiles that it believed were conventionally armed. If, as
a result of ambiguity, the United States” actions were based on incorrect information, they
could have unforeseen and dangerous consequences, such as the unintentional destruction
of nuclear-armed missiles.

Third, particularly in the case of the United States and Russia, growing tensions are under-
mining cooperative measures that help to prevent crises and conflicts and mitigate the risk
of escalation should a war occur. The United States and the Soviet Union, later Russia, led
efforts to create the Euro-Atlantic security architecture, mostly in the years around the end
of the Cold War. This system of agreements is now in a state of accelerating decay because of
selective implementation, outright noncompliance, and abrogation. Agreements designed
to make a war less likely by limiting military forces and enhancing transparency look ever
more inadequate. The 1990 Conventional Forces in Europe Treaty is entirely defunct. The
1992 Open Skies Treaty and 2011 Vienna Document are less than completely functional.
(Indeed, the United States has informed allies that it will withdraw from the Open Skies
Treaty unless they find a way to assuage U.S. concerns about its effectiveness.)’ The demise
of the 1987 Intermediate-Range Nuclear Forces (INF) Treaty, following Russian noncom-
pliance and U.S. withdrawal, has a more direct effect on the problem at hand: The end of
the prohibition against deploying ground-launched cruise and ballistic missiles with ranges
between 500 and 5,500 kilometers (310 and 3,400 miles), irrespective of how they are
armed, has removed a key legal barrier to the development—by Russia, in particular—of
longer-range ambiguous missiles. Thus, the risks associated with pre-launch ambiguity have
become even more acute.
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KEY CONCEPTS

Before assessing the risks, it is useful to establish some basic concepts and definitions.
Warhead ambiguity complicates the task of characterizing an adversary’s weapons—that
is, determining how they are armed. Of course, even when ambiguity arises, a state may
characterize the weapons correctly. However, if the state does not, uncertainty or mischar-
acterization can lead to a false positive (misidentifying a nonnuclear weapon as nuclear) or a
false negative (misidentifying a nuclear weapon as nonnuclear). For example, per the events
described earlier, if Soviet leaders had concluded that the B-29 bombers deployed to Europe
in 1948 were nuclear-armed, their belief would represent a false positive. Conversely, the
United States’ misperception that some Soviet cruise missiles deployed to Cuba during the

1962 crisis were conventional represents a false negative.

The case for worrying about pre-launch warhead ambiguity is presented in chapter 2.
Launch is defined here as the moment, after an employment decision is made, when a de-
livery system is set in motion toward its target. Thus, in the case of a mobile missile, launch
generally occurs when the missile separates from its launcher, not when the launcher is dis-
persed.' For an aircraft, launch occurs at takeoff if the decision to attack a target has already
been made, but it can also occur later if that is when an employment decision is made.

The likelihood of mischaracterization or uncertainty is greatest for ambiguous delivery sys-
tems, which are described in detail in chapter 3. Such delivery systems include dual-use
weapons (for which both nuclear and conventional warheads are available and which can
carry either) and superficially similar nuclear and nonnuclear weapons.'' Both categories of
weapons contribute to the growing entanglement of the nuclear and nonnuclear domains."
The risks of pre-launch ambiguity are greatest with ground-launched mobile missiles and
aircraft because they can be visibly deployed for prolonged periods—hours, days, or, in the
case of missiles, even weeks.

Ambiguity can induce uncertainty or mischaracterization at two separate bureaucratic lev-
els, as discussed in chapter 4. Intelligence analysts may misinterpret—or be unable to con-
clusively interpret—the available information about how ambiguous delivery systems are
armed. Especially in a crisis or conflict, such information could be limited in both quality
and quantity. If analysts cannot reach a definitive conclusion, decisionmakers may feel that
prudence requires them to assume that ambiguous weapons are nuclear-armed.

In turn, mischaracterization could spark escalation in two ways, as outlined in chapter 5.
Most importantly, it could lead a state to underestimate or overestimate its opponent’s
willingness to use nuclear weapons, which could frustrate bargaining or lead to an overreac-
tion. Alternatively, a state could develop an inaccurate picture of its adversary’s nuclear or
nonnuclear military capabilities and launch an operation whose dangers it had underesti-
mated. Uncertainty, by contrast, would be less escalatory than mischaracterization because
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it would not necessarily lead to misperception. But uncertainty is also less likely to occur
than mischaracterization because decisionmakers tend to assume, without clear evidence to
the contrary, that ambiguous weapons are nuclear-armed.

The focus here is on inadvertent escalation—that is, escalation resulting from unintended
mischaracterization or uncertainty. Because Beijing, Moscow, and Washington command
diverse and mature nuclear arsenals (even if Beijing’s nuclear force is small), they have little
incentive to bluff, as the United States did in 1948." That said, as discussed briefly in chap-
ter 5, China, in particular, may have a different reason to exploit warhead ambiguity: to
enhance deterrence, it may be trying to increase the risk that strikes against its conventional
forces would inadvertently destroy some

of its nuclear weapons and spark escala- — —————————

tion. (Outside of the U.S.-Russia-China

. i o Just as a state might accompany a nuclear
triangle, intended ambiguity may be a

more prominent feature of states  strate- signal with a warning designed to clarify

gies; Pakistan, for example, may seck to itsintent, it could issue reassurances

give the impression that at least one of its  apout operations involving conventionally

conventional missiles is dual-use.)' .
armed ambiguous weapon systems to

Recognizing the escalation dangers cre-  reduce the likelihood that an adversary
ated by pre-launch warhead ambigu-

might mischaracterize the weapons
ity, China, Russia, and the United States

ought to assess whether the benefits of as nuclear-armed.

ambiguous delivery systems outweigh the

risks. However, as described in chapter 6, they are extremely unlikely to forsake such weap-
ons, particularly for cost reasons. Realistically, though, states could assess the risks and
develop practices to mitigate them, either unilaterally or, better still, cooperatively. For
example, just as a state might accompany a nuclear signal with a warning designed to clarify
its intent, it could issue reassurances about operations involving conventionally armed am-
biguous weapon systems to reduce the likelihood that an adversary might mischaracterize
the weapons as nuclear-armed.

Many of the issues discussed below raise questions of interpretation and perception. In as-
sessing an adversary’s capabilities, how do intelligence analysts interpret ambiguous, incom-
plete information? If analysts cannot draw firm conclusions, how do decisionmakers deal
with uncertainty in planning and conflict management? In peacetime, do decisionmakers
regard escalation risks as sufficiently serious that they are motivated to put in place risk-re-
duction measures? To address such questions, this report draws on experimental psychology
and, in particular, on a growing understanding of the ways in which biases and heuristics
affect perception and decisionmaking under conditions of uncertainty.'”” While the strength
of such tendencies differ from person to person, this approach is nonetheless helpful in bet-
ter understanding how typical analysts and decisionmakers might behave.
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CHAPTER 2

WHY WORRY ABOUT
PRE-LAUNCH WARHEAD
AMBIGUITY?

If warhead ambiguity leads to mischaracterization (as opposed to uncertainty), four differ-
ent scenarios can arise, depending on when the mischaracterization occurs (pre- or post-
launch) and whether it is a false positive or a false negative (see table 1).

So far, debates about the risks of ambiguous delivery systems have focused, almost exclu-
sively, on just one scenario: a nonnuclear weapon’s being mistaken for a nuclear weapon
after it has been launched. This focus is not surprising, given concerns that the target state
might launch an immediate nuclear counterstrike. Yet, while the consequences of post-
launch warhead ambiguity could be extremely high, assessing the likelihood of this worst-
case scenario has proved contentious, leading to a somewhat rancorous and ultimately
static debate.'® Optimists argue that even if Russia, say, mischaracterized a small incoming
conventional attack as nuclear, it would have no rational reason to launch an immediate
response since its nuclear deterrent would not be in jeopardy. Pessimists argue that Russia
might interpret a limited strike as the prelude to a large-scale attack and that even a small
likelihood of escalation should be unacceptable because of the severity of the potential
consequences.

In one way, pre-launch and post-launch ambiguity are closely connected: If a state mischar-
acterizes a weapon before launch, it will likely continue to do so afterward. Accordingly,
understanding the likelihood of pre-launch ambiguity may help to shed light on the mag-
nitude of the post-launch risks.



TABLE 1
Warhead Ambiguity and Misperceptions That Might Trigger Escalation

False Positive False Negative
* Overestimate the likelihood of * Underestimate the likelihood of nuclear
nuclear use by the adversary. use by the adversary.
Pre-launch * Underestimate the adversary's * Underestimate the risks of conventional
conventional capabilities. military action against the adversary.
* Incorrectly conclude the adversary « Little additional escalation risk.?
Post-launch has launched a nuclear attack.

a Escalation in this case would be likely, but this risk would stem from one state's launching a nuclear attack on a nuclear-armed
adversary, not from that adversary's initial mischaracterization of the attack.

Yet, while the debate about post-launch ambiguity has been raging, potential causes, types,
risks, and consequences of pre-launch ambiguity have been largely ignored. The only pre-
launch scenario that has attracted significant attention is the risk of the United States™ at-
tacking ambiguous Chinese ballistic missiles that it believed were conventional but were
actually nuclear-armed."” In this case, China might conclude that its nuclear deterrent was
under threat and therefore feel use-or-lose pressures that could precipitate escalation. This
scenario, which involves a false negative, is indeed an important one, but concerns about
the survivability of a nuclear arsenal are not the only potential cause of escalatory pressures.
A state could also overestimate or underestimate its opponent’s willingness to resort to
nuclear use or misread that opponent’s capabilities. False positives, as well as false negatives,
could cause these kinds of misperceptions.

Moreover, pre-launch operations involving ambiguous dual-use aircraft, as well as ground-
launched missiles, could spark escalation, which could feasibly occur in a U.S.-Russian or
U.S.-Chinese contingency. In fact, the risks might be greater in a U.S.-Russian scenario
given that Russia fields many more types of ambiguous delivery systems than either the
United States or China.

Pre-launch ambiguity probably creates greater escalation risks than post-launch ambiguity
for at least three reasons. First, pre-launch ambiguity could persist over a much longer time
window. In a post-launch scenario, if a state were to misidentify one or more incoming
nonnuclear weapons as nuclear, its leadership would face an essentially binary choice in the
minutes before impact was expected: do nothing or launch a nuclear response.'® The likeli-
hood of a nuclear response would probably be small, not least because of the technical dif-
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ficulty of responding so quickly (though, as noted above, analysts disagree about precisely
how small it would be and how small it should be for the risks of the incoming attack to

be tolerable).

Yet, in a pre-launch scenario, the ambiguity could persist for much longer—weeks con-
ceivably—and therefore allow the targeted state to consider a greater range of responses.
Precisely because many of these options would be less extreme than nuclear use, the state
would be more likely to take some kind of action.

Second, while false negatives could not increase escalation risks after a weapon’s launch,
they could do so beforehand. Before launch, false negatives could trigger escalation by, for
example, frustrating attempts at nuclear signaling. After launch, a false negative could oc-
cur and further escalation would be likely."” However, the cause of such escalation would
be a nuclear attack against a nuclear-armed state; the target’s incorrect assessment, prior to
detonation, that the attack was nonnuclear would be unlikely to add much to the danger.

Third, pre-launch ambiguity could be es-

calatory in more contexts than post-launch While the debate about post-launch
ambiguity. Russia and the United States

are the only nuclear-armed states that have ambiguity has been raging, potential

the equipment and procedures necessary —causes, types, and consequences of
for enabling their leaders to order a nuclear  pre-launch ambiguity have been
counterstrike before incoming warheads

have detonated, though China may be largely ignored.

20 Post-launch

moving in this direction.
ambiguity, therefore, could spark escalation only in a conflict involving the United States
or Russia.” By contrast, before launch, ambiguous delivery systems deployed for prolonged
periods may be detectable with even the relatively basic intelligence, surveillance, and recon-
naissance (ISR) technologies that are accessible to all nuclear-armed states.”> North Korea,
for example, has air-defense radars that can detect U.S. dual-use aircraft on its periphery
(especially if the United States wants them to be detected for signaling purposes). Thus,
even though this report focuses on potential U.S.-Russian and U.S.-Chinese conflicts, the
risks of escalation exist in other contexts, too—in particular, conflicts involving India and
Pakistan, North Korea and the United States, or Russia and France, most likely fighting as
part of the North Atlantic Treaty Organization (NATO).
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CHAPTER 3

THE EVOLUTION OF
AMBIGUOUS WEAPONS

Not all ambiguous delivery systems are relevant to pre-launch warhead ambiguity. In
fact, some of the weapon types most discussed in relation to post-launch ambiguity—
air-launched cruise missiles, in particular—are largely irrelevant to pre-launch ambiguity
because they are difficult to observe directly at that point. But the ambiguous platforms
that carry them may be visible. Aircraft and ground-launched cruise and ballistic missiles,
therefore, are most salient to an analysis of the risks of pre-launch ambiguity.

Pre-launch ambiguity can also be associated with surface ships and, if they can be tracked,
submarines. This report’s scope does not permit detailed consideration of naval platforms,
which have very different operational practices from those of aircraft and ground-launched
missiles. Note, however, that if a single ship or submarine is used to carry both nuclear and
conventional weapons, acute and probably irresolvable ambiguity could result.

Neither the People’s Liberation Army (PLA) Navy nor the U.S. Navy currently deploys
vessels that carry both nuclear and nonnuclear weapons (except for the nonnuclear torpe-
does that U.S. and presumably Chinese ballistic missile submarines [SSBNs] carry for self-
defense).” By contrast, the Russian Navy deploys nuclear- and conventionally armed cruise
missiles on attack submarines and a range of nuclear and nonnuclear weapons on surface
ships.?* Reflecting the ambiguity inherent in this posture, the U.S. Defense Intelligence
Agency stated, in 2017, that Russia’s “Baltic fleet presents a significant long-range precision
conventional and theater nuclear strike threat to Western Europe.”® (There is no technical
reason why a single aircraft or multiple-warhead missile could not carry both nuclear and
nonnuclear munitions, as Russian ships do, but none appear to have been used in this way,
with the exception of conventional armaments on nuclear-armed aircraft for self-defense.)



DUAL-USE AIRCRAFT

Dual-use aircraft are as old as the nuclear age. The first nuclear-weapon delivery system—
the B-29 bomber, which was used to drop nuclear weapons on Hiroshima and Nagasaki
in World War II—was designed and originally used exclusively for carrying conventional
bombs. Today, all U.S. aircraft qualified to deliver nuclear weapons are also assigned a con-
ventional role, as are all the NATO aircraft with a role in delivering U.S. nuclear weapons
(see table 2).% (In fact, the B-58, retired in 1970, appears to be the only U.S. aircraft that
never had a conventional role.)?

Similarly, no contemporary Russian aircraft are used exclusively for nuclear operations.*
While dual-use Russian aircraft have long been armed with cruise missiles or gravity bombs,
Russia has recently developed an air-launched IRBM, Kinzhal, that Russian President
Vladimir Putin has stated can carry a nuclear or nonnuclear warhead.”

Prior to China’s acquisition of a substantial ballistic missile force in the 1970s, the United
States believed that Beijing’s primary delivery system for nuclear weapons was dual-use
aircraft—initially the Soviet-produced Tu-16 and subsequently the Chinese-manufactured
H-6. These were probably the only Chinese aircraft to have ever been assigned a nuclear
role.”” Once China had built up its missile forces, that role became marginal and perhaps
even nonexistent. According to a 2019 Pentagon assessment, however, “[s]ince at least 2016,
Chinese media have been referring to the H-6K [the latest H-6 variant] as a dual nuclear-
conventional bomber,” suggesting that this aircraft’s nuclear role may have been revived.”!

AMBIGUOUS MISSILES

Ambiguous ground-launched ballistic and cruise missiles represent a more dynamic area
of technology. The history of these missiles is instructive because it suggests what their
future may be. Such missiles were relatively unimportant throughout much of the Cold
War—first because of technological limitations and later because of treaty limitations. As
these limitations have progressively been lifted, and as China has emerged as a strategic
competitor to the United States, the capabilities and importance of ambiguous Chinese and
Russian ground-launched cruise and ballistic missiles have increased. This trend appears set
to continue.

Starting in the mid-1950s, the Soviet Union and the United States deployed dual-use ground-
launched ballistic missiles with ranges of up to a few hundred kilometers (see figure 1).
Given accuracy limitations, however, the military utility of early ballistic missiles armed with
high explosive warheads would have been marginal at best. For example, the accuracy of the
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TABLE 2

Contemporary Ambiguous Chinese, Russian, and U.S./NATO Aircraft and
Ground-Launched Missiles®?
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? Itis unclear whether this weapon is dual-use.

There is significant uncertainty about Russian capabilities, in particular, and this accounting may be incorrect or incomplete.

b A 2012 study by Igor Sutyagin (see note 32) indicates that nuclear warheads are available for MiG-25RB/MiG-25BM aircraft and

SSC-3 missiles (4K40 and 4K51 Rubezh). These systems are not included as their current deployment status is unclear and other

sources do not include them in lists of Russian systems with a nuclear role.

It is unclear whether this weapon has been deployed yet.

This missile has separate nuclear and nonnuclear variants.

e Sources differ as to the precise Russian designation of this missile. Sutyagin suggests this designation as part of the 4K44 Redut
coastal defense system.

f  This missile is deployed in various basing modes. On land, it is deployed as part of the K-300P Bastion-P coastal defense system.
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Soviet SS-1B missile was estimated in a 1961 U.S. National Intelligence Estimate to be
900 meters (0.6 miles).* To put this figure in context, if such a missile were fired against a
building the size of the Pentagon—a huge facility by the standards of military targets—the
probability of a direct hit would be a mere 5 percent or so.>* Moreover, the accuracy of bal-
listic missiles degrades as their range increases. For this reason, weapons with ranges beyond
a few hundred kilometers were exclusively nuclear-armed early in the Cold War.*

FIGURE 1

Dual-Use Soviet and U.S. Ground-Launched Ballistic Missiles
Deployed During the Cold War
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Where available, accuracy (circular error probable) is shown in meters (m). The accuracy of a missile generally depends on the distance
over which it is fired. Some sources, however, do not state the firing distance corresponding to the given accuracy.

?  Unclear whether this weapon was dual-use.

a  When fired to two-thirds range (which is taken as 125 km for the Lance missile).

Sources: Director of Central Intelligence, Soviet Technical Capabilities in Guided Missiles and Space Vehicles, National Intelligence Estimate
11-5-61, April 25,1961, Table IV, https:/www.cia.gov/library/readingroom/docs/DOC_0000278407.pdf; Central Intelligence Agency,
Office of Current Intelligence, “The SS-12,” Intelligence Memorandum, December 30, 1965, 1, RDP79T00472A000600060002,
CREST System, https://www.cia.gov/library/readingroom/docs/CIA-RDP79T00472A000600060002-8.pdf; Director of Central
Intelligence, Warsaw Pact Theater Forces—1985, Interagency Intelligence Memorandum, NI [IM 85-100006, September 1985, 5-7, RDP-
88T00565R000200250002, Crest System, https:/www.cia.gov/library/readingroom/docs/CIA-RDP88T00565R000200250002-1
.pdf; Soviet Military Power 1985 (Washington, DC: U.S. Government Printing Office, April 1985), 38; Soviet Military Power 1987 (Washing-
ton, DC: U.S. Government Printing Office, March 1987), 41-42 and 74; U.S. Army Aviation and Missile Life Cycle Management
Command, “Missilery,” https://history.redstone.army.mil/miss.html; and White Sands Missile Range Museum, “White Sands Missile
Range Missile Park,” http://www.wsmr-history.org/missilepark.htm. There are various small discrepancies between sources.
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In the 1970s and 1980s, the Soviet Union and the United States capitalized on improved
technology to deploy more accurate dual-use ballistic missiles. These weapons included
the Soviet SS-12 Mod 2, which was first deployed in about 1984 and had a range of 900
kilometers (560 miles), making it the longest-range dual-use missile from the Cold War.*
The United States did not deploy a dual-use missile with a range beyond a few hundred
kilometers, but, in the late 1970s, it seriously considered doing so.””

It is not difficult to imagine that, as the 1980s had progressed, Moscow and Washington
could have deployed dual-use ground-launched ballistic missiles of increasingly long ranges.
Moreover, during the same time period, cruise missiles were becoming more accurate and
hence able to deliver nonnuclear war-

heads effectively, potentially enabling de- ~— ——

ployments of dual-use ground-launched  Chjna, however, was not a party to the
cruise missiles. Both developments were

forestalled by the INF Treaty, which pro- . o
hibited all ground-launched ballistic and ambiguous missiles.

cruise missiles with ranges between 500

and 5,500 kilometers (310 to 3,400 miles). Although the treaty was negotiated to rein in

INF Treaty and has invested heavily in

nuclear capabilities, its limits also applied to conventionally armed missiles and led to the
elimination of SS-12 Mod 2 missiles, among others. Moreover, two years later, the Cold
War ended and the United States stepped away from dual-use ballistic missiles entirely,
dismantling the Lance missile even though it was not legally required to do so.

China, however, was not a party to the INF Treaty and has invested heavily in ambigu-
ous missiles. It currently fields two nuclear-armed variants and two conventionally armed
variants of its medium-range DF-21 ballistic missile (see box 1).% In addition, China has
now deployed one or two true dual-use missiles. In 2016, it started to field the DF-26, an
IRBM that authoritative Chinese sources, as well as the Pentagon, state can accommodate
a nuclear or nonnuclear warhead.” Then, in an October 2019 military parade, Beijing
exhibited a ground-launched hypersonic boost-glide weapon, the DF-17, implying that
it had already deployed this missile or would do so shortly. According to reliable media
reporting, the U.S. intelligence community (or at least parts of it) assesses that the DF-17
is dual-use.*
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BOX 1
China's Ambiguous DF-21 Missiles

China appears to deploy four versions of its DF-21 medium-range ballistic missile. Two vari-
ants, the land-attack DF-21C and antiship DF-21D, are conventionally armed. The other
two are nuclear-armed: the DF-21A and a variant referenced by the U.S. Department of
Defense as the CSS-5 Mod 6, whose Chinese designation is not yet publicly known (though

it is sometimes listed as the DF-21E in nongovernmental English-language sources).*!

The two conventional variants are very similar, if not identical, to one another but differ
in several significant ways from the nuclear-armed DF-21A (see adjacent figure).” Because
these differences are observable in satellite imagery, U.S. analysts should have little diffi-
culty distinguishing between DF-21A and DF-21C/D missiles, even if such missiles were
collocated—assuming, that is, that U.S. ISR capabilities are functioning normally and that
China has not engaged in deception.

Little is known publicly about the design of the nuclear-armed CSS-5 Mod 6, which was
first deployed in about 2015 or 2016. But this weapon could have important implications
for the risks of pre-launch warhead ambiguity.*® Specifically, if the missile and its TEL are
similar or identical to the DF-21C/D and its TEL, then its deployment probably increases
the likelihood of mischaracterization or uncertainty. If, however, this system is observably
different from the DF-21 C/D, then its deployment probably does not exacerbate the
escalation risks.

Russia, meanwhile, has continued to field and enhance a force of dual-use ground-launched
missiles. This force is highly opaque (and the accounting provided in table 2 may well be
incomplete or inaccurate). Most of these weapons have ranges of less than 500 kilometers
(310 miles) and were, therefore, not limited by the INF Treaty. But the United States claims
that a new ground-launched cruise missile, the SSC-8 (often referred to by its Russian des-
ignation of 9M729), is dual-use and has a range of “well over” 500 kilometers.* Russian
insistence that the missile is treaty-compliant, which seems implausible, did not stop the
United States from withdrawing from the INF Treaty in 2019.

With the treaty’s collapse, both Moscow and Washington have indicated that they are now
developing ground-launched missiles with ranges longer than 500 kilometers. Only Russia,
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Schematic drawing of the DF-21A and DF-21D missile systems.
The missiles themselves, which are stored inside the canisters, are not visible. The DF-21C is not
shown because its TEL and canister are identical or nearly identical to the DF-21D'’s.

The DF-21D'’s canister has an

elongated nose, whereas the ®
DF-21A’s canister is flat-topped. The DF-21A’s TEL is a two-piece

tractor-trailer, whereas the DF-21D's
TEL has a nonarticulated chassis.

however, is likely to deploy dual-use systems (the United States will almost certainly focus
on conventional systems, not least because the politics of basing nuclear-armed mobile
missiles on an ally’s territory would be fraught). Immediately after Washington gave notice
of its withdrawal from the treaty, Moscow outlined, in general terms, its military response.
Putin ordered the development of a ground-launched variant of the Kalibr sea-launched
cruise missile—which is, in fact, precisely what the SSC-8 is believed to be—and a ground-
launched, intermediate-range hypersonic weapon.” Separately, Defense Minister Sergei
Shoigu announced that Russia would also extend the ranges of other weapons under devel-
opment.“® No details about any of these systems—including how they will be armed—have
been released. But it seems likely that Russia will deploy ground-launched missiles of in-
creasingly long ranges and that at least some of them will be dual-use.
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LOOKING FORWARD

Other possible developments are not directly related to the INF Treaty’s demise. The U.S.
Department of Defense, for example, has indicated that it seeks to reacquire a nuclear-
armed sea-launched cruise missile. Even if this weapon is not dual-use, its deployment will
still reintroduce ambiguity to U.S. naval forces because it will almost certainly be deployed
on platforms—attack submarines or surface ships—that do not currently carry nuclear

weapons.

Russia and, less likely, the United States could also develop ambiguous intercontinental
missiles; in particular, they could use a booster for an intercontinental ballistic missile
(ICBM) or sea-launched ballistic missile (SLBM) to launch a maneuverable reentry ve-
hicle—that is, one with the capability to steer after it reenters the atmosphere. Ambiguity
could arise in two ways.” The reentry vehicle itself could be dual-use, like the one on
Russia’s Kinzhal missile.”® Alternatively, the reentry vehicle could carry only nonnuclear
warheads but be launched by an ICBM or SLBM that was also deployed with nuclear war-
heads. The administration of then president George W. Bush tried to pursue this approach
with the Conventional Trident Modification, a program to replace some nuclear warheads
on Trident D5 SLBMs with nonnuclear weapons (this effort was eventually abandoned
after Congress declined to fund it, in part because of the risks associated with post-launch
ambiguity).”

China may have similar ambitions. It could build upon its deployment of the DF-21, DF-
26, and DF-17 missiles by fielding ambiguous missiles of even longer ranges, including
perhaps intercontinental-class weapons. Meanwhile, over the next decade or so, China may
significantly enhance its air force’s role in nuclear operations. It is developing a new stealth
bomber, which Chinese sources indicate will be dual-use, and an air-launched ballistic mis-
sile, which the Pentagon assesses “may include a nuclear payload.”®

Finally, China, Russia, and the United States are not the only states to possess ambiguous
weapons. Other nuclear-armed states do, too, and such weapons could create escalation
pressures, particularly in a conflict between France (most likely fighting as a part of NATO)
and Russia, or India and Pakistan, or North Korea and the United States (see appendix).
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CHAPTER 4

WHY WARHEAD
AMBIGUITY CAN CAUSE
MISCHARACTERIZATION
PRE-LAUNCH

Mischaracterization or uncertainty could be an intentional or unintentional consequence
of warhead ambiguity. If a state wanted an adversary to mischaracterize certain ambiguous
weapons, it could try to create misinformation by, for example, issuing misleading commu-
nications through either public statements or private messages intended to be intercepted.
Alternatively, it could engage in deceptive operational practices. For example, a state could
accompany conventionally armed delivery vehicles with communication or security equip-
ment typically associated with nuclear-armed systems. Such misinformation techniques
would not be guaranteed to succeed, of course. But if the adversary found it difficult to
distinguish between nuclear and nonnuclear weapons in any case, adding misinformation
would make characterization even more difficult. For this reason, this chapter focuses on
the plausibility of mischaracterization or uncertainty occurring unintentionally.

Incorrect or uncertain conclusions about
.|

how a weapon is armed can arise uninten-
tionally in at least two ways. First, while If analysts are unable to draw firm

collecting and analyzing intelligence,  conclusions, national and military leaders
analysts may misinterpret the inevitably may assume, for various reasons, that
imperfect information that is available to .
. ambiguous weapons are nuclear-armed—
them—a process that is probably equally
likely to generate false positives and false ~ aprocess that sometimes yields

negatives. Second, if analysts are unable  false positives.
to draw firm conclusions, national and
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military leaders may assume, for various reasons, that ambiguous weapons are nuclear-
armed—a process that sometimes yields false positives.

INTELLIGENCE COLLECTION AND ANALYSIS

Design assessments. Analysts can mischaracterize or be unable to characterize a delivery
system if they make use of incorrect or uncertain assessments about its design—in particu-
lar, about whether nuclear warheads, conventional warheads, or both have been produced
for it. The biggest contemporary challenge is probably determining whether a delivery sys-
tem clearly designed to accommodate a nonnuclear warhead also has a nuclear role. Recent
public U.S. assessments about some foreign delivery systems, such as Russia’s SSC-5 cruise
missile, indicate uncertainty on exactly this point.”! In a similar vein, a series of official U.S.
assessments from the past decade present contradictory assessments about whether various
Chinese air-, ground-, and sea-launched cruise missiles are dual-use or equipped only with
conventional warheads.*?

Uncertainty—and even errors—in design assessments should not be surprising. In practice,
indicators that a conventional delivery system is also available for nuclear operations are
unlikely to be easily detectable. States have not tested delivery systems with live nuclear
warheads for decades. Moreover, in peacetime, it appears that Chinese, Russian, and U.S.
dual-use delivery systems are never loaded with nuclear warheads, which are often stored
at entirely separate locations. In theory, a state could discover that an opponent had devel-
oped a nuclear warhead for some particular delivery system or that specialized troops had
practiced loading weapons of that kind with mock nuclear warheads. In practice, obtaining
such evidence would require the kind of deep insight into sensitive (and presumably well-
protected) activities that may be available only rarely.

Superficially similar delivery systems. Even if design assessments for an adversary’s vari-
ous delivery systems are accurate, analysts may be unable to distinguish between different
weapon types after deployment. The U.S. government, for example, has publicly assessed
whether each Chinese DF-21 variant is nuclear or conventional. Especially in a crisis or
conflict, however, the United States might mistake those superficially similar weapons by
misidentifying, say, a conventionally armed DF-21 as its nuclear-armed variant.

In fact, distinguishing between superficially similar delivery systems has sometimes proved
to be difficult even outside of a crisis or conflict. The sale of Soviet MiG-23 aircraft to Cuba
in the late 1970s exemplifies the challenges. In 1978, U.S. surveillance flights over Cuba
failed to establish whether the aircraft in question were MiG-23Fs (known to the Soviet
Union as MiG-23BNs) or MiG-23Ds (also known as MiG-27s).* The former were widely
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exported and used exclusively for conventional operations; the latter were deployed, at that
time, only by Soviet forces and had a nuclear role. Key differences between these models,
including certain engine parts and components for carrying weapons, would not have been
visible from aerial photography.**

Even though this incident occurred in peacetime, the resulting uncertainty sparked high-
level concern within the U.S. government. A Special Coordination Committee, involving
secretary of defense Harold Brown and national security adviser Zbigniew Brzezinski, was
created to formulate a response. On November 14, 1978, this committee concluded that,
although the introduction of either version would contravene a 1962 Soviet commitment
not to deploy “offensive” weapons in Cuba, “[t]he [MiG-23D] represents an additional is-
sue” because of “its nuclear capability and previous deployment only with Soviet forces.”>
Two days later, secretary of state Cyrus Vance delivered a formal demarche on the subject to
Soviet ambassador Anatoly Dobrynin. Vance went beyond his formal talking points, which
expressed equal opposition to both variants, and, in an apparent reference to the possibility
that MiG-23Ds had been transferred, expressed particular “concern about the possible pres-
ence of ground attack aircraft which we regarded [sic] as offensive.”®

The ambiguity was not clarified until February 1979. Likely acting on Soviet instructions,
Cuba published, in the official magazine of its armed forces, high-quality photographs of
the aircraft, which the Central Intelligence Agency (CIA) determined were “clearly” MiG-
23Fs.%” Assistance from the state responsible for a deployment may not always be so forth-
coming in the future—especially during a crisis or conflict, when ambiguity might need to
be resolved in hours or days, rather than months, to avert escalation.

Dual-use delivery systems. Systems designed to be dual-use, such as the SSC-8, create
another layer of complexity and a particular risk of mischaracterization or uncertainty.
Conclusive characterization generally requires identifying whether nuclear warheads are
physically attached to delivery systems. Even the presence of nuclear warheads available for
loading at short notice is not conclusive unless nonnuclear warheads are known not to be
available.

Warheads, however, are difficult to detect. They are small; can be transported relatively
secretly (at least when compared to many delivery systems); and are usually concealed
within delivery systems, storage bunkers, or transportation systems. These characteristics
complicate intelligence collection, particularly overhead imagery. Consequently, definitive
evidence of the presence of nuclear warheads—from communications intercepts or human
intelligence, perhaps—may not always be available. In this case, troops who have received
specialized training or equipment and facilities typically associated with nuclear warheads
can be useful heuristics but do not prove that nuclear warheads are present because they are
also consistent with plans to deploy warheads at short notice.
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These challenges are illustrated by contemporary efforts to characterize Russian forces in
Kaliningrad. Various dual-use Russian delivery systems, including aircraft, short-range bal-
listic missiles, and coastal defense cruise missiles, are based in the enclave. From the early
2000s onward, senior officials in NATO member states have openly claimed, and unnamed
intelligence officials have periodically told journalists, that Russia has deployed nuclear
weapons there.”® Yet it is often unclear whether these statements are references to dual-use
delivery systems or actual nuclear warheads. Satellite imagery tells a similarly ambiguous
tale. One military facility in Kaliningrad appears suitable for storing nuclear warheads,
given its security features, such as partially buried bunkers surrounded by triple fencing.”
Moreover, Russia has undertaken extensive recent renovation efforts. Yet, as the U.S. ana-
lyst Hans Kristensen notes, the existence of these upgraded facilities “does not provide
conclusive answers” to questions about the presence of nuclear warheads.®” Just because
Russia has the capability to store warheads in Kaliningrad does not mean that it is doing so
or has decided to do so. Instead, Russia may want the ability to rapidly deploy warheads to
Kaliningrad in a crisis or conflict.

NATO governments, of course, may have additional sources of information to help resolve
this issue. Yet, even if they are certain that nuclear warheads are not present in Kaliningrad
today, ambiguity could easily reemerge in a crisis or conflict. In this case, the fog of war,
coupled with Russian efforts to conceal the movement of its forces, could prevent NATO
from clearly determining whether nuclear warheads had been moved to the enclave.

Extrapolation. A particular challenge can arise if both nuclear and nonnuclear versions of
the same ambiguous delivery system are deployed simultaneously. In such cases, if analysts
identify only one version, they may incorrectly conclude that all the weapons are armed in
the same way. Such extrapolation can result in false positives or false negatives. While the
underlying logic may seem obviously flawed, extrapolation is often inevitable because intel-
ligence information is often incomplete.

Theoretically, errors created by extrapolation could be identified as more information be-
came available. In practice, however, unless analysts realized that their conclusions might be
wrong and requested more information, intelligence collection on the ambiguous missiles
might be curtailed. Moreover, even if contradictory evidence did emerge, at least two psy-
chological biases might prevent analysts from revising their conclusions.

First, people have a well-documented tendency, known as confirmation bias, to interpret
new information as being consistent (or at least not inconsistent) with the expectations cre-
ated by preexisting beliefs.®" In the intelligence world, analysts can ignore new information
because their preconceptions prevent them from understanding its significance. In 1962,
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for example, U.S. analysts were not expecting the Soviet Union to ship missiles to Cuba,
and, as a result, they ignored reports about two unusual cargo ships bound for the island.
These ships had “exceptionally large hatches” but also were riding high in the water, imply-
ing that they carried “cargo of low weight and high volume,” such as ballistic missiles.®
Similarly, after identifying one variant of an ambiguous weapon, analysts might ignore new
information that suggested the presence of a second variant.

Second, in making estimates, people
I

tend to anchor—that is, they give undue . . .
weight to the first piece of information If analysts identify only one version of
encountered and thus make insufficient ~ an ambitious delivery system, they may

. . . . 63 .
revisions as new information emerges. incorrectly conclude that all the weapons
Anchoring can help explain, for instance,

the United States’ persistent and incorrect are armed in the same way.
belief, in the late 1950s and early 1960s,
that the Soviet Union had much greater ICBM production capabilities than the United
States. For various reasons, initial estimates greatly exaggerated Soviet capabilities. Because
subsequent estimates were formulated as revisions to previous ones, the U.S. intelligence
community—Air Force intelligence staff, in particular—continued to assert the existence
of the so-called missile gap long after the totality of the evidence suggested otherwise.**
Similarly, even if analysts recognize new evidence that calls into question their initial hy-
pothesis about the type of armament on some ambiguous delivery vehicle, they may give

that evidence insufficient weight.

In the run-up to the Cuban Missile Crisis, the CIA misidentified nuclear-armed cruise
missiles as conventionally armed ones. Shortly before the crisis, the Soviet Union delivered
two different types of missiles to Cuba for coastal defense and for targeting the U.S. naval
base at Guantdnamo Bay: conventionally armed SSC-2B missiles (or Sopka in Soviet termi-
nology) and nuclear-armed SSC-2A missiles (Frontonvye Krylatye Rakety-1), along with
about eighty nuclear warheads. Although SSC-2A and SSC-2B missiles had some differ-
ences in their guidance systems, launchers, and support equipment, they were based on the
same weapon, the AS-1 air-to-surface missile, and had nearly identical airframes.®> Using
photographs obtained from U-2 surveillance aircraft, U.S. intelligence analysts correctly
identified operational conventionally armed SSC-2B missiles at four sites. The nuclear-
armed SSC-2A missiles, however, were still crated at this time, preventing the collection of
detailed intelligence about them and leading analysts to extrapolate and misidentify them
as yet more SSC-2Bs.% The historians Ernest May and Philip Zelikow have concluded that,
as a result, the United States “did not know and never seriously imagined that the coastal
defense cruise missiles were deployed with nuclear warheads.”®
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Crisis and wartime complications: U.S. and Russian forces. Intelligence-collection capabili-
ties have improved enormously since the Cuban Missile Crisis and by almost as much since
the Soviet Union sold MiG-23s to Cuba in the late 1970s. These improvements, which in-
clude more capable remote-sensing technology and the advent of espionage in cyberspace,
could help mitigate the effects of warhead ambiguity. In assessing modern intelligence-
collection techniques, however, the real question is not how they perform in peacetime
but how they would perform during the confusion of a crisis or, especially, a contemporary
conventional conflict. In such contingencies, nuclear and nonnuclear weapons would be
more entangled and the consequences of mischaracterization would be more serious.

All dual-use U.S. aircraft are available for both nuclear and nonnuclear operations; they are
not grouped, geographically or organizationally, according to function. Likewise, Russia
appears to group few, if any, of its ambiguous aircraft and ground-launched missiles func-
tionally.®® But while the entanglement of these delivery systems in any context increases the
likelihood of an adversary’s mischaracterizing them, in peacetime, that likelihood is very
low. Since 1968, the United States has followed a policy of not flying live nuclear warheads
on combat aircraft outside of a crisis or conflict.”” Russia is reported to have a similar policy
in place.”” Moreover, as recently as 2015, the Russian government stated that all of its
“non-strategic nuclear weapons” were “non-deployed” and located in “centralized storage
depots.””" These policies help reduce the likelihood of a nonnuclear delivery system being
mistaken for a nuclear one, even if they were adopted to help prevent nuclear accidents and
enhance physical security. Indeed, these policies—especially the prohibition on loading
combat aircraft with nuclear weapons—are highly credible precisely because they have such
sensible motivations.”

messsss—— [n a crisis or conflict, however, mischar-

Russia and the United States might acterization due to entanglement would

become more likely. Nuclear warheads

attack each other's ISR assets as a way of
undermining the other’s ability to fighta
conventional war. Such attacks could
make the characterization of ambiguous
delivery systems even more difficult.

might be loaded onto ambiguous de-
livery vehicles. In theory, the observing
state could determine how individual air-
craft or missiles were armed by identify-
ing whether they had been loaded from
a storage facility for nuclear warheads or

one for nonnuclear munitions. In prac-
tice, amid the fog of war, making such a determination could be very difficult, if not impos-
sible. Moreover, Russia and the United States might attack each other’s ISR assets as a way
of undermining the other’s ability to fight a conventional war.”® Such attacks could make
the characterization of ambiguous delivery systems even more difficult.

Further exacerbating the challenges, nuclear operations would likely be conducted
alongside nonnuclear ones. As a result, delivery systems carrying nuclear warheads might
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be operating nearby identical, or nearly identical, delivery systems that were convention-
ally armed. While there could be some indicators that a delivery system was nuclear-armed
(such as the presence of escort vehicles), the most reliable way to determine its warhead
type would be to track each delivery system continuously, from the time it was first loaded
with a warhead. But, in practice, this task could prove daunting. Some dual-use U.S. and
Russian aircraft are stealthy, and any capability to detect such aircraft at close range would
likely be ineffective at greater distances.”* Moreover, to ensure its mobile missiles are surviv-
able, Russia would likely try to interfere with the United States’ ability to monitor them.
Such efforts—for example, the use of camouflage or inflatable decoys—would only need
to be partially effective to prevent the United States from tracking each Russian missile
continuously.”

Crisis and wartime complications: Chinese forces. China’s nuclear and nonnuclear forces are
less entangled than their U.S. and Russian equivalents on a day-to-day basis. To date, the
PLA Rocket Force and its predecessor, the Second Artillery Corps, appear to have operated
geographically and organizationally distinct launch brigades for nuclear and conventional
missiles.”® (Because China is believed to store nuclear warheads and missiles separately in
peacetime, missiles that are assigned a nuclear role—that is, “nuclear missiles”—are gener-
ally not nuclear-armed prior to a crisis or conflict.) Therefore, if a particular launch brigade
undertakes an exercise in peacetime, it should be clear whether its missiles are conventional
or nuclear.

In a crisis or conflict, however, China might disperse its conventionally armed and nuclear-
armed weapons simultaneously, complicating the task of characterizing them—a concern
that the U.S. Department of Defense has recently highlighted.”” Characterization would
be most challenging if the deployment areas for conventionally armed and nuclear-armed
variants of the same missile overlapped. In this regard, the key question is how far mis-
siles might travel from their garrisons while deployed. Open sources do not provide a de-
finitive answer. That said, under the 1991 Strategic Arms Reduction Treaty, Soviet mobile
ICBM deployment areas were limited to an area of 125,000 square kilometers (49,000
square miles), which is equivalent to a circle with a radius of 200 kilometers (130 miles).”®
Presumably, Moscow would not have agreed to this limitation if its plans had called for
mobile ICBMs to travel significantly greater distances from their garrisons. If, in a conflict
or crisis, Chinese missiles migrated over roughly the same distance, then conventionally
and nuclear-armed variants of the same missiles might intermingle if based less than 400
kilometers (250 miles) apart.

According to open-source information, only one pair of brigades—the 611 and 612 bri-
gades, located almost 200 kilometers apart—may meet this criterion today. While reliable
information on these units is scant, it is possible (but far from certain) that one operates
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nuclear DF-21s and the other conventional DF-21s.”” Other pairs of brigades that host nu-
clear and conventional variants of the same missiles appear to be many hundreds, and more
often thousands, of kilometers apart. While this situation could change if China restruc-
tures its missile bases, the degree of entanglement within China’s missile force would prob-
ably be quite limited in a contemporary crisis or conflict—assuming, that is, that Chinese
mobile missiles remained within 200 kilometers of their garrisons.®

There are reasons to question this assumption though. Chinese missiles travel much farther
to conduct exercises.”’ Moreover, 7he Science of Second Artillery Campaigns, a leaked clas-
sified textbook from 2004, states that conventional missiles could be transported between
theaters in a conflict to where they were needed.®? Such “cross-theater maneuvering” could
significantly increase the degree of entanglement between China’s nuclear and conventional
missile forces. Even if China planned to avoid the intermingling of nuclear and conven-
tional missiles in this scenario, the United States would have to be aware of this planning
for it to decrease the likelihood of uncertainty or mischaracterization.

Regardless of the distances over which Chinese missiles might migrate, the United States
could try to track them continuously, starting from their garrisons, as a way of characteriz-
ing them. Other evidence might also be available; some exercises, for example, suggest that
missiles and nuclear warheads might be mated in the field (though some analysts believe
that mating would likely occur before deployment, most likely in underground facilities for
protection).® If, therefore, a DF-26 missile were to meet up with a vehicle for transport-
ing nuclear warheads, there would be strong grounds for concluding that the missile was
nuclear-armed. More speculatively, there may be some differences in the support vehicles
for nuclear and conventional launch units.*

—— Yet, in a crisis or conflict, this evidence
could be elusive. The PLA Rocket Force
would likely try to obscure its operations
challenge will grow if the Rocket Force ¢, enhance the survivability of its missiles.

further entanglesits nuclearand At the very least, it would probably try
to conceal its weapons. Indeed, the tech-
niques discussed by the leaked PLA text-
book include the use of camouflage and

Looking forward, the characterization

nonnuclear missiles.

moving missiles at night, under cloud cover, or during the “blind intervals” of enemy ISR
assets (an apparent reference to satellites’ periodic coverage).® The Rocket Force might also
hide nuclear missiles in tunnels or shelters at various times.*

Moreover, China’s efforts to protect its missiles might not be limited to such passive mea-
sures. The Science of Second Artillery Campaigns also discusses various disinformation tech-
niques, including the “feint maneuver” (in which a small force is used to divert attention
from a larger one).*” Even more significantly, the PLA appears to plan to—and would likely
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experience strong pressures to—attack U.S. ISR assets in a conflict, most likely to under-
mine U.S. conventional operations.®® Regardless of Chinese intentions, such attacks would
increase the likelihood of the United States’ mischaracterizing, or being unable to character-
ize, ambiguous Chinese missiles.

Looking forward, the characterization challenge will grow if the Rocket Force further entan-
gles its nuclear and nonnuclear missiles. In the near term, the most likely driver of change is
the dual-use DF-26 missile. This missile could be integrated into the Rocket Force in two
ways, and it is not yet apparent which approach China is adopting. One option would be
to retain the Rocket Force’s existing structure and create separate conventional and nuclear
DEF-26 brigades.* However, this approach would not leverage the weapon’s “change the
warhead, not the missile” feature.” Consequently, it seems possible that China will posture
individual DF-26 brigades for both nuclear and conventional operations, making it more
difficult to characterize DF-26 missiles. This step could be a harbinger of more widespread
restructuring. There may be flexibility and significant cost savings associated with dual-use
missile brigades, and if the Rocket Force sets up one and establishes a precedent, internal
supporters of separation may find it more difficult to defend their position, potentially re-
sulting in the widespread adoption of dual-use brigades.

INTERPRETATION BY DECISIONMAKERS

Given the challenges of intelligence collection and analysis, assessments about how ambigu-
ous weapons are armed can be inconclusive. Yet, especially in a crisis or conflict, military
and national leaders may not fully account for uncertainty for two reasons. First, intelli-
gence analysts may not communicate the full extent of their uncertainty to decisionmakers
for fear that it would be unwelcome or reflect badly on their work. Second, even if their
uncertainty is properly conveyed, decisionmakers may nonetheless assume that ambiguous
delivery vehicles are nuclear-armed. This tendency, to which both military considerations
and psychological factors contribute, does not always lead to the wrong conclusion, but
when it does, it produces false positives.

In theory, decisionmakers do not need to make assumptions; they could accept the un-
certainty and plan on that basis (by, for example, trying to identify a course of action
that would produce an acceptable outcome whether or not the weapons in question were
nuclear-armed). To help manage the uncertainty, decisionmakers could even try to estimate
the probability that the weapons were nuclear-armed. Yet there seem to be few precedents
for such behavior (as U.S. experience during the Cuban Missile Crisis, described below,
exemplifies) and both military and psychological reasons not to expect it.
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In trying to manage a crisis or conflict, decisionmakers inevitably make assumptions, in-
cluding about their opponents’” capabilities and intentions. One driver is the acute need to
reduce, to a manageable level, the complexity that is associated with any contingency. A
second is people’s tendency to seek certainty, even when the evidence is inconclusive. For
example, politicians have criticized scientists for giving “wishy-washy, iffy” probabilistic
answers to questions about, say, the health effects of sweeteners or pollution instead of pro-
viding an unequivocal yes or no.”!

In making assumptions, decisionmakers are likely to—and, indeed, should—consider the
risks of being wrong. When warhead ambiguity arises, the costs of a false negative could be
high and much greater than those of a false positive. Of course, decisionmakers should rec-
ognize that nuclear weapons are generally less likely to be used than conventional weapons,
but in a major conflict, when conventional deterrence has already failed, the danger that
nuclear deterrence could also fail may seem very real. As a result, it is reasonable, from a mil-
itary perspective, for decisionmakers to assume that ambiguous weapons are nuclear-armed.

Less rationally, the negativity bias—a psychological effect that leads to “negative events [be-
ing] more potent with respect to their objective magnitude than . . . positive events”—may
also play a role.”” One consequence is that possible negative outcomes exert a dispropor-
tionate influence on human behavior (that is, the influence is larger than predicted by a
rational cost-benefit analysis). This effect, for example, helps explain why states tend to
inflate threats when assessing their severity.”” And in this vein, when ambiguous weapons
are deployed, the possibility of their being nuclear-armed may loom even larger in decision-
makers” minds than it should.

Assumptions during the Cuban Missile Crisis. U.S. decisionmakers on ExComm, the
Executive Committee of the National Security Council set up to manage the crisis, con-
fronted multiple deployments of ambiguous Soviet weapons. At no time before or during
the crisis did the U.S. intelligence community detect any Soviet nuclear warheads in Cuba.
Because warheads are easy to conceal, however, the U.S. intelligence community had little
confidence that, if warheads were present, it would detect them. Therefore, logically, neither
the intelligence community nor the ExComm members took the absence of evidence to
be evidence of absence. Yet the decisionmakers went further than simply recognizing that
nuclear warheads may have been present; they quickly assumed that warheads were, in fact,
available for S§-4 and SS-5 missiles, IL-28 bombers, and MiG-21 fighters. Decisionmakers
were fully aware of the lack of evidence supporting their assumptions, especially in the case
of the aircraft suggesting that they were deliberately planning for a worst-case scenario.

ExComm members’ assumptions about the missiles in Cuba were well-grounded. The CIA
had previously assessed that these weapons were deployed exclusively with nuclear war-
heads.” Echoing his agency’s logic, director of central intelligence John McCone explained
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to members of Congress, on October 22, 1962, that because SS-4 and SS-5 missiles “are
relatively ineffective weapons without nuclear warheads, we think it prudent to assume
that nuclear weapons are now or shortly will be available in Cuba.”® The historian David
Coleman notes that “policymakers accepted, internalized, and applied this principle” to
other systems, even though the logical basis for doing so was significantly weaker in the case
of the aircraft.”

Prior to the crisis, the U.S. intelligence — mumm—
community had concluded that IL-28

Decisi k full f the lack
aircraft had the “capability of delivering ecisionmalers were Tully aware ot the fac

nuclear weapons,” implying that they of evidence supporting their assumptions,

could also be used with conventional  especially in the case of the aircraft,

Weap0n5.97 ThlS assessment COl,lld haVC led suggesting that they were deliberately
decisionmakers to be cautious about as-
suming that the IL-28s deployed to Cuba
were nuclear-armed, but they showed no

planning for a worst-case scenario.

hesitation to make plans on that basis. At various points during the first week of the crisis,
secretary of defense Robert McNamara and chairman of the Joint Chiefs of Staff Maxwell
Taylor, as well as Air Force chief of staff Curtis LeMay (who was not on ExComm), opposed
U.S. military strikes that were focused solely on Soviet missiles.”® Their argument, which
was more explicit in some cases than others, was that because aircraft could have similar
effects against the United States as the missiles, there was little point taking out the latter
but not the former.

The case for the MiG-21s being nuclear-armed was substantially weaker than for the IL-
28s. Prior to the crisis, U.S. intelligence analysts were not certain that the MiG-21 had
been assigned a nuclear role and assessed that, even if it had been, carrying nuclear weapons
would severely limit its range.”” In fact, on September 4, 1962, the day before the United
States first detected MiG-21s in Cuba, McGeorge Bundy, the national security adviser and
future ExComm member, described the arming of this type of aircraft “with jerry-built
nuclear weapons” as “not a likely configuration.”'®

During the crisis, no clear evidence emerged about how the MiG-21s were armed, but some
ExComm members nonetheless assumed that nuclear warheads were available. The issue
arose on the first day of the crisis, October 16, once again in discussions about the targets
for possible U.S. airstrikes. McNamara emphasized the threat the MiG-21s posed, arguing
that they should be attacked in any military strike. He explicitly recognized the limitations
of the available intelligence regarding their armaments but then added that “if there are
nuclear warheads associated with the [missile] launchers,” which everyone believed there
were or shortly would be, “you must assume there will be nuclear warheads associated with
[the] aircraft.”'”" Taylor made a similar argument later the same day.'” However, not all
ExComm members shared McNamara and Taylor’s assessment. Most importantly, presi-
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dent John E Kennedy argued that the MiG-21s were probably armed with “iron [conven-
tional] bombs . . . because, obviously, why would the Soviets permit nuclear war to begin
under that sort of half-assed way?”'* That said, given that the secretary of defense and the
chairman of the Joint Chiefs of Staff believed the MiG-21s were nuclear-armed, it seems
likely that military plans were developed on that basis.

What matters about these assessments is not whether they turned out to be correct (as with
the SS-4s, SS-5s, and IL-28s) or incorrect (as McNamara and Taylor were with respect to
the MiG-21s). Rather, what matters is that they were assumptions and that the decision-
makers who made them did so consciously, knowing that the available intelligence did not
support a definitive conclusion about how the IL-28s and MiG-21s, in particular, were
armed. A sense of what “prudent” crisis management required shaped the thinking of most
ExComm members. Moreover, it is probably not coincidental that McNamara and Taylor,
the two ExComm members most responsible for military planning, were the most vocal
in urging their colleagues to think in this way. The relative importance of rational military
calculations and the negativity bias in shaping these perceptions is, however, unclear.
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CHAPTER 5

WHY WARHEAD
AMBIGUITY COULD
LEAD TO ESCALATION

Uncertainty and mischaracterization could have quite different consequences. Uncertainty
among decisionmakers does not necessarily lead them to misperceive an adversary’s capa-
bilities or intentions (on the contrary, it suggests a realistic understanding of their state’s
limited ability to collect and analyze intelligence). Therefore, uncertainty about how a
warhead was armed would probably not raise the risk of inadvertent escalation in a crisis
or conflict—in fact, it might even enhance deterrence and make deliberate escalation less

probable (see box 2).

Unfortunately, mischaracterization is significantly more likely to occur than uncertainty
because of the tendency among decisionmakers to assume, without clear evidence to the
contrary, that ambiguous weapons are nuclear-armed.

In a crisis or conflict, mischaracterization—whether a false positive or a false negative—
could increase the likelihood of escalation in two ways: First, and perhaps more impor-
tantly, one state might misread the other’s intentions regarding the use of nuclear weapons.
Second, one state might wrongly assess the other’s military capabilities. This section focuses
on inadvertent escalation, which could occur if the mischaracterization were an uninten-
tional consequence of ambiguity. States might seek to induce uncertainty or mischaracter-
ization deliberately to try to enhance deterrence—though doing so would not be risk-free

(see box 3).
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BOX 2
Warhead Ambiguity and Psychological Ambiguity

Most decisionmakers are likely to assume, in the absence of clear evidence to the contrary,
that ambiguous weapons are nuclear-armed. A few, however, may accept uncertainty and
plan on that basis. Such decisionmakers probably find themselves in a condition of psycho-
logical ambiguity—a concept that, confusingly, is different from warhead ambiguity but
nonetheless relevant.

Psychologists distinguish between two types of uncertainty: risk and ambiguity. A risky
situation is one in which the probabilities of the various possible outcomes are known (such
as a gambling game that involves choosing a ball from an urn containing equal numbers of
red and black balls). By contrast, ambiguity arises when the probabilities of those outcomes
are unknown (for example, a game in which the player is not told the ratio of red to black
balls). People tend to have an aversion to ambiguity (though the experimental evidence is
not definitive).!” Thus, they are generally willing to accept smaller gains to avoid being
placed in an ambiguous situation.

If intelligence analysts are unable to characterize an adversary’s weapons because of warhead
ambiguity, decisionmakers are likely to find themselves in a psychologically ambiguous situ-
ation. After all, estimating probabilities would be inherently challenging (and few people
voluntarily try to assign explicit probabilities in this way). In such cases, ambiguity aversion
could manifest itself as enhanced deterrence. So, for example, if U.S. intelligence analysts
were unable to characterize some threatening Chinese mobile missiles, ambiguity aversion
might reduce the likelihood that U.S. leaders would decide to attack the missiles (compared
to a risky situation in which the analysts estimated the probability that the missiles were
conventionally armed). That said, if other options for combating the threat (such as relying
on missile defense) also presented ambiguities, ambiguity aversion might not have any net
effect.
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ASSESSING INTENT

In any conflict between two nuclear-armed states, the risk of inadvertent escalation would
be increased if either one misjudged the likelihood of its opponent’s using nuclear weapons.
Indeed, to avoid this kind of misperception, a belligerent considering nuclear use might
attempt to signal its resolve first by, for example, dispersing nuclear-armed delivery ve-
hicles in the hope that its adversary would back down or, at least, reach some kind of
accommodation.

Warhead ambiguity could obfuscate such signaling operations and increase the already sig-
nificant challenges of communicating and assessing intent. False negatives could lead to an
intended signal being missed. False positives could lead a state to wrongly believe that its
adversary was issuing a signal or even secretly preparing for nuclear use.

False negatives. A nuclear signal might be missed if it was sent using ambiguous deliv-
ery systems that the intended recipient wrongly concluded were conventionally armed.
Signaling is a part of both the United States” and China’s defense doctrines. The 2018 U.S.
Nuclear Posture Review, for example, states that U.S. nuclear forces must have “the capac-
ity to display national will and capabilities as desired for signaling purposes throughout
crisis and conflict.”'® Chinese doctrine, meanwhile, embraces an apparently similar con-
cept, termed “campaign deterrence,” involving nuclear or nonnuclear missile operations to
“display the possession of the capacity to deliver inexorable, unstoppable, disproportionate
force.”'® Official and unofficial Russian sources, by contrast, have been largely silent on sig-
naling. However, in a 2015 interview, Putin stated that he had been ready to place Russian
nuclear forces on combat alert if the 2014 operation to annex Crimea had run into trou-
ble.'”” This acknowledgment suggests that Moscow also plans to signal prior to nuclear use.

Even without warhead ambiguity, nuclear signaling can be challenging. Nuclear signals
have frequently failed to achieve their purpose—sometimes because they did not attract the
attention of the adversary. During the Berlin Crisis of 1958-1959, for instance, president
Dwight Eisenhower and other U.S. principals were likely unaware that the Soviet Union
had deployed nuclear-armed SS-3 missiles to East Germany to try to signal Moscow’s will-
ingness to risk nuclear war if Washington did not concede to the Kremlin’s demands over
the status of Berlin.'”® The Soviet Union may have issued other nuclear signals—includ-
ing one related to the invasion of Czechoslovakia in 1968—that the United States simply
missed.'” Subsequent improvements in ISR capabilities notwithstanding, the fog of war
in an actual conflict between the United States and Russia or China could still create real
challenges for detecting nuclear signals.
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BOX 3

Intended Mischaracterization

Uncertainty or mischaracterization may not always be an unintentional consequence of
ambiguity. States can have incentives to exploit ambiguity deliberately in an effort to raise
the risk of escalation and thus enhance prewar or intrawar deterrence. After all, the danger
of a conventional war getting out of hand in ways that neither side can fully control—“the
threat that leaves something to chance,” as Thomas Schelling called it—is precisely what
may lead a state to think twice before contravening another’s important interests.'"°
Although Russia and the United States make threats that leave something to chance in vari-
ous ways, China is most plausibly trying to do so through the exploitation of warhead am-
biguity. Specifically, there has been speculation in the United States that Beijing is trying to
deter Washington from launching attacks on China’s conventionally armed missiles by rais-
ing the risk that the United States might unintentionally destroy Chinese nuclear weapons
in the process. Chinese experts generally dispute this claim. Indeed, China’s decision to field
nuclear and conventional missiles in separate brigades supports their position (though the
possibility that those missiles share a command-and-control system does not). That said,
two Chinese scholars, Li Bin and Tong Zhao, who agree that Beijing did not deliberately set
out to entangle its nuclear and nonnuclear forces, argue that China “is now discovering that
such entanglement is potentially useful . . . and is correspondingly reluctant to . . . [embark]
on a process of separation.”""!

If China does seek to deter U.S. attacks on its conventional forces through warhead ambigu-
ity—and, to be emphatic, whether it does is unclear—then it must aim to make Washington
at least uncertain about the United States™ ability to distinguish nuclear from nonnuclear
delivery systems. But Chinese efforts to create such doubt could have unwelcome side ef-
fects. Specifically, in a crisis or conflict, to increase the difficulties the United States faced
in characterizing Chinese missiles, China might disperse its nuclear and nonnuclear mis-
sile forces simultaneously—potentially leading nuclear missiles to be deployed earlier than
they otherwise would be. Such a deployment might be motivated exclusively by a desire to
protect China’s conventional missiles and not be intended to pose a direct nuclear threat to
the United States. However, in that eventuality, Washington might conclude that Beijing
was seriously considering nuclear use, creating a form of misinterpreted warning that could
catalyze an escalation spiral (as discussed elsewhere in this chapter). The risks in this case
would depend, in part, on whether China understood that the dispersal of its nuclear mis-
siles could be misinterpreted by the United States. If it did, Beijing would be more likely to
understand any U.S. response, making escalation management somewhat less demanding.
If it did not, misperceptions on both sides could raise the risk of further escalation.
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The use of ambiguous delivery systems for signaling would further exacerbate these chal-
lenges. Signaling operations could fail because the intended target mischaracterized the
delivery systems involved as conventionally armed. Indeed, U.S. doctrine indicates that
signaling operations would likely involve aircraft, which necessarily means the employment
of dual-use assets (as the United States does not reserve any type of aircraft for nuclear
operations).'" It is less clear what types of missiles China might use for signaling purposes,
and Russia’s plans are murkier still. Nonetheless, if Beijing or Moscow were to consider
launching nuclear attacks against regional targets, it might employ one of the ambiguous
systems listed in table 2.

The signaler could take steps to mitigate

the risk of ambiguous assets’ being mis- . . . .
characterized. For example, in theory, the A nuclear signal might be missed if it was
United States could keep some dual-use  sentusing ambiguous delivery systems that

bombers out of the conventional fight  the intended recipient wrongly concluded
and reserve them for nuclear operations .

. ] were conventionally armed.
so that alerting them or flying them to-
ward the conflict, if it came to that, would
hopefully constitute a clearer signal. However, for this approach to be effective in practice,
the intended recipient would have to penetrate the fog of war and obtain timely intelligence
on aircraft that might be located deep within U.S. territory.'® Attacks against the intended

recipient’s ISR capabilities would exacerbate these difficulties.

Moreover, even if the option to hold aircraft in reserve exists or were created, there is no
guarantee that Washington would actually exercise it: given the exigencies of conducting
a large-scale conventional conflict against China or Russia, U.S. decisionmakers might
choose to focus all available resources on the conventional fight and accept or ignore the
increased risk of a signaling failure. Alternatively, the United States might hold aircraft in
reserve, nominally for signaling purposes, but end up employing them for conventional
operations as part of an intensifying air campaign or as a way to replace bombers that had
been shot down, creating a particularly serious risk of a false positive.

Another way to enhance the clarity of signals would be to issue public or private statements
to explain the signaler’s intent. The signaler, for example, could provide details about the
particular units involved and indicate that they were nuclear-armed. However, the intended
recipient could interpret the statements as bluffs if, for whatever reason, it failed to detect
the signaling operation itself—after all, signaling operations are needed precisely because

talk, by itself, is cheap.

Moreover, historically, the statements accompanying nuclear signals have shied away from a
high degree of specificity, which would be necessary to clarify warhead ambiguity.''* Some
signals were not accompanied by statements at all. For example, in 1969, U.S. president
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Richard Nixon initiated the so-called Madman Alert, a global alert of U.S. nuclear forces,
to pressure the Soviet Union and North Vietnam into negotiating a tolerable settlement to
the Vietnam War, but he did not issue any public or private threat to explain the signal’s
meaning. As a result, the Soviet Union likely failed to understand the message correctly. At
the time, Moscow happened to be embroiled in a serious border dispute with Beijing and
may have misinterpreted the alert as a warning against attacking China.'” In fact, there
does not appear to be even a single example of a nuclear threat that provided specific details
about an accompanying signaling operation. Even the nuclear threats Soviet premier Nikita
Khrushchev made in 1958 and 1959, which were among “the clearest . . . issued in the
atomic age,” did not hint at the accompanying deployment of SS-3 missiles.''®

States’ reluctance to make specific nuclear threats will likely continue. This reluctance stems
partially, as in the case of the Madman Alert, from signalers’ desire to avoid domestic and
international opprobrium—a consideration that admittedly might not carry much weight
in an actual conflict. By contrast, other motivations for vagueness would persist and might
even become stronger. Militaries would likely oppose revealing information that might
compromise operational effectiveness, and decisionmakers might want to avoid boxing
themselves in."”

In short, even if states adopted measures to clarify the meaning of signaling operations, the
likelihood of such signals being missed would be higher if sent with ambiguous, rather than
nuclear-only, assets. Furthermore, in a real conflict, signalers would face pressures not to
implement such measures fully or even at all.

If a nuclear signal were missed because of warhead ambiguity (or for any other reason),
the breakdown in communications could spark inadvertent escalation.'”® Specifically, the
signaler might conclude that its message had been received but ignored, when, in fact, the
intended recipient had actually missed or misinterpreted it. The signaler might respond
aggressively, including, perhaps, by living up to its threat to use nuclear weapons. If the
intended recipient had been willing to come to terms, rather than face a nuclear attack, the
escalation would have been entirely avoidable.

False positives. If one state in a conflict detected conventional operations being conducted
by its adversary, but, because of warhead ambiguity, wrongly assessed that the weapons
involved were nuclear-armed, it might conclude that the opponent was issuing a nuclear
signal or even surreptitiously preparing for nuclear use. Either way, the observing state
would overestimate the likelihood of its adversary’s using nuclear weapons—a form of mis-
interpreted warning.

The misinterpreted warning created by an unintentional false positive could play out
in two ways (assuming it had a significant effect, which it might not). The apparent
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introduction of nuclear weapons into the conflict might induce the observing state to be-
have in a more cautious or accommodating way to try to reduce its adversary’s perceived
incentives to resort to nuclear use. This effect might be termed inadvertent deterrence or
inadvertent compellence, depending on the circumstances (deterrence involves threats in-
tended to persuade an adversary not to do something; compellence involves threats in-
tended to force an adversary to act). Alternatively, the observing state might take counter-
measures to try to deter or prevent its adversary from using nuclear weapons or mitigate
the consequences of such use. These steps

: : ——
could feed an escalation spiral or even pre-
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cipitate nuclear use. There is one overarching reason to worry

Whether an unintentional false positive about the possibility of inadvertent

generated inadvertent deterrence or inad-  escalation. An unintentional false positive

vertent escalation would likely depend on ould result from a state’s deploying

the specific circumstances of the conflict .
o o nonnuclear weapons that it was not
and the adversaries’ capabilities, plans,

and perceptions. That said, there is one expecting to be mischaracterized.
overarching reason to worry about the

possibility of inadvertent escalation. An unintentional false positive would result from a
state’s deploying nonnuclear weapons that it was not expecting to be mischaracterized.
Consequently, it probably would not have considered how to conduct the deployment in a
way that minimized the risks of escalation—by, for example, explaining the deployment’s
purpose or locating the ambiguous weapons out of range of particularly sensitive targets,

such as the adversary’s nuclear command-and-control assets.

In the extreme case, a misinterpreted warning could result directly in nuclear use. Specifically,
if the observing state were seriously concerned that it was about to become the victim of a
nuclear attack, it might use nuclear weapons first in a limited way, either to try to terrify its
opponent into backing down or to destroy the weapons it thought would be used in the
attack. However, the more likely consequence of a misinterpreted warning would be an es-
calation spiral. The observing state’s response to a false positive could catalyze further escala-
tion because it would risk appearing to its opponent as needlessly provocative, if not entirely
disproportionate. The observing state, for example, might disperse vulnerable nuclear forces
or make public or private nuclear threats, lending a nuclear dimension to a conflict that, as
far as its opponent was concerned, had been purely conventional. The observing state could
also launch nonnuclear operations designed to prevent its adversary from using the ambigu-
ous weapons that had sparked the false positive. If such operations included attacks on dual-
use command-and-control capabilities, they would risk being interpreted as preparations for
nuclear use instead of an attempt to prevent the target from using nuclear weapons.'*

Historically, nuclear operations and threats have often induced reciprocal escalation, even if
the resulting spirals were terminated short—often far short—of nuclear use. The catalysts of
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most of these abortive spirals were true positives. However, they are relevant to understand-
ing the consequences of false positives because a state that had mischaracterized an oppo-
nent’s weapons would not be aware of its mistake and so would respond similarly, whether
the positive was true or false. When the United States alerted its nuclear forces in 1960,
1962, and 1973, the Soviet Union probably either responded in kind or made preparations
to do so." Similarly, in October 1969, Chinese nuclear forces were placed on alert in re-
sponse to Soviet nuclear threats that led Beijing to believe a nuclear attack was imminent.
Meanwhile, in August 1978, the alert level of forces at some U.S. Strategic Command bases
was raised after two Soviet SSBNs approached the U.S. coast.'*

In fact, the 1973 incident was part of an escalation spiral that was initially catalyzed by a
false positive.'” The U.S. alert took place on October 24, 1973, in the final days of the
Yom Kippur War between Israel and a coalition of Arab states. Today, this alert is usually
explained as a warning to Moscow against sending troops to Egypt.””* While that inter-
pretation is unquestionably correct, it is only part of the story. Secretary of defense James
Schlesinger clearly indicated that the United States had a second objective when he stated,
at a press conference on October 26, that the alert was triggered by “other indicators [apart
from apparent preparations for troop movements] of military intelligence nature into which
I shan’t go.”'*

These “other indicators” were almost certainly evidence of Soviet nuclear warheads being
shipped to Egypt. In 2016, historian Tim Naftali rediscovered the suspected shipment us-
ing newly declassified documents, but, in the years after the 1973 alert, it was an integral
part of the narrative.””® For example, it was highlighted in contemporary news reports,
including a November 1973 article on the front page of the New York Times."*” It was also
discussed in early scholarly analyses of the alert—most significantly, in a 1977 article by
William Quandt, a National Security Council staffer during the Yom Kippur War.'?

But compelling evidence that the warhead shipment never took place continues to be
overlooked. The United States concluded that the Soviet Union was transferring nuclear
warheads to Egypt after detecting radiation, apparently emanating from a Soviet freight-
er, the Mezhdurechensk.'” Initially, at least, the CIA found this evidence to be persuasive
and, on October 26, reported to Nixon that the ship was “probably” transporting nuclear
warheads."”” But the agency started to walk this conclusion back almost immediately. By
October 30, it could only assess that “there is . . . at least the possibility that the Soviets have
introduced nuclear weapons into the Middle East.”**! In fact, this later assessment contains
no unredacted evidence that the ship was carrying warheads but does include “strong argu-
ments against the Soviets shipping nuclear weapons to Egypt.”*? In the ensuing months,
indications that the shipment was actually a false positive became even stronger. According
to historian Jeffrey Richelson, testing showed that the radiation detector involved in the
incident “was less than completely reliable” and would “often ‘detect’ such radiation when

. )’133
It was not present.
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One final piece of evidence against the warhead transfer is that neither the Soviet Union
nor Russia ever acknowledged that it occurred. After the end of the Cold War, the United
States learned numerous details about Soviet nuclear activities. For example, within months
of the Soviet Union’s collapse, former Soviet officials had informed their U.S. counter-
parts about the previously unknown shipment of nuclear-armed cruise missiles to Cuba
in 1962. By contrast, in the decades since the 1973 alert, no evidence from the Soviet
Union or Russia about a warhead shipment to Egypt has emerged. On the contrary, the one
English-language account of the crisis that was written by a former Soviet official mentions
media reports about the “transport of nuclear material” but then explicitly denies that the
Politburo even discussed “the deployment . . . of weapons of mass destruction.”'**

Thus, in the final analysis, it seems likely that a false positive contributed to what is some-
times seen as the most dangerous moment in the second half of the Cold War. Readings
from an unreliable radiation detector were interpreted as a shipment of nuclear weapons to
Egypt. This assessment contributed to a U.S. nuclear alert, which, in turn, may have led the
Soviet Union to issue “a preliminary command . . . to the portion of the rocket forces that
needed the most time to prepare for combat.”'** Today, a false positive created by operations
involving ambiguous delivery vehicles could also catalyze an escalation spiral.

ASSESSING CAPABILITY

In any crisis or conflict, each state would collect intelligence about the other’s military
capabilities to help inform strategy and tactics. By degrading the quality of intelligence
information, warhead ambiguity—especially if it led to a false negative—could increase the
likelihood of a state’s initiating potentially escalatory military operations whose dangers it
had underestimated.

Unintentional attacks on an opponent’s nuclear weapons are one potential danger. In a
U.S.-China conflict, for example, the United States might launch attacks against China’s
conventionally armed ballistic missiles, which are intended to undermine U.S. power pro-
jection capabilities. If, however, the United States misidentified nuclear-armed missiles as
conventionally armed ones, it might end up inadvertently targeting China’s nuclear forc-
es.!?° If limited in their extent, such strikes could not undermine China’s nuclear deter-
rent by themselves. However, Beijing might worry that the strikes were the first wave of
a wider campaign.'”” To try to coerce the United States into desisting, China might issue
nuclear threats or, in the worst case, engage in limited nuclear use (its no-first-use policy
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notwithstanding).'*® That said, even less dramatic responses, such as mating warheads with

missiles or initiating a launch-under-attack alert, could increase the risk of escalation and

nuclear use later on.'®
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Unintended threats to nuclear forces are not the only risk associated with conventional
operations that a state might underestimate because of false negatives. Another is that one
state might fail to discover that its opponent had deployed tactical nuclear weapons and, as
a result, launch an operation that precipitated their use. During the Cuban Missile Crisis,
for instance, the United States planned and prepared for an invasion of Cuba. In fact, had
the crisis not ended when it did, it is entirely possible that those plans would have been
put into action—either as a deliberate choice or because large-scale air strikes would, in
McNamara’s assessment, have been “almost certain to lead to an invasion.”'** Throughout
the crisis, however, the United States was entirely unaware of the eighty or so nuclear-armed
SSC-2A coastal defense cruise missiles that were deployed on Cuba. Soviet forces might
have used these weapons against invading U.S. forces.

e One complication of assessing the effects
of imperfect knowledge in this particular
case is that Kennedy and the other U.S.
information, warhead ambiguity— principals were likely aware that Soviet

especially if it led to a false negative—could  forces had fielded very short-range, nucle-

increase the likelihood of a state's initiating ~ 2-armed Luna rockets (contrary to many
recent descriptions of the crisis).'*! They

By degrading the quality of intelligence

potentially escalatory military operations presumably anticipated the possibility

whose dangers it had underestimated.  f an invasion being met with a nuclear
response. Moreover, if any nuclear use,
more or less inevitably, would have precipitated a general nuclear war, it would have been
irrelevant whether the Soviet Union responded to an invasion with nuclear-armed cruise
missiles instead of (or in addition to) the anticipated nuclear-armed rockets. But the inevi-
tability of escalation is debatable. If Soviet nuclear use had been limited to Lunas on Cuban
soil, it is feasible to imagine any nuclear exchange being entirely confined to the island. By
contrast, because SSC-2A missiles could have attacked U.S. ships at sea and the U.S. naval
base at Guantdnamo Bay—Dboth of which lay beyond Cuban territory—their use could
have made escalation management even more difficult.'* For this reason, the United States’
lack of awareness of the nuclear-armed SSC-2A missiles may have enhanced the escalation
risks.

Though probably less significant, false positives could also have escalation consequences if
they led one state to underestimate an adversary’s conventional capabilities. For instance,
if NATO were losing a conflict against Russia and wrongly assessed that deployed SSC-8
missiles were nuclear-armed, it might ignore them because it judged Russian nuclear use to
be extremely unlikely. If those missiles were actually conventionally armed, however, and
were used to hinder NATO operations significantly, pressure on the alliance to escalate the
conflict could grow. Precisely how NATO might do so would depend on the circumstances,
but even if nuclear threats or nuclear use did not come into play immediately, an expansion
of the geographic scope or intensity of the conflict could make them more likely later on.
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CHAPTER 6

CONCLUSIONS AND
RECOMMENDATIONS

Concerns about post-launch warhead ambiguity have tended to overshadow those associ-
ated with pre-launch ambiguity—even though the escalation risks are probably greater for
the latter, once the likelihood and consequences of mischaracterization have been consid-
ered. Ideally, nuclear-armed states would reassess the cost-benefit trade-off of deploying
ambiguous delivery systems to determine whether they should phase out some or all of
them and revise acquisition plans. Realistically, however, states are highly unlikely to reduce
their reliance on ambiguous weapons (though they may be somewhat more amenable to
not increasing it).

Some of this resistance may stem from a desire to exploit warhead ambiguity to enhance
deterrence. Of the three states highlighted in this report, China is the most likely to be do-
ing so already, though the evidence is far from definitive (see box 3).'* That said, if Russia
and the United States were to systematically reassess the benefits and risks of ambiguous
weapons, one or both might decide that ambiguity was actually a feature and not a bug,.
In principle, this conclusion would not necessarily be wrong; it would depend on whether
those states had accurately estimated the benefits and risks of ambiguity.

More prosaically, the financial benefits of ambiguous, particularly dual-use, delivery systems
are dramatic. If a state decides that it needs to deliver nuclear and nonnuclear warheads in
a similar way over similar distances, it can choose between developing one dual-use delivery
system or two single-use systems.'* Opting for a dual-use system could significantly reduce
research and development costs, as well as operating and maintenance costs. This economic
reality makes dual-use systems extremely attractive to governments and militaries, which
face fiscal pressures no matter how well-resourced.
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Finally, in peacetime, when acquisition decisions are made, contingency planning occurs,
and risk-reduction measures are implemented, inadvertent escalation risks—including, but
not limited to, those associated with warhead ambiguity—are likely to be discounted for at
least five reasons. These reasons stem from both the psychology of individual decisionmak-
ers and the behavior of organizations, such as government bureaucracies.

First, decisionmakers may understate the chances of escalation because they are likely to
base their probability estimates on “availability”—that is, “the ease with which relevant
instances come to mind.”'*> For example, because so few people have experienced a car
accident in which they were seriously injured, 90 percent of drivers believe they are better
than the median driver.'* Inadvertent escalation has thus far never led to nuclear weapon
use so decisionmakers could be similarly inclined to ignore the danger. But because cri-
ses—and especially conflicts—that could have culminated in nuclear weapon use have been
extremely rare, it is wrong to simply extrapolate from the past and conclude that nuclear
escalation is exceedingly unlikely in a future crisis or conflict.'”

Second, even if decisionmakers do not underestimate the likelihood of inadvertent escala-
tion, they may still dismiss it as being too unlikely to worry about, even though its conse-
quences are potentially so enormous that the risk—the product of consequence and likeli-
hood—should demand their attention. Research suggests that people tend to round small
probabilities down to zero in decisionmaking.'® Thus, they are more likely to insure against
a high-probability, low-consequence event than a low-probability, high-consequence event,
even when the two events have equal risk but the high-consequence event would be much
more damaging. Likewise, decisionmakers may be disinclined to spend resources on reduc-
ing the risk of inadvertent escalation by, for example, buying one nuclear and one conven-
tional delivery system, instead of a single dual-use system.

Third, the risk of nuclear escalation is effectively unquantifiable. As a result, this risk is likely
to be discounted or ignored within decisionmaking processes—such as military acquisi-
tions—that are, or at least aspire to be, driven by quantitative cost-benefit analyses. There
is no credible way to assign a dollar value to all the various potential consequences of a
nuclear war, which could include immediate and delayed deaths on an enormous scale, as
well as deep psychological harm to the survivors.'® In decisionmaking processes, costs that
have not been quantified tend to get less attention. An overreliance on quantitative data has
been observed in contexts as diverse as business, medicine, and the management of natural
hazards, but it was first recognized—as its name, the McNamara Fallacy, may suggest—as a
cause of the U.S. escalation during the Vietnam War."°

Fourth, efforts to reduce nuclear risks—unilateral efforts, in particular—often lack bu-
reaucratically or politically powerful proponents who can help ensure that they receive due
consideration. The U.S. system provides a useful example. Within the U.S. Department of
Defense, risk-reduction efforts frequently find supporters, even among the department’s
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most senior personnel. However, such support is ad hoc and much less influential than
that enjoyed by the more traditional defense functions of, say, acquisitions or contingency
planning. Meanwhile, within Congress—which has a major influence on acquisitions in
particular—there are rarely enough votes to block a new capability because of its escalation
risks (the refusal to fund the Conventional Trident Modification was a rare exception). Risk-
reduction efforts find their most natural home in the U.S. Department of State. Indeed,
key State Department officials can effectively quarterback efforts to develop and, under
the right political circumstances, negotiate cooperative security arrangements. However,
they are much less able to effect unilateral changes to U.S. nuclear posture or planning—
which become the most viable forms of risk reduction when international politics preclude
cooperation.

Fifth, even though the potential dangers of nuclear escalation could become an overriding
concern during a war, they are generally not apparent in peacetime and are therefore easy
to ignore. Because governments have limited bandwidths, “problems whose consequenc-
es have not yet emerged are . . . at a disadvantage in the competition for elite cognitive
investment.”"" Thus, most defense planning focuses on trying to prevent readily apparent
dangers from metastasizing. The arguments for, say, improving U.S. capabilities to fight
a war in the Western Pacific are regularly bolstered by Chinese military activities, such as
weapon testing and exercises. By contrast, escalation dangers are essentially invisible on a
day-to-day basis, and thus efforts to reduce them are likely to suffer from a lack of intellec-
tual effort and high-level attention within overstretched bureaucracies.

Taken together, these factors greatly reduce the possibility of any state’s conducting a com-
prehensive reassessment of the role of ambiguous weapons in its military posture. That said,
less ambitious risk-mitigation measures—both unilateral and cooperative—may be more
feasible. Recommended actions for Washington to consider and adopt are presented below.
This framing does not imply, however, that risk mitigation is solely Washington’s respon-
sibility; rather, this charge should be shared with all nuclear-armed states that possess am-
biguous weapons, particularly China and Russia. To this end, Beijing and Moscow should
engage constructively with any good-faith proposals for cooperation that Washington may
offer and develop their own unilateral risk-reduction measures in parallel. Chinese and
Russian scholars will hopefully respond to this report by making their own proposals, tai-
lored to their states’ political, military, and bureaucratic structures.

EXERCISE RESTRAINT IN ACQUISITIONS

While existing categories of ambiguous weapons are here to stay, the United States may
be somewhat more amenable to exercising restraint in introducing new ones. To this end,
procedures should be established to ensure that escalation risks are factored into relevant
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acquisition decisions. Even if such risks end up being underweighted, as seems likely, giving
them some attention should still promote better policy outcomes. The U.S. secretary of
defense should, therefore, require relevant Department of Defense decisionmakers to
consider any potential escalation risks resulting from warhead ambiguity when decid-
ing whether to acquire new categories of ambiguous weapons. To this end, those deci-
sionmakers should be presented with a formal assessment of such risks."”> Meanwhile,
China, Russia, and other nuclear-armed states can and should create their own parallel
requirements.

s Risk assessments should not be prepared
by acquisition personnel (who gener-

The United States should propose to
: wiaprop ally lack the relevant expertise), but by a

China and Russia that they jointly agree ;. 1ed team reporting to the under
not to acquire ambiguous intercontinental  secretary of defense for policy. This team

ballistic, cruise, or hypersonic ~ should draw on broad-based strategic and
boost-glide missiles. country-specific expertise, including from
nondefense intelligence agencies. The first
such assessment should be conducted for
the planned nuclear-armed sea-launched cruise missile. Even though this weapon may not
be dual-use itself, it will almost certainly be deployed on platforms—such as attack subma-

rines or surface ships—that currently carry only conventional weapons.

Ambiguous intercontinental missiles, whether ballistic, cruise, or hypersonic boost-glide,
are especially significant because the escalation risks associated with ambiguous weapons
probably increase as their ranges do. Fortunately, no nuclear-armed state appears to have ac-
quired such a weapon yet, largely because of the technical challenges to ensuring sufficient
accuracy for a nonnuclear warhead to be effective. This barrier, however, is unlikely to hold
for much longer. For this reason, the United States should propose to China and Russia
that they jointly agree not to acquire ambiguous intercontinental ballistic, cruise, or
hypersonic boost-glide missiles. In theory, the same outcome could be achieved through
a series of parallel unilateral policy decisions, but a cooperative approach would allow for
discussions about definitions and implementation, and potentially even verification.

If a joint prohibition were agreed upon, China, Russia, and the United States would surely
choose to keep all their ICBMs and SLBMs nuclear-armed. Only Russia has shown an interest
in developing an intercontinental cruise missile, the nuclear-powered Burevestnik, on which
there would be little point deploying a nonnuclear warhead. However, while Russia would
likely choose to arm intercontinental boost-glide missiles with nuclear warheads, and China
might do so, too, the United States would likely deploy such missiles for nonnuclear strikes.

This asymmetry might be mutually acceptable because of differing perceptions about the
effectiveness of U.S. missile defenses. Russia’s development of boost-glide weapons has
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largely been driven by the possibility that U.S. missile defenses could undermine its ICBM
and SLBM forces over time."”® Indeed, Russia’s intercontinental glider, Avangard, which
Moscow claims has already been deployed, is probably exclusively nuclear-armed. Russia,
therefore, might agree to forsake conventionally armed intercontinental gliders if the agree-
ment also limited U.S. capabilities and mitigated the risk of nuclear war. And Beijing might
follow suit, as it shares Moscow’s concerns about U.S. missile defenses. However, because
China is less able than Russia to target the United States with conventional weapons, its
incentives to place nonnuclear warheads on intercontinental gliders could be stronger. U.S.
decisionmakers, by contrast, tacitly recognize that the United States is already vulnerable
to a nuclear attack by China or Russia and that, as a matter of fact (if not of choice), the
pursuit of invulnerability would be infeasible.”* Thus, they should be open to an agreement
that limited the development of Chinese and Russian conventional capabilities, even if it
left advances in their nuclear capabilities unchecked.

All that said, China and Russia are probably significantly more interested than Washington
in eventually fielding ambiguous intercontinental missiles, particularly hypersonic boost-
glide weapons.'” Therefore, they might view a U.S. proposal to refrain from acquiring such
missiles as an attempt to secure a unilateral advantage for the United States. One way to ad-
dress this problem would be to include the prohibition in a package with another measure
of more interest to China and Russia. Beijing and Moscow could usefully consider what
this measure might be.

BE TRANSPARENT ABOUT CAPABILITIES

Nuclear-armed states that have acquired ambiguous weapons to reduce costs—rather than
to enhance deterrence—may be amenable to implementing transparency measures that
could modestly mitigate warhead ambiguity. Incorrect or uncertain design assessments are
one potential cause of incorrect or uncertain characterization. Currently, China and Russia
are only sometimes transparent about what type or types of warheads their weapon systems
are designed to carry. The United States is generally more transparent. But the information
Washington provides is usually intended to meet domestic needs (such as budget justifica-
tions for Congress), and Moscow’s and Beijing’s level of confidence in it is unclear. For
example, Russian officials and experts have expressed concerns that future U.S. boost-glide
weapons will be dual-use in spite of U.S. assertions that they will be exclusively nonnucle-
ar."”® To address this problem, the United States should propose to China and Russia
that they declare, publicly or privately, each type of missile and aircraft they deploy
as nuclear-armed, conventionally armed, or dual-use. Each participant should provide
updates when weapons are modified and new types are acquired. Declarations would be
most effective if accompanied by intergovernmental discussions to build confidence in their
veracity. But, even alone, they should still have value.
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More ambitiously, the United States should propose to China and Russia that they
privately discuss any observable differences in design or deployment patterns between
their nuclear- and conventionally armed ambiguous weapons. Even weapons that are
physically identical may be deployed or operated in somewhat different ways. For example,
Beijing and Moscow could indicate to Washington whether their nuclear-armed mobile
missiles are typically accompanied by different support vehicles than their nonnuclear mis-
siles. Meanwhile Washington could explain whether, say, its nuclear- and conventionally
armed aircraft typically have different operational profiles. This proposal would be more
feasible if China and Russia were more confident in the survivability of their nuclear forces.
Even if they did not acquire ambiguous weapons to enhance force survivability, they may
worry that highlighting how their nuclear and nonnuclear delivery systems could be distin-
guished would make it easier for the United States to target the former. Therefore, discus-
sions on observable differences may need to occur in the context of arms control designed
to reduce perceived threats to nuclear forces.

IMPROVE OPERATIONAL PLANNING

The most promising area for risk reduction is probably military planning and crisis and
conflict management. Most fundamentally, the U.S. Department of Defense and relevant
combatant commands should plan for crises and conflicts on the assumption that each
participant might mischaracterize or be unable to characterize the other’s ambiguous
weapons. Starting from this premise, to reduce the risks of inadvertent escalation, defense
planners should consider how to adjust the United States” contingency plans and its ap-
proach to managing crises and conflicts. Identifying potential adjustments will require ex-
tensive analysis, particularly from personnel with access to relevant classified information.
In undertaking this task, planners should consider the following four general principles.

First, and most importantly, the U.S. secretary of defense should require relevant deci-
sionmakers to consider any potential escalation risks resulting from warhead ambigu-
ity when deciding whether to authorize strikes with or against ambiguous delivery
systems. To this end, those decisionmakers should be presented with a formal assess-
ment of such risks. A team that includes civilian strategists and intelligence personnel
with expertise on the adversary should prepare the assessment (which mirrors those already
conducted to evaluate the legality of various kinds of operations). Critically, if the potential
operation involves attacks against ambiguous assets, the intelligence analysts responsible for
assessing how those weapons are armed should include a clear statement indicating their
level of confidence in their findings.

Second, U.S. military planners and decisionmakers should be aware of the trade-offs
associated with the use of ambiguous delivery systems for signaling operations. Ideally,
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the United States would refrain entirely from signaling with ambiguous assets. But its ac-
tual nuclear force structure makes a blanket recommendation imprudent. Dual-use aircraft
are almost certainly the United States’ preferred delivery system for signaling operations.
SSBNs, which are reserved for nuclear operations, are the most plausible alternative.'”
Using them for signaling would reduce the risk of misinterpretation because of warhead

1% However, the survivability of the SSBNs might be compromised. Moreover,

ambiguity.
China and Russia might worry about submarines” being positioned close to their coasts to
launch attacks on their nuclear forces with little warning. For this reason, a signal sent with
SSBNs would still carry escalation risks, albeit different ones from a signal sent with dual-
use aircraft. In practice, therefore, it is not possible to provide U.S. officials with stronger

advice than to be aware of and weigh the risks associated with each signaling option."’

Third, if the United States uses ambiguous delivery systems for nuclear signaling, it
should take steps to mitigate the risks associated with warhead ambiguity. For example,
it could hold some ambiguous aircraft back from a conventional war and reserve them ex-
clusively for nuclear operations, should such operations become necessary. Alternatively or
additionally, it could accompany signaling operations involving ambiguous weapons with
verbal threats that referenced the units involved and explicitly indicated that they were
nuclear-armed. This approach could be described as messaging and might reduce the need
for tacit understanding between the United States and its adversaries about how to interpret
signals. Neither of these options would be foolproof, but each should help reduce the risk
of inadvertent escalation.

Fourth, the United States should offer verbal assurances to reduce the likelihood of
false positives resulting from operations involving conventionally armed ambiguous
weapons. In a crisis or conflict, just as Washington might issue threats to clarify the mean-
ing of nuclear signals, it could offer appropriate assurances that ambiguous weapons were
conventionally armed. Given the need for operational secrecy, the U.S. military might be
reluctant to describe the weapons involved in an ongoing operation. But even very general
statements could prove useful. For example, if no U.S. aircraft were loaded with nuclear
weapons, the United States could say so and periodically repeat its assurance, unless and
until such loading began.

* ok K

It would be understandable if busy military and defense officials balked at this long, com-
plex to-do list. What should motivate them is the likelihood that they will have to manage
the effects of warhead ambiguity if a conflict or crisis occurs. In past crises, and even in
peacetime, ambiguous weapons have frequently been mischaracterized or uncertainly char-
acterized. Now, given militaries’ increasing reliance on ambiguous weapons, the difhiculty of
characterizing an adversary’s weapons, particularly in the fog of war, is growing.
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Even among the officials who agree that the danger is real, one view may be that no im-
mediate action is required because it would be possible, in a crisis or conflict, to manage
the risks on the fly. By the time one state had mischaracterized its adversary’s weapons,
however, the prospects for managing any resultant escalation would have diminished. After
all, the adversary would likely not even know about the mistake, precluding the possibility
of its trying to correct the misapprehension. The right time to start thinking about how to
mitigate the risks of pre-launch warhead ambiguity is, therefore, long before the onset of a
crisis or conflict—it is today.
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APPENDIX:
FRANCE, INDIA, PAKISTAN,
AND NORTH KOREA

China, Russia, and the United States are not the only states that deploy ambiguous
delivery systems. Five out of the other six nuclear-armed states also have them (the only
exception is the United Kingdom, which deploys nuclear weapons exclusively aboard sub-
marines that do not carry nonnuclear weapons, except for self-defense). However, while
Israel almost certainly fields dual-use capabilities—F-16 aircraft, most notably—none of
its plausible adversaries are currently nuclear-armed, significantly mitigating the nuclear
escalation risks of any conflict involving Israel.'®® As a result, this appendix focuses on
France, India, Pakistan, and North Korea.

France fields two types of dual-use aircraft: land-based Rafale BF3 and carrier-based Rafale
MF3 fighters-bombers.'*! Both can carry nuclear-armed supersonic cruise missiles and are
used for conventional operations; indeed, French experts stress that such versatility is a ma-
jor advantage.'* France’s one aircraft carrier, the Charles de Gaulle, does not carry nuclear
weapons on a day-to-day basis but could be loaded with them in a crisis or conflict, making
it NATO’s only potentially ambiguous surface ship.

The ambiguity associated with French forces stems exclusively from the challenge of de-
termining whether individual delivery systems or platforms have been armed with nuclear
or nonnuclear weapons. In the cases of India, Pakistan, and North Korea, this challenge is
compounded by the additional difficulty of determining what warhead types are available
for various types of missiles.
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India and Pakistan have deployed a wide variety of delivery systems for nuclear opera-
tions, many of which are known or suspected, especially by one another, to be dual-use.
All of India’s and Pakistan’s aircraft that are used to carry nuclear weapons are also available
for conventional operations. However, there is a question about whether some Indian air-
craft—notably legacy MiG-27s and Rafale fighter-bombers being acquired from France—
are, or will be, conventional-only or dual-use.'®

India and Pakistan also field a variety of ground-launched missiles, many of which have
been described by official sources as, or are otherwise suspected to be, dual-use.'* In 2003,
when India tested its short-range Prithvi missile, anonymous officials described it as such.'®>
India’s Agni-2 IRBM and its other land-based ballistic missiles with shorter ranges are prob-
ably also dual-use, though official confirmation is not available.'® One Indian official has
also hinted that the short-range Prahaar battlefield missile, which is under development
and is expected to replace the Prithvi, will be dual-use.'” Moreover, and perhaps more im-
portantly, there is a widespread belief within the Pakistani strategic community that this is
probably the case.'®® There is more uncertainty about the Agni-3 IRBM, but it is probably
nuclear-only because of accuracy limitations (even if there would be no technical barrier
to loading it with a nonnuclear warhead). Similarly, the longer-range ballistic missiles that
India is planning to deploy will also likely be nuclear-only.

Official Pakistani sources, meanwhile, have stated or implied that at least four of the coun-
try’s land-based ballistic missiles can carry nuclear or conventional warheads: the short-range
Abdali (Hatf-2) and Ghaznavi (Hatf-3) and the medium-range Shaheen-1 (Hatf-4) and
Shaheen-3 (Hatf-6).'? That said, one former officer with Pakistan’s Strategic Plan Division
suggests that Pakistan may be deliberately cultivating ambiguity and that the Abdali is actu-
ally conventional-only.!” In any case, since the Shaheen-3, which has yet to be fielded, is
Pakistan’s longest-range ballistic missile, it is possible that other Pakistani missiles are also
dual-use. The Nasr (Hatf-9), with a reported range of only 60-70 kilometers (38—44 miles),

is the most likely candidate.'”

According to the U.S. National Air and Space Intelligence Center (NASIC), Pakistan’s
Babur (Hatf-7) ground-launched cruise missile is dual-use.'”? Conversely, India’s BrahMos
cruise missile, which can be deployed on a ground-based launcher among other options, has
not officially been assigned a nuclear role, and NASIC assesses it to be conventional-only,

in spite of speculation that it is “nuclear-capable.”'”?

Pakistani diesel-electric submarines will become ambiguous when they are used to carry
a sea-launched cruise missile, Babur-3, which official sources have implied is dual-use.'”
Meanwhile, there may already be a degree of ambiguity around the two Indian Sukanya-
class patrol vessels on which Dhanush ship-launched ballistic missiles are deployed.'”> This
missile is based on the dual-use Prithvi-2, and there has been speculation that it has a

nuclear role.
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One factor that may mitigate the escalation risks associated with pre-launch warhead ambi-
guity in South Asia is ISR limitations. After all, if one state failed to detect another’s weap-
ons, it could not mischaracterize them. Pakistan, in particular, could face significant chal-
lenges in detecting Indian ground-launched missiles after dispersal.’’® India, by contrast,
has deployed a fairly sophisticated suite of ISR assets that could probably detect at least
some Pakistani missiles prior to launch (though its partial reliance on drones represents a
significant weakness).'”” However, both states have well-developed air-defense systems that
have a proven ability to detect each other’s aircraft.

North Korea has deployed a variety of ambiguous land-based ballistic missiles and is de-
veloping more. Because of U.S. defense commitments and the deployment of U.S. forces
to Japan and South Korea, ambiguous North Korean missiles that lack the range to reach
the United States could still exacerbate escalation risks in a U.S.—North Korean crisis or
conflict.

Even the U.S. intelligence community may face challenges in assessing which North Korean
missiles are dual-use. That said, some are more likely candidates than others. North Korea’s
longest-range land-based missiles—in particular, the HS-12 IRBM and the HS-14 and
HS-15 ICBMs—are probably exclusively nuclear-armed. Even though there would be
no technical barrier to loading them with conventional (or even chemical) warheads pre-
sumed accuracy limitations make such a choice unlikely.'”® Conversely, North Korea may
not have developed small enough nuclear warheads to be loaded onto the very short-range
KN-02 or KN-09 missiles."”” However, some, or perhaps even all, of its other missiles—
those with ranges of between roughly 300 and 1,500 kilometers (190 and 940 miles)—may
be dual-use.

Beyond these technological considerations, the organization of North Korea’s missile forces
may provide some hints about how missiles are armed. Missiles assigned to the Korean
People’s Army (KPA) Artillery Bureau may be exclusively nonnuclear (these include the
various ground-launched ballistic missile types first tested in 2019). Missiles assigned to
the KPA Strategic Force, which include at least some Scuds and Nodongs, may be nuclear
or dual-use.'”® Recent references to nuclear-armed “Hwasong artillery” units within the
Strategic Force may suggest that nuclear-armed and conventionally armed dual-use missiles
have become organizationally distinct.'® That said, there is significant uncertainty about
the organization of North Korea’s ballistic missile forces and how this organization, which
is apparently in flux, will change further in response to future technological and doctrinal
developments.
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