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Introduction

Mexico published its first National Cybersecurity Strategy (ENCS) in 2017." Since then,
its cyber policy has suffered from a lack of political prioritization during the presidency
of Andrés Manuel Lépez Obrador (AMLO), who was elected the following year. Absent
reinvigorated presidential interest from his successor—who takes office in October 2024,
after the election in June—there is little prospect that the ENCS will be comprehensively
implemented or that significant progress will be made in addressing cyber threats.

This paper examines the political, legal, public policy, and diplomatic aspects of Mexico’s
cyber policy, which has stalled under AMLO. The country faces significant cybersecurity
challenges, and the neglected ENCS still offers a plausible starting point for what it needs
to do. With AMLO constitutionally limited to one term, it will be up to the winner of
the 2024 presidental election to rejuvenate the national approach to cyber. Mexico can
achieve progress through more active presidential coordination, greater institutionalization
of cybersecurity, and more investment in education and skills and in developing Mexico’s
cybersecurity culture and system.

The fact that cyber policy under AMLO has not kept pace with the threats the country faces
is particularly unfortunate. In recent years, Mexico has suffered from the same sharp rise in
cyber crime, such as ransomware attacks, that other states have experienced. This does not
appear to have stimulated a response commensurate with the threat by the federal govern-
ment.” Indeed, AMLO’s spending controls have included the cancellation of funds to im-
prove cybersecurity.® Pervasive corruption and human rights abuses are significant problems
in the domestic security system—including with regard to cyber, most notably allegations
about the use of commercial spyware to surveil journalists and critics of the government.*



The rising tide of cyber crime—in particular the Guacamaya hacktivist group’s 2022
hacking of the Ministry of National Defense and leaking sensitive documents to the media
suggesting misconduct by the armed forces>—shows the breadth and scale of Mexico’s prob-
lem. However, the development of the ENCS in 2017 under then president Enrique Pefia
Nieto suggests that, with better coordination and leadership, the country could yet improve
its resilience and cybersecurity capacity.®

At the same time, Mexico’s cyber diplomacy has changed little under AMLO. The coun-

try continues to be an active and constructive participant in multilateral and bilateral
initiatives aimed at creating a free, open, peaceful, and secure internet, such as the UN
Open-Ended Working Group (OEWG) on Developments in the Field of Information and
Telecommunications in the Context of International Security and the United Nations (UN)
negotiations for a new cyber crime treaty. This has been a positive factor but it also shows the
gap between the shortcomings of Mexico’s domestic cyber policies and the aspirations of its
cyber diplomacy.

The proximity of the United States and Mexico’s interdependency with it in addressing
shared security challenges means their relationship is likely of paramount importance for
the provision of cybersecurity assistance and capacity building to Mexico. The two coun-
tries have collaborated on various relevant bilateral, minilateral, and multilateral initiatives
in recent years. The implementation of the United States-Mexico-Canada Agreement
(USMCA) is a high point, and it has an ambitious chapter on digital trade. However, the
difhiculties in relations with Washington under AMLO (which may or may not subside
depending on the outcomes of the presidential elections in Mexico, in June 2024, and the
United States, in November 2024) have created opportunities for other states to deliver
capacity-building assistance in cyber to Mexico. This need not be limited to the federal level
and could include increasing engagement with specific federal states or sectors in

the country.

A lack of national strategic coordination and cyber expertise are two shortcomings in
Mexico’s approach to cybersecurity. These are two possible areas for other countries to target
in future cooperation. The United States and the United Kingdom, for example, have strong
experience when it comes to greater institutionalization, rolling out education and training
initiatives, and cultivating a vibrant cybersecurity system including corporate and nonprofit
actors, which can be blueprints for an integrated approach to capacity-building in Mexico.”

Cybersecurity in Mexico

Mexico has a growing and increasingly technologically sophisticated economy, but
it lacks the capacity to make steady improvement in cybersecurity. Corruption and
political abuses—such as the alleged use of commercial spyware against critics of the
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government—are major obstacles to formulating and implementing an effective national
cyber policy.® According to one estimate, Mexico has the highest rate of cyber crime in Latin
America.’ This is a plausible assessment given the size of its economy (the fifteenth-largest in
the world') and the degree of internet penetration in the country (which currently stands

at 83.2 percent, although there is a sharp digital divide between urban and rural areas, with
just over 15 percent of rural households online)."" In 2021, the cyber threat intelligence
company Mandiant estimated that Mexico accounted for the second-highest percentage (17
percent) of online advertisements regarding ransomware data theft in Latin America, which
is one proxy metric for the magnitude of the cyber crime problem."

Mexico generally is placed somewhere in the middle of the global cyber capability rankings.
For example, in the most recent Global Cybersecurity Index produced by the International
Telecommunications Union index (2020), Mexico was fifty-second, with only the United
States (first), Canada (eighth), and Brazil (eighteenth) ranked higher in the Americas.”
Mexico does not appear in the Belfer Centre’s most recent (2022) “Top 30” Cyber Power
Index, with Brazil as the only state in Latin America to merit a ranking."

Regionally, however, Mexico is near the top of cyber capability rankings. For instance, a
2020 study placed the country in Latin America’s second tier with regard to implementation
across the Organization of American States (OAS) of the internationally respected Oxford
Cybersecurity Capacity Maturity Model for Nations and in the first tier for “cyber power”
given the size of its economy and the fact that it has had to contend with significant security
threats posed by sophisticated transnational organized crime groups.” This assessment
juxtaposes the potential for Mexico to achieve greater capability with its patchy level of
governmental coordination and its poor track record in policy reform, institutional capacity
building, and improving resilience.'

Notwithstanding the legitimate concerns about how much weight should be afforded to
such rankings, they give a sense of Mexico’s global position and regional status. Despite its
domestic challenges, it compares favorably with the rest of Latin America.

The National Cybersecurity Bill

Mexico has not adopted a national cybersecurity law. Instead, legal provisions on cyberse-
curity are dispersed across laws in different sectors, such as finance, telecommunications,
labor, consumer protection, and intellectual property. In April 2023, Congress introduced
the long-awaited National Cybersecurity Bill.” With ninety-two articles and eight transitory
articles, this is a detailed and wide-ranging piece of legislation that would establish a com-
prehensive cybersecurity regime. Some of its most important provisions include:
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*  Developing specific legal protections for digital rights (for example, digital inclusion,
net neutrality, and online consumer protection)

*  Requiring private companies to collaborate with the government to address cyberse-
curity matters

*  Creating an executive-controlled National Cybersecurity Agency to coordinate
cybersecurity efforts, including monitoring networks, responding to incidents, and
undertaking countermeasures to combat malicious cyber activity

*  Empowering the Directorate General of Cyber Investigations and Technological
Operations to request the takedown of internet websites and data considered
harmful to the public

* Introducing specialized prosecutors and judges for cybersecurity

*  Establishing a database of individuals, groups, and organizations of malicious
cyber actors

The bill proposes to radically transform the regulation of Mexico’s cybersecurity system. It
would give significant powers to law-enforcement agencies to counter cyber threats. There
are legitimate concerns about potential government overreach in cyberspace, given recent
revelations concerning cyber surveillance activities, and these apply to the bill."

The approach of the presidential election may have reduced the political appetite to push for-
ward quickly with the bill. This could again be a case of politics undermining the possibility
of progress in cybersecurity policy."” Fresh proposals were made in March 2024 to revise the
draft bill, provoking concerns about its impact on surveillance legislation and the role of the
armed forces in domestic cyber operations.?’ Should the revised version of the bill be enact-
ed, its subsequent implementation could meet the same fate as the 2017 ENCS, whose first
implementation year was also an election one.

Politics and Cyber Policy

AMLO has largely ignored the ENCS, as some analysts had anticipated before he was
elected.” It was in its first implementation phase when he entered office, and was essentially
a high-level, structured overview of the key actors, objectives, and principles underpinning
a strategic approach to cybersecurity. The ENCS designates five strategic priority areas:
society and rights, economy and innovation, public institutions, public safety, and national
security. Three principles underpin it: protecting human rights, risk management, and im-
plementing a coordinated approach within government and between government and other
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sectors and stakeholders. It also outlines eight workstreams: creating a cybersecurity culture;
building capacity; coordination and collaboration; research, development, and innovation;
technical standards; critical infrastructure; legal framework; and metrics.*”

The ENCS is not perfect. Critics have argued that it focuses more on protecting digital
rights than reducing cyber threats; lacks depth of analysis of contemporary cyber crime; and
lacks clarity about how different institutions can coordinate to achieve progress.?* But most
commentators agreed that its adoption was a step in the right direction, taken at the same
time as several other states in the region were also producing their strategies.

More than six years have passed since the adoption of the ENCS. Given rapid developments
in technology and the threat landscape, the ENCS is at risk of becoming outdated. The
impending change of administration provides a good opportunity to refresh it. Whether or
not the next president orders the development of a new strategy, if the political will exists
the ENCS has laid the building blocks for a more structured, coordinated, and actively led
approach to improving the institutionalization of cybersecurity and to investing in capabili-
ty, education, skills, and the national cybersecurity system.

Implementation is another matter, however. The state’s ability to effectively implement

a cyber policy is undermined by pervasive corruption, the strength of organized crime
groups, and—paradoxically—the disruption to administrative continuity caused by periodic
institutional reforms to address these two issues.?* There are also concerns about abuses of
commercial spyware by the domestic security and national defense forces, before and during
AMLO?’s presidency.” This creates obvious challenges for cyber capacity-building and exter-
nal actors should make their assistance subject to strict conditions, put in place safeguards
before it is provided, and establish effective monitoring and oversight mechanisms during
and after its provision. As with other areas of capacity building, this assistance should be
aligned with wider, structural reforms.

The lack of momentum under AMLO does not mean that nothing has been achieved. For
example, some progress has been made in coordinating cyber incident management process-
es’ and in curating a national register of cyber incidents.”” A wider National Digital Strategy
2021-2022 was published in 2021, which focuses more on the importance of digital technol-
ogy for sustainable development than on elaborating new policies or governance frameworks
for cybersecurity.”® National legislators have worked toward the development of a national
cybersecurity law.”” Mexico also assumed the pro-tempore secretariat of the Ibero-American
Forum of Cyber Defense in 2021-2022.%°

Notwithstanding these continuing efforts, recent analyses of Mexico’s cybersecurity gov-
ernance have noted a list of consequential obstacles. These include: poor coordination at
the federal level;® lack of public trust in the executive; a deficit of education, skills, and
resources to invest in national capability; and insufficient regulatory and oversight arrange-
ments.*? These are not exclusive to the field of cybersecurity, and AMLO has been criticized
for adopting a generally authoritarian and populist approach to the presidency, hollowing
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out institutions and reducing checks on presidential power.” The point should not, perhaps,
be taken too far. Two senior OAS cybersecurity officials have argued that all states in the
region have faced persistent challenges with coordination and implementing effective cyber
capacity-building.*

Mexico's Cyber Diplomacy

There has been more continuity under AMLO in Mexico’s approach to cyber diplomacy,
where it is a constructive—but also a cautious—actor. The president has displayed only a
few clear interests in foreign policy, such as the importance of asserting Mexico’s sovereignty,
qualified pursuit of Chinese investment in infrastructure, and echoing Mexico’s historical
doctrine of nonintervention when it comes to Venezuela as well as Russia’s invasion of
Ukraine.® This approach to foreign policy is unlikely to make AMLO (or the next admin-
istration) approve Mexico’s participation in any coordinated public attribution of malicious
state behavior in cyberspace. It has been consistent with his administration’s multilateral and
multistakeholder approach to cyber diplomacy in the UN Group of Governmental Experts
on Advancing Responsible State Behavior in Cyberspace in the Context of International
Security and the OEWG, with the Secretariat of Foreign Affairs constructively participating
in both processes. Mexico has been a keen advocate of the multistakeholder approach to
cyber governance, welcoming the participation in cyber diplomacy of the country’s non-
governmental actors from civil society, academia, and the private sector.?® At the UN level,
Mexico has played an active role in the negotiations on the cyber crime treaty,” suggesting
amendments to the draft text and attempting to mediate between conflicting parties.*®

Mexico is also an observer to the Council of Europe’s Convention on Cybercrime (the
Budapest Convention) and has reportedly used it as an exemplar when incorporating cyber
crime in its penal code and National Security Law.”” It has, however, refused to sign the
Budapest Convention—a decision generally attributed to concerns over its implications for
national sovereignty and the burden of implementation. This concern has also been evident
in Mexico’s statements during the UN cyber crime treaty committee meetings.*

The USMCA, which replaced the North American Free Trade Agreement, was signed the
day before AMLO took office in December 2018. His administration has overseen the
implementation of the agreement, which came into force in 2020. The agreement addresses
cybersecurity and includes a detailed and ambitious chapter on developing and integrating
digital markets in North America and creating the conditions necessary for digital trade to
thrive. For example, it prohibits potential barriers to trade (such as the imposition of cus-
toms duties on digital transactions) and ensures that data can be transferred across borders,
including personal data. The USMCA also seeks to create a free, open, peaceful, secure, and
reliable cyber ecosystem in North America by protecting consumer rights online and by
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requiring Canada, Mexico, and the United States to invest in their cybersecurity response
capabilities, to strengthen their collaboration in identifying and countering malicious cyber
threats and in adopting a risk-based approach to addressing these, and to cooperate among
themselves and internationally to promote the development of digital trade.*’ According to
the Office of the United States Trade Representative, the USMCA “contains the strongest

949

disciplines on digital trade of any international agreement™? and lays the foundation for

North America to become a world leader in the digital economy.

In October 2021, Mexico was among the countries that the United States brought together
to discuss the global security threat posed by ransomware and that established the Counter
Ransomware Initiative (CRI).* State participation in the CRI has grown year on year, and
the CRI held annual meetings in 2022 and 2023. The CRI aims to combat ransomware by:
building resilience, developing effective relationships between the public and private sectors
and across civil society, deepening interstate cooperation aimed at disrupting attacks (such
as sharing intelligence and conducting joint cyber training exercises), pursuing malicious
actors and holding them responsible, preventing the financing of such actors, and recovering
illicit gains acquired.* At its 2022 meeting, the CRI established the International Counter
Ransomware Task Force to develop tools to counter attacks, share intelligence, and exchange
best practices.” And at its 2023 meeting, the CRI focused on “developing capabilities to
disrupt attackers and the infrastructure they use to conduct their attacks, improving cyber-
security through sharing information, and fighting back against ransomware actors.™®

In August 2022, Mexico and the United States established a Working Group on Cyber
Issues to advance bilateral cooperation on cybersecurity and to promote their “shared com-
mitment to an open, interoperable, secure, and reliable internet and a stable cyberspace.™”
During the group’s first meeting, the two sides committed themselves to improving coor-
dination among bilateral cooperation initiatives focused on cybersecurity, to strengthening
technical coordination mechanisms for addressing cyber threats, to exchanging cyber threat
intelligence for investigating cyber crimes, to continuing bilateral cyber training initiatives,
and to engaging in multilateral and multistakeholder cybersecurity processes.”® The United
States and Mexico stated that “cyber issues have become a priority” in their bilateral relation-
ship and the group will build on their existing collaboration on cybersecurity, such as the
inclusion of cybersecurity in the High-Level Security Dialogue and High-Level Economic
Dialogue.

Mexico supports the norms of responsible state behavior in cyberspace and, more broadly,
the application of international law and human rights in cyberspace—consistent with its for-
eign policy agenda that highlights the importance of the rule of law and protecting human
rights. Yet, unlike many other states, including those in Latin America such as Brazil and
Costa Rica, it has not published a national statement setting out how international law
applies to cyberspace, notwithstanding the fact that the 2021 UN Group of Governmental
Experts invited states to contribute such statements to a compendium accompanying its

final report.
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Mexico’s cyber diplomacy is consistent with its positions on matters of peace, international
security, sovereignty and nonintervention, and the importance of technology in international
development. In this respect, there has been much continuity with the foreign policies of
AMLO’s predecessors.”® This is unsurprising, given the relatively technocratic nature of
cyber diplomacy and in light of the structural and strategic factors that have long shaped
Mexico’s foreign policy.”" At the same time, this consistent line in cyber diplomacy has been
somewhat undermined by a long-running capacity constraint on Mexico’s wider diplomacy,
which has been worsened under AMLO. The Secretariat of Foreign Affairs’ limited budget
and the need to focus resources on the Mexico-United States bilateral relationship and
consular issues for Mexican citizens in the United States limits the ability to pursue a more
global agenda.” Thus there are severe constraints on what the country can hope to accom-
plish, absent greater prioritization and resources, neither of which appears imminent or

likely.

Mexico recognizes the importance to itself of efforts to address digital exclusion and to use
technology to drive economic development. It has benefited from bilateral and regional
capacity building,” including through the OAS, which assisted in the development of the
ENCS.>* It has also benefited from private-sector capacity building, such as Microsoft’s
creation of a Cybersecurity Engagement Centre in the country in 2017.>° Microsoft also
extended its TechSpark engagement program to Mexico, the only country other than the
United States to benefit from it.’® This is just one example of how Mexico benefits from its
uniquely close economic relationship with the United States.

Prospects for External Engagement

Mexico is the second-largest trading partner of the United States, and there are over forty
million U.S. citizens of Mexican heritage living there.”” Their relationship extends from trade
to security, and includes cross-border challenges—most significantly the trathcking of illegal
arms and narcotics, and the migration crisis—that can only be solved by working together.’®
Cybersecurity is one such challenge, reflected in their Working Group on Cyber Issues.
However, not least given the difficulties in relations at present,” there are opportunities for
other states to provide practical assistance in cyber capacity building in different areas.

Donors and providers of assistance need to coordinate among themselves and to deconflict
their efforts, but this would be easier if the government addressed Mexico’s cyber capac-
ity-building requirements in a more coordinated and well-structured manner. Assistance
also need not be limited to the federal government, and there could be more engagement
with individual Mexican states or sectors after identifying where governmental, corporate,
and wider nongovernmental assistance can be most effectively used. That Mexico’s national
policy is not yet comprehensively integrated is not a reason for external actors to delay or dis-
miss opportunities to engage with different institutional actors at the federal, state, or even
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city levels. In doing so, they should draw on the emerging body of global knowledge about
which capacity-building interventions are most successful. They should also commission
research into the applicability of wider lessons for effective capacity-building interventions in
Mexico. Wherever possible, formal evaluation of lessons learned should be a feature of their
interventions.*

National strategic coordination and weakness in education and skills could be two areas

for the United States and other external actors to target for cooperation. There are already
private-sector initiatives, such as Microsoft’s abovementioned efforts.”" Their effectiveness
should be studied, with the findings disseminated and widely used to shape future interven-
tions.®> The U.S. government has strong experience in institutionalization and education/
training initiatives, as well as a vibrant cybersecurity system (including corporate and
nonprofit actors) that can contribute to developing a whole-of-society approach to capacity
building in Mexico. But context is key and interventions need to be tailored to the country’s
requirements and constraints. Effective collaboration and partnership between donors,

providers, and recipients is also crucial.®®

Conclusion

AMLO’s term in office has been a missed opportunity to continue the progress made under
previous administrations. Instead of fully implementing the ENCS, cyber policy has stalled.
The timing has been particularly unfortunate given the recent global wave of cyber crime,
which has badly hit Mexico.

Cyber-related incidents, such as the Guacamaya revelations, have been downplayed, rather
than used as an opportunity to kick-start progress. Moreover, recent allegations about the
use of commercial spyware in ways that would seem to violate human rights underline the
relatively weak mechanisms of accountability and oversight regarding the defense and secu-
rity forces. The combination of these important drawbacks and Mexico’s relatively construc-
tive role in global cyber diplomacy suggests there is a “say/do gap” between domestic practice
and statements about responsible state behavior in cyberspace globally.

Mexico’s cybersecurity challenges are real and not easy to fix. The challenge of doing so is
exacerbated by the fact that the country must address other significant security threats, most
notably the strength of organized crime. But the ENCS still offers a plausible starting point
for what needs to be done. The new president who will be elected in 2024 will need to press
the reset button on cyber policy. The next administration should re-prioritize an actively led,
coordinated national approach that pursues further institutionalization and invests effec-
tively in improving education, skills, and the national cybersecurity culture and system. The
United States and other external actors—state and nonstate—will continue to have roles to
play in supporting such efforts.

Joe Devanny and Russell Buchan
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