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Introduction

Data localization has become a significant policy issue in India, as it has in many countries. Data
localization refers to various kinds of policy measures that restrict the free flow of data across geo-
graphic boundaries. Countries limit such data flows in multiple ways. In some cases, firms are
required to store a local copy of all data, even though this data can be taken and analyzed outside the
country. In other cases, countries do not allow any data to be taken outside their territorial

jurisdiction.

Opver the years, the Indian government has passed sector-specific data localization measures, but now
it is contemplating whether to pass a more expansive, economy-wide proposal. The Indian govern-
ment has released multiple official reports and documents over the last five years that have articulated
New Delhi’s objectives for pursuing further data localization. Advocates for localization in India have
highlighted the perceived economic benefits of processing Indian consumer data within the country,
asserting that greater data localization would enable greater innovation and a larger producer surplus
in the Indian economy. They also have noted the difficulties Indian law enforcement faces in access-
ing Indians’ personal data stored outside the country to prevent crimes and pursue investigations.
One especially noteworthy document, the Report of the Committee of Experts under the chairman-
ship of Justice B. N. Srikrishna, provided detailed reasons for proposing the localization of personal

data in India.!

While some claim that keeping local data within a country’s borders may result in economic and
security-related benefits, this is not always the case. Multiple considerations determine whether a
data localization measure has a net benefit on the localizing country. These considerations include the
precise objectives that localization is meant to achieve, the specific localization measures implement-

ed, the underlying economic context, and the country’s national security apparatus.

It makes sense that data localization proposals should be tailored to the country in question and that
the costs and benefits should be considered contextually. After all, localization is a significant depar-
ture from the existing design principles of the internet, which are premised on the free flow of data
across borders. Historically, consumers across the globe have gained access to innovative digital
products premised on free flows of data. While some argue that this arrangement increasingly does
not benefit local producers, local consumers have benefited from the proliferation of services created
outside their countries. Given all these considerations, localization in some cases might be disadvan-

tageous to a host country overall, even if it meets its stated objectives.



In addition to articulating the government’s reasons for considering more robust localization, the
Srikrishna Committee also formulated a data localization legislative proposal in the form of the 2018
Draft Personal Data Protection Bill.> Based on this draft, the Indian government introduced its own
2019 Personal Data Protection Bill in parliament. This bill contains a framework for implementing
data localization requirements across the entire Indian economy.? In parallel, other government

departments and bodies have also articulated reasons for data localization.*

The Indian government’s proposal to localize data must be evaluated on how well it would meet the
government’s multiple stated objectives. While there may be other reasons for and against data
localization, understanding whether such a policy change would meet these democratically articulat-

ed objectives is an important starting point.

Crucially, it is important to understand what specific variant of data localization (if any) would best
achieve the government’s objectives. Rather than pose the broader question (as some studies have) of
whether data localization would have a desirable overall impact on India’s economy, trade, or citizens’
privacy, the aim here is to examine what kind of data localization measure, if any, is best suited to
meet the Indian government’s objectives.” These include the aforementioned concerns over national

security, domestic law enforcement, and economic growth.

This paper is structured to contextualize, measure, and analyze the likely effects of various data
localization measures the Indian government could pass. First it gives the historical context of data
localization globally and in India particularly. Next it provides an overview of the rationale for
localization, its prevalence across jurisdictions, and the specific designs adopted in major jurisdic-
tions. Third, the paper explains the multicriteria decisionmaking (MCDM) methodology adopted to
understand what localization measures, if any, are best suited for the Indian context. The analysis of

these localization alternatives is presented in the paper’s fourth and fifth sections.

The research methods impose certain constraints on the precision of these findings. The research
approach combines both qualitative and quantitative information on different aspects of data localiza-
tion and seeks to create a ranking of localization alternatives. The scores provided in this analysis are
therefore indicative of the relative viability of a localization measure, rather than an absolute judgment
on its feasibility. In addition, while the suitability of data localization alternatives is analyzed with
regard to two objectives (data access for law enforcement and economic growth), the paper does not

provide an overall composite score or ranking for the data localization measures it considers.

This analysis contributes to the debate on data localization in multiple ways. First, this study analyzes
the viability of localization alternatives from the perspective of the state. The study is based on the

rationales the Indian government has given for pursuing such a policy. Second, the paper reaches



definitive conclusions on the viability of data localization with regard to certain officially stated
objectives. Data localization, for example, would not enable access to data in cases when the data
sought by Indian law enforcement is stored in another country and subject to foreign laws. This fact
has important implications. The best way to establish jurisdiction over data seems to be to do so
directly by establishing legal jurisdiction over firms that conduct business in India or to enter into
international arrangements that allow hassle-free access to data. Data localization is unlikely to help
India achieve objectives that actually require access to data. Law enforcement and national security
objectives may instead be best served by a combination of light-touch localization requirements
(such as mirroring requirements that mandate the storage of a local copy in India, while the data can
be processed and stored globally) and bilateral and multilateral frameworks that enable India’s access

to data stored outside its jurisdiction.

Lastly, this paper finds that local storage requirements could promote India’s stated objectives for
spurring economic growth. Such requirements could drive up demand for goods and services in
India, while also giving Indian firms a slight competitive advantage over their foreign peers. This
calculus depends on various contingent factors, such as whether the resultant demand for data
centers would be met by indigenous firms or through imports (which would not add to Indian gross
domestic product, GDP), the adaptability of Indian firms to the costs of implementing localization,
and the likelihood and severity of retaliatory measures by other countries on Indian service-sector
exporters. However, data localization is not required to give Indian producers greater access to
personal data for innovation. This is because, as stated before, localization does not by itself advance

jurisdictional claims.

History of Data Localization

The introduction of the internet transformed the global economy, altered how businesses are orga-
nized, and changed how trade is conducted. It also led to a significant increase in technology-driven
productivity. From 1992 to 2017, worldwide internet networks went from carrying 100 gigabytes
(GB) of traffic per day to over 46.6 terabytes (or 46,600 GB) per second.® It is estimated that, by
2022, global online trafhic will reach 150.7 terabytes per second.” The growth of cross-border data
flows has benefited many small and medium-sized enterprises around the world. There is evidence
that businesses that utilize the internet to trade globally have a higher survival rate compared to those
that do not.® Simultaneously, the free flow of data via the internet has also allowed multinational
companies to process large volumes of data across national boundaries. Free flows of data have
spurred significant innovation and productivity gains globally for both small and large firms.



The Case for Localization of Various Stripes

However, as the digital economy expands, countries have expressed four key concerns over the free
flow of data. These are: (1) storage of data on foreign servers, which has impeded data access for
domestic national security agencies, (2) the loss of economic benefits due to exploitation of data by
foreign firms, (3) concerns about foreign surveillance, and (4) misuse of personal data in violation of

privacy rights.

These risks have led many countries to conclude that data flows must be regulated. Data localization
is one such measure, and it is not a novel idea. Over the past two decades, many countries have
implemented restrictions on the free flow of data. Many countries have adopted localization require-

ments in selected sectors or industries, such as for critical infrastructure or national defense.

There are different ways data localization can restrict data flows by limiting the physical storage and
processing of data within a given jurisdiction’s boundaries.” These measures can be broadly divided
into two categories: hard and soft localization. Hard localization requires local storage and local
processing of data. This form of localization does not allow for cross-border data transfers. Soft
localization requires some form of local storage but allows data to be transferred and processed
outside domestic borders if certain conditions are met. These two broad categories can be subcatego-
rized more granularly. These include sector-specific localization, conditional localization, and general
localization measures that can be exempted by bilateral or multilateral arrangements. Table 1

provides definitions of the main variants.

TABLE 1
Variants of Data Localization

Type Definition

Sectoral Data localization for a particular sector of the economy. These specific forms of localizatio;n
sometimes can prevent data flows outside the country (hard localization) or other times can
allow data flows with some restrictions (soft localization).

Conditional Data localization whereby the storage, processing, and transfer of data is dependent on
certain conditional prerequisites. For example, the Indian Personal Data Protection Bill, 2019
requires data to be localized if the central government deems it to be critical personal data.
This type can have both hard and soft localization variants as well.

Bilateral/Muiltilateral Data localization measures that are dependent on bilateral and multilateral agreements that
Agreements participating countries have entered into. Countries can potentially have a general framework
requiring data localization and provide exemptions to specific countries or groups of countries.

SOURCE: Typology developed by the authors.



Different countries (and blocs) have employed data localization of varying designs, sometimes across

their entire economies and sometimes within specific economic sectors. One of the most significant

pieces of legislation on data flows is the European Union’s (EU) 2018 General Data Protection

Regulation (GDPR), which imposes conditions on the free flow of data affecting all EU member

states.'” China, meanwhile, requires that all “important data” concerning “critical information

infrastructure” be localized.!" Similarly, Russia requires all personal data of its citizens to be locally

stored.'? Other countries have taken other approaches. The United States requires that all defense-

related data be locally stored. For its part, Indonesia requires that all information related to public

services be localized." Table 2 provides a summary of major countries that have employed localiza-

tion measures.

TABLE 2

Data Localization in Major Countries/Blocs

Country/Bloc  Localization Type Sectors Relevant Law

China Unconditional Covers all sectors. Applies to Article 37 of China’s
critical information infrastructure Cybersecurity Law'™
and “important” personal informa-
tion of any natural person collect-
ed or produced by public commu-
nication and information services,
transport, energy, finance, or the
government™

Indonesia Unconditional All public services Information and Electronic

Transaction Law'®
Russia Unconditional All personal data of Russian Federal Law No. 242 - FZV
(mirroring) citizens
Australia Unconditional Sensitive personal health data My Health Records Act,
(sectoral) 2012 (amended in
2018")

United States Unconditional Critical information for Defense Federal Acquisi-
operational security and tion Regulation Supple-
national defense ment: Network Penetration

Reporting and Contracting
for Cloud Services (DFARS
Case 2013-D018)%°

EU Conditional transfers ~ All personal information General Data Protection

Regulation (GDPR)?




Countries have tried to simultaneously regulate the flow of data across territorial boundaries by way
of international frameworks. As table 3 shows, many bilateral and multilateral frameworks involve
countries promising to adhere to similar standards on personal data protection. In addition, they also
agree to facilitate the exchange of information needed for critical national security or law enforce-
ment purposes. Such agreements allow signatory countries to lower data localization requirements

for each other.

TABLE 3
Major Bilateral, Multilateral, and Legislative Arrangements on Data Localization

Name of Data Localization
Agreement/Measure

Countries Involved

Purpose

The Clarifying Lawful Overseas
Use of Data (CLOUD) Act?
(2018)

U.S. domestic
legislation.
Participating coun-
tries: United Kingdom

Facilitates countries gaining access to stored
foreign data in a timely manner through
executive agreements wherein both the U.S.
and the foreign governments “share a common
commitment to the rule of law and the protec-
tion of privacy and civil liberties."??

Osaka Track?* (2019)

A plurilateral initiative
started by Japan

A plurilateral framework that promotes cross-
border data flow with enhanced protections
among twenty-four countries and groupings.?®

APEC Cross-Border Privacy Rules
System (2005)

United States, Canada,
Mexico, Japan,
Singapore, Taiwan,
Australia, the
Philippines, and

South Korea

Facilitates a framework for cross-border data
transfers specifically for countries in the Asia-
Pacific.?®

United States-Mexico-Canada
Agreement (2020)

United States, Mexico,
and Canada

Facilitates the free flow of data between the
United States, Mexico, and Canada with privacy
and security safeguards.?’

Comprehensive and Progressive
Agreement for Trans-Pacific
Partnership (2018)

Member countries:
Canada, Australia,
Brunei, Chile, Japan,
Malaysia, Mexico,
New Zealand, Peru,
Singapore, and
Vietnam

Specifically prohibits localization requirements
among signatories.?®

Digital Economy Agreement
(DEA), (2020)

Member countries:
Singapore, Australia

Specifically prohibits data localization for
Australian businesses in Singapore and
vice versa.?




The Case for Localization in India

Before considering the recent localization measures the Indian government is contemplating, it is

helpful to give a snapshot of what the country has done so far. Like some other countries, India has

already adopted a patchwork of data localization measures in some economic sectors. For example,

the Reserve Bank of India requires all payment data to be stored in India, though it can be taken out

of the country for processing.’® Another sector-specific measure in the telecommunications sector

requires local storage and local processing of subscriber information and prohibits the transfer of

accounting information related to subscriber or user information.’!

Table 4 chronologically lists the major sector-specific localization measures already in effect in India.

As the table shows, many sectors of the Indian economy already require data localization, mostly by

way of local storage of consumer data.

TABLE 4

Sectoral Data Localization in India

Year

SI.No  Act/Initiative Mandate
Implemented

1 Public Records Act* 1993 Prohibits the transfer of any “public records”

outside India.*

2  Information Technology (IT) 2000 and 201 Prohibits the transfer of sensitive personal data
Act in 2000,** and the by a body corporate outside the country unless
Information Technology the other party can match the same level of
(Reasonable Security data protection mandated under the IT Rules.?
Practices and Procedures
and Sensitive Personal Data
or Information) Rules, 2011

3 Unified Access License for 2004 Requires local storage and local processing of
Telecom Service Providers subscriber information and prohibits the

transfer of i) accounting information related to
the subscriber and ii) user information.3®

4 National Data Sharing 2012 Mandates localization of all government-related
and Accessibility Policy data,® and allows sharing of all nonsensitive
(NDSAP)¥ data for "legitimate and registered use.”*®

5  Companies Act, 2013 2013 Requires local storage of the books of accounts

of Indian companies (including books and
papers stored in electronic modes)*°




6  MeghRaj Initiative (an 2014 Requires that all empaneled cloud service
Indian government initiative providers store “the data center facilities and
with respect to data storage the physical and virtual hardware"# only in
practices of government India.
departments and
authorities)

7  National Telecom MDM 2015 Requires all M2M gateways and application
Roadmap*? servers "“servicing customers in India to be

physically located in India."*?

8  FDI Policy 20174 2017 Requires all FDI-receiving entities in the
broadcasting sector to ensure local storage and
processing of subscriber data. It also prohibits
transfer of subscriber data outside India.*

9  The IRDAI (Qutsourcing of 2017 Mandates local storage of original payholders’

Activities by Indian Insurers) accounts.*®
Regulations, 2017
10  Reserve Bank of India 2018 and 2019 Mandates local storage of payments data; the

Storage of Payment System
Data

clarification issued in June 2019 mentions that
the processing of data may be done abroad, but
the final copy will be stored in India.*’

SOURCE: Compiled by the authors

The analysis in the rest of this paper assesses whether the additional data localization measures in the

proposed 2019 bill are suitable for achieving the government’s stated objectives. Now, as the Indian

government considers a more robust, all-encompassing bill on data localization, it is important to

assess the likely effects of such a policy in terms of the objectives it would be designed to meet. The

Justice Srikrishna Committee proposed data localization in the 2018 Draft Personal Data Protection

Bill it prepared as a part of its report. It provided a cross-sectoral data localization requirement, with

escalating levels of restrictions on the flow of personal data, sensitive personal data, and critical

personal data, respectively. The Indian government modified this proposal in the 2019 Personal Data

Protection Bill, which was introduced in the Indian parliament. The most significant change was that

a larger volume of data would be allowed to flow freely across Indian borders.

The bill proposes that localization measures be adopted across all sectors of the Indian economy for

specific categories of personal data. If the bill is passed, all data not deemed “sensitive” personal data

or “critical” personal data could be moved out of India freely. Categories of data defined as sensitive

personal data could only be taken out of the country if certain conditions were met, and this data

would have to be stored in India once processed. Critical personal data could not be taken out of



India except under very limited circumstances. The bill does not define critical personal data and
leaves it to the central government to define such data categories, but the terms have not been
publicly defined yet.

Any analysis of India’s data localization proposals must begin with the government’s four stated
objectives: (1) securing speedier and better access to personal data for law enforcement, (2) increasing

economic growth, (3) preventing foreign surveillance, and (4) helping enforce data protection laws.

On the national security front, Indian law enforcement agencies face difficulties when the personal
data of Indian residents is stored outside the country. The Justice Srikrishna Committee report states
that access to personal data for law enforcement agencies is one of the primary considerations for
requiring data localization. For example, it explicitly cites the local storage of data as a means of
facilitating speedier access to data for law enforcement agencies.*® The document also highlights the
importance of speedy access to data for national security purposes.”’ This thorny issue came to the
forefront when fake news circulating on WhatsApp in various parts of India resulted in mob violence
against innocent individuals.”® In many such cases, police needed information on the origin and
content of the messages, which were (and continue to be) encrypted. The Indian government wants
to exercise greater regulatory supervision over social media services like WhatsApp. Some observers

have posited that data localization would enable Indian authorities to do so.

In various government documents, New Delhi also makes it clear that fostering greater economic
growth is a key consideration, one that must be evaluated on how well it increases innovation, and
also the demand for data-related goods and services within India.”! To this end, it has also been
claimed that data localization will enable local I'T businesses to innovate and compete with large
technology firms. We therefore have to assess whether data localization measures enable innovation

and provide competitive advantages to such local businesses.

In addition, the Justice Srikrishna Committee’s report states that data localization is essential to
protect Indians from foreign surveillance.>® Similarly, the draft National E-Commerce Policy Report
also anticipated the role of localization in preventing foreign surveillance.” In 2013, Edward
Snowden, a former U.S. contractor for the Central Intelligence Agency, disclosed that the United
States’ National Security Agency was surveilling the communications of foreign governments and
citizens. This revelation highlighted the extent to which digital surveillance could be conducted.*
Simultaneously, the internet has also facilitated a steady increase in the scale and scope of cyber
attacks.” In 2020, a World Economic Forum survey ranked cyber crime as the “second most con-

cerning risk for doing business globally” over a ten-year horizon.*®

Finally, the committee’s report argues that data localization would enable India to maximize the

economic potential of the vast troves of personal data the country has generated.””



But the report does not provide any evidence for any of these four claims, based on which it advo-
cates data localization. Lastly, the committee’s report also discussed efforts to better enforce data
protection laws through the creation of a Data Protection Authority.”®

These are the four government-stated objectives that this analysis examined to gauge the potential

impact of an economy-wide data localization law in India.

Research Methodology for Evaluating Data Localization Proposals in India

To restate the paper’s central inquiry, the specific design of the localization measure in question must
be evaluated based on how well it would help the Indian government meet its stated objectives. To
do so, this analysis employs MCDM methods. These methods are useful for considering multiple
alternatives by ranking them on selected criteria. This method has been used previously for evaluat-
ing policy alternatives in a diverse range of fields such as energy, the environment, sustainability,

supply chain management, infrastructure, and others.”

To apply MCDM methods to the case of Indian data localization, it is necessary to follow these

seven steps:

* clearly define the relevant independent variables (the Indian government’s desired objectives
for pursuing data localization)

* clearly define the range of relevant dependent variables (in this case, the different data local-

ization measures the Indian government could adopt)

* identify clear, objective criteria for evaluating the relative merits of India’s various localization

options in terms of the government’s stated objectives

* design a suitable scale to measure the goal-based criteria and weight them appropriately so

that the effects of the localization policy variants can be compared to a standardized scale

* sct the baseline scenario based on the current status quo and state the study’s operative
hypothesis

* assign each policy option’s scores for each defined criterion by assigning a value from the
ten-point scale and properly weighting its value

* tabulate each policy option’s total score to evaluate its overall merits in a holistic way



The authors hypothesized that each objective articulated for localization would be achieved best
depending on what specific kind of localization measure is adopted. They expected that an assessment
of each alternative based on specific relevant criterion would help identify which kinds of localization
measures, if any, are best suited for achieving India’s objectives. At this stage of the analysis, the
running hypothesis was that more free flow of data would be better for economic growth, while law
enforcement objectives could be met by complementing the free flow of data with bilateral and/or

multilateral agreements that enabled data access for law enforcement agencies.

Identifying the Indian Government’s Stated Goals

The first step is to identify and define the Indian government’s objectives precisely. As explained in
the previous section, the following four objectives have been articulated in multiple Indian govern-

ment documents.

* securing faster and better access to personal data for law enforcement
* spurring increased economic growth and employment
* preventing foreign surveillance, and

* better enforcing data protection laws

The authors studied each objective to analyze whether any form of data localization would help meet
these stated objectives and realized that data localization does not enable governments to achieve the

last two objectives.

The prevention of foreign surveillance is a legitimate objective of every sovereign state. Nation-states
are interested in preventing the surveillance of certain categories of individuals such as senior govern-
ment officials, defense personnel, and sensitive scientific research personnel. In India, data localiza-
tion measures are already in place with respect to government data and communications, so further

measures to protect their data would be redundant.®

Therefore, the scope of the debate on the efficacy of data localization for preventing foreign surveil-
lance pertains to personal data that is not already subject to the regulatory requirements and other
steps mentioned above. This personal data could possibly include the personal data of government
officials generated while they act as private citizens outside the scope of their employment. However,
their personal data on social media platforms and other online businesses may be accessed legally by
foreign governments (as per the law of the foreign government) if such data is stored within the
jurisdiction of foreign governments.

Even if such data is stored locally, and if foreign governments are determined to access such informa-

tion, they would do so through mechanisms that make data localization redundant as a security



measure. Data security and confidentiality are increasingly guaranteed through data security features
other than data localization.!

With regard to the enforcement of data protection laws, as Basu et al. note, alternative approaches to
localization for improving the enforcement of I'T law are already in place in India.** Enforcement of
Indian law is ensured through local incorporation and establishment requirements, rather than
requirements that businesses locate physical infrastructure in India. Under the proposed data protec-
tion law, the enforcement of data protection laws would be contingent on foreign businesses estab-
lishing a business presence in India, not on data localization. The bill requires significant data-related
businesses (significant data fiduciaries) to register in India. The enforcement of data protection law
against such businesses would therefore be a product of their legal registration in India rather than
data localization stipulations.

For these reasons, the paper’s assessment of localization measures was confined to the achievement of
the first two objectives: securing faster and better access to personal data for law enforcement and

spurring increased economic growth and employment.

Once these objectives were clearly defined, the requirements for achieving them were disaggregated
and defined based on secondary research and discussions with stakeholders.®

For law enforcement’s access to data, the following considerations came into play.

e Crime prevention:
— Accessing encrypted data could help law enforcement prevent crime by monitoring
possible offenders
—  Monitoring of suspects’ social media accounts and financial activities using digital data
can help law enforcement track financing for terrorism and prevent attacks

* Investigation of crimes:
— Gaining faster access to data would help law enforcement investigate crimes more rapidly
—  Getting access to GPS data could help law enforcement locate suspects and criminal
offenders
—  Securing broader access to financial data could aid law enforcement in money laundering
investigations.

* Economic objectives
— Gaining access to data sets already available with foreign businesses could help give

Indian firms a competitive advantage in fields like artificial intelligence (AI)



— Making data more available could help lower barriers to scientific innovation for smaller
Indian companies

— Enacting data localization stipulations would likely produce economic benefits and create
jobs for more people in India, including both temporary and permanent positions (in

data center management, Al, and other industrial applications, for example)

Identifying the Different Localization Variants

After defining the Indian government’s objectives, the authors identified four different, mutually
exclusive variants of data localization measures that the Indian government could adopt (see table 5).
These include: (1) some form of conditional localization through data mirroring or local storage
requirements for critical personal data, (2) unconditional local storage requirements for all personal
data, (3) unconditional mirroring requirements for all personal data, or (4) the unconditional free
flow of data accompanied by bilateral and multilateral agreements for managing data access and
transfers. These four broad alternatives are categorized by the stringency of local storage requirements
and the scope of personal data that must be localized.

The authors then further disaggregated these variants into stylized models of more specific forms
their localization measures could take. While many more variations are theoretically possible, the
focus here is on the ones deemed most feasible given the current legislation that the Indian parlia-

ment is considering.®*

TABLE 5
Categories and Corresponding Alternatives of Data Localization

Localization Variants Granular Data Localization Alternatives

A conditional localiza- a) Conditional mirroring: This option would entail global storage and processing of
tion requirement that data with a requirement for local mirrored copies (only for critical personal
could entail either data) instead of full local storage and processing requirements.

mirroring or local
storage requirements
(for critical personal
data only)

b) Conditional soft localization: This alternative would involve local storage and
global processing only for critical personal data, and otherwise would be similar
to the previous alternative. However, this option would allow personal data to
be taken out of India for processing.

c) Conditional hard localization: This option would entail local storage and pro-
cessing, but only for critical personal data. This alternative assumes that the
baseline scenario applies to normal personal data, but certain sectors of the
economy and certain kinds of data would be subject to hard localization
requirements. This framework is proposed in the parliament’s bill with respect
to critical personal data.




Localization Variants

Granular Data Localization Alternatives

Unconditional local
storage requirements
(for all personal data)

a)

b)

Hard localization: This alternative would require local storage and processing for
all personal data. This does not represent the government’s current position in
the Indian parliament’s bill, which would apply to critical personal data only.
However, this assumption of complete data localization offers a clearer compar-
ative picture for assessment purposes. The scores for this alternative must
therefore be considered accordingly.

Local storage with global processing: This option would allow local storage, though
processed data would have to be kept in India. This approach would mean that all
personal data generated in India would have to be stored in India but could be
taken out of India for processing. This policy measure is the one that would be
applied to sensitive personal data under the parliament'’s current bill.

Unconditional
mirroring require-
ments (for all
personal data)

a)

b)

Free flow of data with mirroring (with MLATs): This alternative would mean
global storage and processing of data with local mirrored copies and the use of
mutual legal assistance treaties (MLATs). This approach adds a minor impedi-
ment to the baseline scenario by requiring that a copy of all data be mirrored in
India. All other parts of the baseline scenario remain the same.

Free flow of data with mirroring (with bilateral/multilateral frameworks): This
option would entail global storage and processing of data with local mirrored
copies and the use of bilateral or multilateral frameworks for data access. In this
variant of the mirroring alternative, mirroring would be required even if India
enters into bilateral or multilateral agreements for data sharing and access.



Localization Variants Granular Data Localization Alternatives

Unconditional free a) No localization (global storage and processing of data, with MLATS): This
flow of data with alternative would mean global storage and processing of data plus the use of
bilateral/multilateral MLATs. This is the baseline scenario that reflects the existing policy landscape

as of today. Other than sectors that already have their own localization require-
ments, there are no economy-wide data localization requirements in India. Law
enforcement access to data stored abroad takes place through the MLAT
process.

agreements for data
access and transfers

Under the current version of the Indian bill being considered in the parliament,
this baseline scenario would continue to apply to all personal data that is not
deemed sensitive or critical. India could possibly enter into international
agreements for access to such data in the future. This eventuality is considered
in the next alternative.

b) No localization (global storage and processing of data with bilateral/multilateral
agreements for data access): This option would involve global storage and
processing of data with bilateral or multilateral frameworks for data access. It
would be an improvement on the baseline scenario where data access issues
created by jurisdictional conflicts are resolved through MLATs. The authors
assume that such bilateral or multilateral agreements would allow Indian law
enforcement access to both content and noncontent data in all cases of serious
criminal investigations and prosecutions. Under such agreements, the operating
assumption is that the Indian government would be able to seek data access
directly from companies without having to go through a diplomatic or judicial
process in the host country. Similarly, for data access for commercial purposes,
the authors assume that data access under these agreements would require
minimal compliance and that adequacy requirements for data protection, if any,
would be liberally construed.

It is worth noting that this assumption does not reflect the dominant bilateral or
multilateral agreements, which limit law enforcement’s access to certain kinds of
data, or cross-border data sharing for commercial purposes.®® This paper adopts a
simplified model of international frameworks to streamline the analysis and to
provide a better understanding of how a framework that resolves all jurisdictional
conflicts compares to others. The scores for these alternatives must therefore be
considered accordingly.

Even so, these assumptions provide the advantage of considering the maximum
benefits available under a framework in which no localization is required and data
access across jurisdictions is frictionless. This stylized framework is helpful in
comparing such a regime with one that requires cross-sectoral hard localization.

Under the bill the parliament is currently considering, data access and transfer
issues could conceivably be resolved through international agreements. However,
this would not be the case for critical personal data.®®
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Identifying Criteria for Evaluating India’s Various Localization Options

After laying out these localization alternatives, the authors identified relevant criteria by which to
assess their relative efficacy in meeting the government’s objectives. This task was done by using the
aforementioned information to disaggregate the government’s two key objectives: improving law

enforcement’s data access and spurring economic growth.

Four criteria were identified for assessing which alternative would best meet the objective of improv-
ing law enforcement’s access to data: (1) the scope of access, (2) the speed of access, (3) the risk of
foreign retaliation against Indian firms abroad, and (4) the risk of data loss due to foreign firms
exiting India amid heightened regulations. Similarly, four separate criteria were isolated to gauge how
readily each localization variant would spur economic growth: (1) demand for goods and services, (2)
competitive advantages for domestic producers and competitors, (3) the risk of data loss due to
foreign firms exiting India amid heightened regulations, and (4) the risk of foreign retaliation against

Indian firms abroad.

A more detailed explanation for each of these criteria is given in the next section of the paper.

Measuring and Weighting the Goal-Based Criteria

To score each of the potential localization alternatives, the authors first used a ten-point scale for each
of the evaluating criteria (with ten being the scale’s highest value and one being the lowest). When
gauging both law enforcement access and economic growth, two of the criteria—the risks of retalia-
tory action and of data loss—the scoring method was flipped. More specifically, the localization
alternative posing the highest risk received the lowest score (zero) and the alternative posing the
lowest risk scored the highest (ten). The authors chose to make this adjustment so that the scoring of
the positive variables (data access and heightened demand, for instance) moved in the same direction

as the negative variables (retaliatory and data loss risks) rather than at cross purposes.

Once the scales were established, the next step was to assign a weight to each criterion. To do so, the
authors created a pair-wise comparison matrix where each criterion was measured against itself and
the other criteria. This exercise was conducted for all the criteria separately for assessing law enforce-
ment’s data access and the prospects for spurring economic growth. A detailed rationale for the usage
of this scale is given in appendix 1 based on the methodology developed by Saaty.”

In the end, the various criteria were weighted in the following way. When gauging law enforcement’s
access to data, the scope of data access was weighted at 31 percent, the speed of access was assigned
50 percent, the risk of retaliatory action against Indian firms abroad was listed at 5 percent, and the
risk of data loss came in at 14 percent. On the question of spurring economic growth, heightened

demand for goods and services was weighted at 36 percent, any competitive advantage accrued by



domestic producers or competitors came in at 38 percent, the risk of data loss stood at 18 percent,
and the risk of retaliatory action amounted to 18 percent. See appendix 1 for a full explanation of
how these weightings were determined. Based on this ten-point scale and weighting system, the

authors ranked all the criteria relative to each other and weighted them accordingly.

Setting the Baseline and Stating the Operative Hypothesis

Before the various policy options were scored, we decided to use India’s existing legal framework on
localization as a baseline case to measure the potential alternatives against. To review briefly, the legal
status quo does not impose localization requirements (except in specific, limited sectors) on the flow
of data, and law enforcement agencies use MLATSs to request access to data stored abroad. Other
alternatives were scored in relation to this baseline scenario. The baseline scenario is therefore listed
as alternative Al in both appendixes 2 and 3 (which provide the detailed scoring and rationale for

each policy alternative’s scoring).

Scoring Each Localization Policy Option

Scores for each localization alternative were assigned according to a simple calculation: each policy’s
assigned value on the ten-point scale times the assigned weight of that criteria weight. We provide an
example of this below using the alternative “No localization: global data storage and processing with
MLATs” from the law-enforcement objective. In each box below, the first number multiplied is the
policy option’s score on the ten-point scale multiplied by a second number representing its assigned
weight. On scope of data access, for instance, the policy option of no additional localization was
assigned a score of six out of ten, and this value was multiplied by 31 (for its 31 percent weighting)
to get a total of 186. The aggregate score in the final column on the right represents the tabulated
total of these four composite scores. (See appendix 2 for a detailed rundown of how each of the
policy options were scored in terms of granting law enforcement data access and appendix 3 for a
rundown of how they were scored in terms of spurring economic growth in India.) Other alternative
localization measures would score higher or lower than six out of ten on scope of data access, three
out of ten on speed of data access, nine out of ten on the risk of retaliatory action, and nine out of

ten on the risk of data loss, all numbers that affect the aggregate weighted scores.

Localization Scope of Speed of Risk of Risk of Adareaate
alternative Data Access Data Access  Retaliatory Action  Data Loss S Cg i . 9
(31%) (50%) (5%) (14%)

No localization: global

data storage and 6x31=186 3x50=150 9x5=45 9x14 =126 507
processing with MLATs




Tabulating Each Localization Policy’s Total Score

For each policy alternative, the authors added up the weighted scores in each criteria column to
assign an aggregate score (the farthest-right column in the example above). This process was done
twice for each policy alternative, once to measure its efficacy in terms of giving law enforcement data
access and again to measure its effectiveness in spurring economic growth. The alternative with the
highest aggregate score compares most favorably to other localization alternatives and is the most
likely to achieve the stated policy objectives: improving law enforcement access to data or fostering

economic growth and innovation, while balancing countervailing risks.

Which Localization Measure Would Best Secure Data Access for Law
Enforcement?

Lacking timely access to data held overseas can be a major constraint on Indian law enforcement
personnel when conducting investigations. This is usually because the data law enforcement is
seeking was collected in India and stored in another jurisdiction, leading to a conflict of legal sys-
tems. While MLATSs can offer access to personal data in such situations, this cumbersome process
often takes around ten months on average in all cases.®® Mandating local data storage and processing
through localization would not necessarily solve this problem since businesses can still be bound by
the laws of their home country even if they store their data in India.”

Indian law enforcement also faces issues with getting access to different kinds of data. Laws in other
countries prohibit their businesses from sharing certain kinds of data with investigative authorities in
other jurisdictions.”” One argument for data localization is that it will resolve both issues for law

enforcement agencies by enabling faster access to different kinds of data.

To measure which localization alternative would best help law enforcement get improved access to
personal data, the authors assessed the scope and speed of data access and the risks of foreign retalia-
tion against Indian firms abroad and of data loss stemming from foreign firms ceasing operations in

India to escape heightened regulations.

Two criteria (scope of data access and speed of data access) were clearly more important for the
fulfillment of this objective and therefore received a significantly higher weighting (31 and 50 per-
cent, respectively) relative to the others. Of these, the speed of data access has been clearly highlight-
ed to be more important in multiple documents.”!



The countervailing risk of data loss due to foreign companies leaving India receives a much lower
weighting (5 percent). While India does face a risk of losing foreign businesses, India is also a large
market, and foreign investments into technology have continued to flow into the country despite
localization already mandated in some sectors, and the impending prospect of localization under the
Personal Data Protection Bill. While it is logical to assume that localization would increase compli-
ance costs and lead to firms leaving India, this has not been borne out by evidence. Technology FDI
has continued to pour into India despite the increased threat of localization. In 2020, India received
its highest ever FDI inflows, mostly into the technology sector.”? Therefore, while this analysis
considers the possibility of losing business due to localization, recent evidence shows that the likeli-
hood of this occurring is extremely low. This criterion is therefore accorded a very low weight com-

pared to the two previous criteria.

Similarly, while there is a real threat of retaliatory action by foreign governments, this would be a
minor consideration in terms of Indian law enforcement’s overall stated objective of receiving greater
data access, so that criterion is weighted accordingly (14 percent). While there is a real and possible
threat of retaliatory action, the only recent such measure has been the measures the United States
adopted in response to China’s new national security law. There have been no other occurrences of
retaliatory action in response to a localization measure. Therefore, this criterion is assigned a low

weight based on the low probability of such actions materializing.

Scope of Data Access

Since Indian law enforcement’s limited access to certain kinds of data (specifically content data) held
overseas is a key constraint on law enforcement personnel’s ability to perform their duties, the
authors measured which localization variant would grant them access to the largest variety of person-
al data. At present, the status quo (see alternative Al in appendix 2) means that foreign firms are not
allowed to share content data, which is data that is identifiable to a specific user.”? U.S. companies
currently hold most of the personal data in the world, and therefore the main counterparts on
questions of access to such data are U.S. businesses.”* Because of an exception under the U.S.
Electronics Communications Privacy Act, U.S. businesses voluntarily provide noncontent data to

Indian law enforcement.”” This practice would continue regardless of which option India chooses.

Consequently, Indian law enforcement also has been increasingly requesting access to encrypted
data.”® Yet mere localization is not likely to significantly increase the scope of data available to Indian
law enforcement mainly because of a conflict between Indian and U.S. law.”” A U.S. law known as
the Stored Communications Act (SCA) prohibits businesses from sharing personal data with any
foreign government unless certain legally mandated procedures are followed. Only certain kinds of

data (noncontent data or subscriber information) can be shared with foreign law enforcement



without undergoing this process. That means that, with respect to Indian data captured by U.S.
businesses, the scope of accessible data for Indian law enforcement does not and will not vary signifi-
cantly based on which localization measures are enacted. The scope of India’s data access may, howev-
er, vary in relation to other countries (apart from the United States) that do not have similar block-

ing statutes.

Because of this, Indian law enforcement’s access to personal content data would increase the most if
India enters into a bilateral or multilateral framework because these frameworks would specifically
enable law enforcement’s access to an increased scope of data (see alternatives A2 and A4 in appendix
2). The status quo baseline scenario is clearly suboptimal because of the inefficiency of MLATSs (see
alternative Al in appendix 2). India could also make modest gains by imposing restrictions on the
flow of sensitive or critical personal data (see alternatives A7, A8, and A9 in appendix 2). This is
because, while data currently located in non-U.S. jurisdictions is theoretically easier to access if such
restrictions are imposed, data stored in the United States would continue to be as inaccessible as it is
right now. These limited gains could also be significantly impaired if non-U.S. jurisdictions imple-

ment laws similar to prevailing U.S. law.

In short, Indian law enforcement will not be able to access foreign-controlled encrypted data by
requiring localization. Doing so would require a legal mandate for decrypting data. Foreign business-
es who wish to continue to provide services to consumers in India would comply with this legal

mandate irrespective of whether they are asked to localize data.

Speed of Data Access

Since speedy access to personal data is such a key requirement for law enforcement investigations,
speed of access outweighs other considerations by a significant margin in this analysis.”® Both pre-
venting crime and investigating past crimes require quick access to relevant information, and delays

can drastically reduce the likelihood of success.

Under India’s legal status quo (see alternative Al in appendix 2), Indian law enforcement must first ask
a business for information about an individual. A business that is subject to U.S. law must then consid-
er whether it is has the information sought and crucially whether it is permitted to share such informa-
tion with Indian law enforcement. If the information is content data and therefore subject to U.S. law,
Indian law enforcement is asked to file an MLAT request.” If the MLAT request is directed to the U.S.
government, the U.S. Department of Justice reviews the request and then a prosecuting attorney
presents the request before a U.S. federal judge. If the judge agrees that the request meets U.S. judicial
standards for sharing that information, the court issues an order for the business to share such informa-

tion. As previously noted, on average this process takes a minimum of ten months.



While some form of local storage mandate might increase the speed with which Indian law enforce-
ment gains access to data collected by non-U.S. businesses, it would not affect the aforementioned
legal process for accessing content data from the United States (see alternatives A5—A9 in appendix
2). When it comes to data controlled by non-U.S. businesses, the speed of access for Indian law
enforcement under all potential local storage alternatives is essentially the same, but that does not
hold true for data controlled by U.S. firms. EU law, for example, does not contain provisions like
those in the U.S. SCA.* Therefore, data collected by a business that is subject to the EU’s GDPR
could be accessed faster if the Indian government were to impose a localization mandate. This is
subject to the EU’s existing legal framework remaining static. However, the best alternative available
for securing Indian law enforcement speedy access to content data is to enter into multilateral/
bilateral agreements that overcome jurisdictional conflicts over data (alternatives A2 and A4 in
appendix 2).

Data localization is likely to be insufficient for speeding up Indian law enforcement’s access to
personal content data. Other than entering into bilateral or multilateral frameworks, Indian policy-
makers can consider establishing local licensing requirements that would ensure that foreign busi-
nesses incorporate in India as subsidiaries or foreign branches and that the legal liability for collecting
and storing Indian data rests with such Indian entities. For example, the Reserve Bank of India’s
localization requirement on payment-processing businesses and other financial firms is enforceable
primarily because these entities cannot provide services in India without the Reserve Bank’s prior

authorization.®! Securing such authorization in turn requires them to register as Indian entities.

This is also how the United States exercises jurisdiction over data stored by its companies in other
countries. The SCA enables the U.S. government to access data stored outside the United States by
U.S. companies.® By making a claim of legal jurisdiction and regulating U.S.-based businesses, the
U.S. government can require access to data if such data is in the company’s “possession, custody or
control, regardless of whether such . . . information is located within or outside of the United

States.”%4

The Indian government may also therefore consider establishing legal jurisdiction to access data from
businesses that provide services in India. The 2019 Personal Data Protection Bill provides for the
registration of “significant data fiduciaries” in India.® However, it is unclear whether this registration
will be a form of licensure and authorization to conduct business in India, or a registration of the
service. The former would enable the Indian government to exercise greater jurisdictional control

over the businesses that collect and store data on Indian citizens, in a manner similar to U.S. law.



Risk of Data-Holding Foreign Businesses Exiting India

Foreign businesses could react negatively to any further localization requirements India may institute
for two reasons: escalating compliance costs and perceived privacy concerns. Any decision such firms
may make to stop providing services in India due to compliance costs would involve a careful consid-
eration of the benefits businesses would lose as well. India’s digital economy is growing rapidly.
Moreover, India is the world’s largest accessible data market, and an extremely competitive one at
that. These benefits would have to be weighed against any compliance costs to be incurred by busi-

nesses due to localization requirements.

Privacy concerns could also pose another serious reason for foreign businesses. U.S. and EU business-
es are affected not just by shareholder concerns over consumer privacy but also by laws in these
jurisdictions that place a great deal of weight on consumer privacy even in foreign jurisdictions.®® For
example, the United States has been ramping up pressure on its businesses providing services in
China after a new Chinese national security law was passed in 2017.% These contextual and political
considerations will also depend on the quality of bilateral relationships between India and countries
like the United States.

If foreign businesses stop providing services in India for either of these reasons, the Indian economy
would lose the benefits of these services, especially platform services that enable buyers and sellers to
conduct e-commerce. More significantly from the perspective of meeting this objective, Indian law
enforcement would lose access to the personal data of consumers already collected by such businesses

since they would no longer be operating in Indian territory.

It is likely that, in some cases, an Indian business may crop up to provide similar services to Indian
consumers, and the loss of the data and services could thus be mitigated. However, this process
would take time and may not occur in all circumstances. For example, when the Indian government
banned the Chinese social media app TikTok, user engagement on alternative apps remained much
lower: As one Indian observer put it, “although TikTok users shifted to other alternatives, user
engagement indicators such as app open rates and average session times are yet to catch up with
TikToK’s engagement levels.”®® This could be either because Indian substitutes do not exist, or be-

cause Indian competitors may be unable to replicate the same quality of service.®

This analysis therefore assigns the highest scores to localization alternatives that pose the least risk of
driving away foreign businesses. Alternatives that do not impose a local storage restriction would
pose fewer risks (alternatives A1-A4 in appendix 2) than ones that do. Therefore, even alternatives
that impose mirroring requirements but do not otherwise restrict the flow of data score high on this
criterion. Conditional localization requirements (alternatives A7—A9 in appendix 2) score the lowest



since, by definition, they restrict the flow of data that is considered more sensitive. In addition, the
compliance requirements for segregating classes of data depending on their sensitivity is also higher

than those of unconditional localization.

Risk of Foreign Retaliation Against Indian Firms Abroad

The analysis also measures the risk of other countries retaliating against localization measures taken
by India. Such actions might lead other countries to impose localization restrictions of their own on
Indian firms that export services and could negatively affect Indian data-related businesses that serve
consumers in these jurisdictions. For example, the U.S. government issued an executive order ban-
ning TikTok on the grounds that “TikTok automatically captures vast swaths of information from its
users, including Internet and other network activity information such as location data and browsing
and search histories. This data collection threatens to allow the Chinese Communist Party access to

Americans’ personal and proprietary information.”

Retaliatory measures could also involve measures that are not directly related to data. Countries that
may adopt such measures are those with significant exporters of data-related services to India, includ-
ing the United States.” Respondents in a November 2019 survey of Indian businesses by the Indian
Council for Research on International Economic Relations said that there is a fear of retaliatory
action against Indian I'T companies that use “off-shore models using citizen data of other countries.”
Such retaliatory measures would likely be stronger if India adopts stringent data localization

measures.

More stringent and comprehensive localization measures therefore carry higher risks of retaliatory
action. Unsurprisingly, alternatives that allow for the free flow of data score the highest. These options
pose the lowest risks of retaliatory action (alternatives Al and A2 in appendix 2). Unconditional hard
localization poses the highest risk of retaliatory action (alternative A6 in appendix 2).

Overall Assessment

The aggregated scores on these individual criteria provide a final ranking of the data localization
alternatives India is considering.”® The current status quo whereby Indian law enforcement seeks and
receives access to data through MLATS is clearly suboptimal (alternative Al). Localization measures
that allow the highest degree of free-flowing data through a bilateral/multilateral framework for data
access receive the highest aggregate scores (see alternatives A2 and A4 in appendix 2). A regime for
free-flowing data supported by bilateral/multilateral agreements would enable Indian law enforce-

ment to resolve the issue of conflicting legal regimes and expedite access to data. In addition, it



would also mitigate Indian law enforcement’s current inability to access different kinds of data due to
legal restrictions in foreign jurisdictions.” The model of multilateral/bilateral arrangements consid-
ered here does not reflect actual international agreements, which are either limited in the scope of
data covered or allow free-flowing data for specific purposes.” This analysis provides a framework for

thinking about the tradeoffs between free-flowing data versus localization restrictions.

As the scores highlight, restrictive localization options do not actually increase the speed or scope of
data access that Indian law enforcement enjoys. This is because foreign businesses are still required to
comply with the laws of their home country while serving consumers in India. This point is especial-
ly relevant given the existing market conditions whereby U.S. companies hold most of the world’s

data and U.S. privacy laws create a significant conflict with Indian laws.

The perceived benefits of data localization for supervisory purposes are therefore a function of local
incorporation and authorization requirements. While the Reserve Bank of India has implemented a
localization requirement, it is important to note that its localization requirement for payment service
providers has been coupled with the fact that the Reserve Bank specifically authorizes these business-
es to provide services, a step that requires them to register as Indian businesses.”® As Indian service
providers, such businesses are then regulated primarily by Indian law and the Reserve Bank of India.

Which Localization Measure Would Best Spur Economic Growth?

Many have asserted that localizing the data of Indian consumers within India would likely boost
India’s economic growth and support innovation more than the free flow of data.”” While there have
been some studies on the impact of localization requirements in India,”® no study has analyzed costs
and benefits of data localization across the economy comprehensively.

This analysis highlights the relative efficacy of different localization alternatives instead of providing
an absolute quantification of costs and benefits. It analyzes which localization alternative (if any)
would benefit Indian producers and the larger economy more than the status quo framework of
free-flowing data. This analysis looks at how different data localization alternatives fare on four
criteria: increasing demand for local goods and services, providing Indian firms a competitive advan-
tage, the countervailing risk of India losing access to data held by foreign companies that opt to pull
out of India rather than face greater regulations, and the countervailing risk of foreign governments

retaliating against Indian firms abroad.

Of these, the most weight is given to the first two criteria due to their direct relevance to economic

growth. Both these criteria receive approximately equal importance (36 and 38 percent, respectively).



Localization has the potential to increase local demand for data storage services, and this is an im-
portant factor that the impact of localization measures should be measured against. Similarly, many
have argued that localization will be beneficial for India because it would lead to competitive advan-
tages for local industry, and this has become another important reason articulated for requiring
localization in India. The countervailing risks of lost businesses (18 percent) and retaliatory action (8
percent) are given slightly higher weights here than they were in the law enforcement case. This is
because, by comparison, lost businesses and retaliatory actions by other governments against Indian
firms are more likely to have a direct impact on economic performance than on the data-access
capabilities of law enforcement. Specific reasons for the relatively low weightage for the countervail-
ing risks have been provided in the previous section. Those reasons remain the same for the purposes

of weighting criteria for this objective.
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A detailed explanation of these considerations and the findings is given below.

Increased Demand for Goods and Services

This analysis considers whether data localization would increase the demand for data storage services
and data storage infrastructure in India. Data storage services in the country are already growing, but
it is hard to determine how much of this growth is driven by the anticipation of data localization
requirements being imposed.” The relative increase in demand for such goods and services is there-

fore assessed depending on the localization measure imposed (see column C1 in appendix 3).

Data localization is likely to spur demand for the establishment of data centers in India. India is one
of the largest consumers of data in the world, and the size of its market is likely to double in the next
five years.'” At least some of the demand for storing this data is likely to be met locally, and localiza-

tion measures can give a fillip to such demand.

Data centers can have significant positive benefits for local economies. A 2014 impact assessment of
FacebooK’s data center in Sweden done by the Boston Consulting Group found significant direct
spending in the local area resulting from the establishment of the data center, and the study also
estimated that a total of 4,500 jobs would be directly and indirectly created during the life cycle of
the center. It also found that the presence of the company and its data center contributed to “the
emergence of a new ecosystem of information and communication technology companies . . . public

and private investments in infrastructure and utilities.”'"!

A report by the U.S. Chamber of Commerce on the benefits of data centers in the United States
stated that data centers create close to an average of 1,700 direct and indirect jobs when they are

being built and produce $243.5 million in output within a state.’” Other reports on the impacts of



data centers have noted similar direct and indirect benefits.'”® One report states that data centers
contributed to the creation of more than 45,000 jobs in the U.S. state of Virginia in 2018."

Another report studying the impact of data centers in the state of Washington estimates that the job
multiplier effect of data centers ranges from 2 to 3.54.'” In other words, for every job created within

a data center, there are 2 to 3.54 jobs created in the local economy.

It is likely that the establishment of data centers could have similar potential benefits for the Indian
economy. This possibility merits giving a significant weight to the effects that localization require-
ments may have on the demand for such goods and services in India. In addition, the discussion
above highlights that stricter data localization requirements would presumably lead to higher de-

mand for data centers in India.

However, it must be noted that domestic demand could be affected based on the value of imported
equipment required for data centers. A recent study by an Indian institution states that, while India
has comparative advantages in the production of certain items required for building data centers, in
the past few years, imports of equipment for data centers have grown at a much faster rate than
exports (with compound annual growth rates of 13.8 percent and 7.4 percent, respectively).'® In
addition, India’s overall trade balance has been worsening over the years, and there is very little added
domestic value for India on such imported products. So, even though demand for data-related
infrastructure can lead to GDP growth, the overall impact on GDP growth would also depend on
whether this demand is met with domestic production or imports.

On the whole, while localization measures would likely lead to an increase in demand for data
centers and indirect benefits to the economy, the overall effect of such demand on India’s GDP could
be negated to some extent by the trade imbalance alluded to above. This would be especially true in

the short term when the existing trend of increasing trade imbalances would be hard to reverse.

This analysis gives a modest increase in scoring to localization measures that promote the increased
usage of local data centers. A stricter localization mandate would result in the highest increase in
demand for data storage infrastructure and services because it would provide the highest incentives
for increasing local creation and production of data storage infrastructure within India. That likely
means hard, unconditional localization would lead to the highest increase in demand (alternative A6
in appendix 3), followed closely by requiring local data storage with global processing (alternative A5
in appendix 3).

The current baseline scenario of mostly unrestricted data flows receives the lowest score (alternative
Al), and data mirroring requirements also would likely create very limited additional demand

(alternatives A2 and A3) because data would continue to be stored in the most cost-effective loca-



tions for firms and would therefore not necessarily incentivize further creation of data storage infra-

structure in India.

Competitive Advantage for Indian Domestic Firms

Mandating data localization in India might put foreign firms at a disadvantage for two reasons. First,
these firms would have to incur the costs of data storage and processing capabilities in India as a
capital investment. Second, the recurring costs of renting or operating data-related infrastructure in
India would be higher than foreign firms’ existing costs. Conversely, restricting access to data storage

facilities in India may lead to higher prices for such services than at present.'”’

But these consequences would also affect Indian firms that currently store their consumer data
outside India.'” In addition, while some have argued that the storage of Indian data within India
would give a boost to domestic innovation, it is unclear how this would work in practice.'” While

the increased availability of data may have some economic benefits,'"

the sharing of proprietary
personal data would require additional policy measures, and even if such measures are contemplated,
it is unclear if data localization is necessary to implement them. In addition, as mentioned before in
the law enforcement section above, data localization does not advance jurisdictional claims for data
access. Jurisdictional claims for data access must be advanced by creating licensure or authorization
requirements for the operation of the relevant foreign businesses in India, while making data sharing

a condition of such authorization.

The earlier discussion on the risk of loss of data in the law-enforcement objective details the issues
with automatically assuming that Indian businesses would step in to replace any foreign service
providers that may decide not to provide services in India. As previously discussed, in the wake of
India’s ban on Chinese apps in India in 2020, Indian businesses found it hard to replace successful
Chinese apps. While this assumption of substitution by Indian businesses may hold true in the
medium to long term, it would be hard to attribute any such substitution solely to data localization,

especially over a long time period.

Additionally, barriers to the free flow of data could also hurt Indian businesses by increasing delays
and costs in terms of innovation if such businesses have collaborative ties with research or business
partners outside India.'"! Indian businesses would also need to use multiple data storage facilities if
they serve consumers outside India. Another study finds a positive correlation between innovation
and exports of digital services.''? Lastly, some research implies that additional costs in technologically
dynamic sectors seem to lead to greater concentration and further consolidates the market domi-

nance of “superstar firms”:



“Growth of concentration is disproportionately apparent in industries experiencing faster
technical change as measured by the growth of patent intensity or total factor productivity,
suggesting that technological dynamism, rather than simply anticompetitive forces, is an

important driver—though likely not the only one—of this trend.”'"?

The costs of localization may therefore be internalized better by large multinational technology firms

than Indian ones, negating significant competitive advantages.

Consequently, while local storage requirements, including unconditional hard localization (alterna-
tives A5 and A6 in appendix 3), provide a slight competitive advantage to local firms by forcing
foreign firms to invest in data storage services in India, this benefit is not significantly higher than
the baseline scenario (alternative A1) because a significant proportion of data center equipment is
imported and does not add to Indian GDP. This could, however, change if the growing data center
business in India were able to use Indian-manufactured equipment, or if other benefits such as job
creation significantly outweighed any loss of benefits. Moreover, these benefits have to be weighed
against the other disadvantages discussed above. Mirroring and conditional local storage require-
ments (alternatives A3, A7, A8, and A9 in appendix 3) also provide some advantages compared to
the baseline scenario, but these benefits are lower than local storage alternatives since the costs of

these requirements on foreign firms would be lower.

Risk of Data-Holding Foreign Businesses Exiting India

The risk of lost business related to foreign-controlled Indian data could be consequential for India’s
economy if foreign service providers opt to stop providing existing services or stop innovating for the
Indian market in the face of heightened regulations.!"* Businesses may be inhibited from providing
data-related services in India due to localization requirements that increase compliance costs, privacy

concerns, or both.

The greatest risk arises from conditional hard localization measures (alternative A6 in appendix 3).
The risks in that scenario may likely be higher than the risk from an unconditional hard localization
measure depending on how critical personal data is defined (alternatives A7, A8, and A9 in appendix
3). If the way the Indian government defines critical personal data raises privacy concerns in jurisdic-
tions like the United States, this could lead to a higher risk of lost business than even an uncondi-
tional hard localization measure. Predictably, the lowest risk of lost business related to Indian data
emanates from alternatives that impose few or no restrictions on free data flows (alternatives A1-A5

in appendix 3).



Risk of Foreign Retaliation Against Indian Firms Abroad

The countervailing risk of retaliation by foreign governments against Indian firms abroad remains the
same under this objective as it was when assessing law enforcement’s data access. Stringent localiza-
tion alternatives carry a higher risk of retaliatory action than others (alternatives A6 and A7 in
appendix 3).

The scores were aggregated to understand which alternatives would best meet the stated objective.'”
A regime that requires local data storage but permits global processing best meets the objectives of
promoting economic growth (alternative A5 in appendix 3). Following very closely in second are
regimes that require mirroring of Indian data within India (alternatives A3 and A4). The hard
localization requirement alternative is also a close second-best alternative (alternative A6). If hard
localization mandates are adopted, an unconditional localization measure scores higher than condi-
tional localization measures (alternatives A7, A8, and A9). This is because unconditional localization
scores higher on the effect it has on stimulating demand for domestic goods and services compared
to conditional localization. This means that the localization measure proposed in India’s data protec-
tion bill is not likely to be the design that can best achieve the government’s stated objectives for

economic growth and innovation.

Conclusion

Some key findings from the previous two sections bear repetition. Most significantly, access to data
stored outside India will require either or both of the following: a regulatory mechanism that would
allow India to advance a jurisdictional claim on the entities that store foreign-controlled content data
of Indian citizens and bilateral/multilateral agreements that reduce or remove conflicts between
Indian law and foreign (especially U.S.) law. Localization does not advance jurisdictional claims or

reduce conflicts in jurisdiction.

Ultimately, the best localization alternative for Indian law enforcement purposes is to enter into
bilateral agreements with countries that restrict access to such data. Localization measures do not
improve access to data significantly with respect to the United States because of domestic U.S. laws,
though they may help improve data access with respect to Indian service providers incorporated in
other countries. This is because, unlike the United States, many other jurisdictions do not prevent
access to personal data of nonresidents stored in their country. Even so, since a large proportion of
Indian consumer data is collected and stored by U.S. entities, localization is unlikely to be the best

overall strategy for improving law enforcement’s data access.



Meanwhile, a localization framework involving local data storage and global processing appears to be
the best alternative for enabling higher economic growth in India. This option is closely followed by
measures requiring mirroring of data, and alternatively, an unconditional, hard localization require-
ment. The key driver of these alternatives is the anticipated increase in the demand for goods and
services pursuant to forced localization. That fact notwithstanding, India has an increasingly negative
trade balance in the trade of equipment for data centers. The degree of impact this would have on
India’s net GDP growth depends on the continuation of this pattern of trade imbalance.

Notably, localization itself does not ensure data access that would drive innovation in India. Such
access is contingent on India exercising legal jurisdiction over entities that collect and control this
data, not on the data itself.

These analytical findings are contingent on the stylized design of the localization alternatives and an
assessment of existing facts and risks. It is likely that domestic policy measures or geopolitical chang-
es may affect the validity of this analysis. Still, these findings highlight the relative benefits of different
localization measures in the specific context of a developing country like India. India’s 2019 Personal
Data Protection Bill imposes a conditional, local storage requirement on personal data. This alterna-
tive is not the most beneficial alternative in terms of meeting law enforcement’s needs or spurring
India’s economic growth. The Indian government and other governments around the world can use
this framework to balance different considerations while deciding on the feasibility of data localiza-

tion requirements and other related policies.



Appendix 1: The Theoretical Underpinnings of the Criteria Weighting

Scale of Relative Importance

Score on Scale of Relative Importance

Meaning

1 Equal importance

3 Moderate importance
5 Strong importance

7 Very strong importance
9 Extreme importance
2,4,6,8 Intermediate values

e, ¥, Ve, Yo

Values for inverse comparison

SOURCE: Roseanna W. Saaty, “The Analytic Hierarchy Process: What It Is and How It Is Used,” Mathematical Modelling 9,

no. 3-5 (1987): 163, https://core.ac.uk/download/pdf/82000104.pdf.

Saaty’s scale allowed the authors to rank the criteria introduced in the methodology section of the

paper in relation to each other based on relative importance. Tables 6 and 7 provide the relative

comparison matrices for both the objectives: data access for law enforcement and improving eco-

nomic growth. The example below in table 6 provides a breakdown of how the criterion scope of

access was weighted by relative importance compared to the other criteria and itself.

TABLE 6

Analytical Hierarchy Process (Step 1) for Law Enforcement Access to Data Objective

Pairwise Comparison Matrix

Risk of Retaliation Risk of Data Loss

Scope of Speed of Against Indian Due to Foreign
Criteria Access Access Firms Abroad Firm Exits
Scope of Access 1 Y5 5 4
Speed of Access 2 1 7 5
Risk of Retaliation Against
Indian Firms Abroad Y% 5 1 Y%
Risk of Data Loss Due to
Foreign Firm Exits Ya Y% 5 1
Sum 3.45 1.842857143 18 10.2




By way of example, to fill up the first row of numbers in table 6, the authors answered four questions.

1.

How important is scope of access in relation to itself? Here, the criterion was simply mea-

sured against itself, giving a value of 1, which signifies equal importance.

How important is scope of access to speed of access? Getting access to all types of data is a very
important requirement for law enforcement. Yet while law enforcement agencies can usually
access metadata and subscriber data easily, they cannot access content data easily. In addition,
getting speedy access to data allows law enforcement to determine what other kinds of data are
required and seek access to this data too. Therefore, the authors concluded that localization is
less of an imperative for scope of access than it is for speed of access. This is why a value of 1/2
was assigned. This value is employed for inverse comparison and shows that scope of access is

less important than speed of access.

How important is scope of access to the risk of retaliatory action against Indian firms abroad?
Scope of data access is significantly more important than the risk of retaliation against Indian
firms abroad. This is because the probability of such retaliatory action is low. In addition,

these issues were examined from a law enforcement perspective, the gains from access signifi-
cantly outweigh the risks of retaliation. This is why a value of 5 was assigned, signaling strong

relative importance.

How important is scope of access in terms of the risk of lost data stemming from foreign
firms leaving India? Scope of access is more important to Indian law enforcement than the
potential loss of data. While Indian law enforcement will lose access to a foreign firm’s data
altogether if the firm chooses to leave India, the scope of access is still significantly more
important to Indian law enforcement. This is why an intermediate value of 4 was assigned,
signaling a strong relative importance for the criterion of scope of data compared to loss of

data.

A similar exercise was conducted for all the other criteria in this matrix. But this was just the initial

step in the process as the final weighting computation required more steps.

Similarly, below in table 7 is a breakdown of how the criterion demand for goods and services was

weighted by relative importance compared to the other criteria and itself.



TABLE 7

Analytical Hierarchy Process (Step 1) for Economic Growth Objective

Pairwise Comparison Matrix

Competitive

Demand for Advantage to Risk of

Goods and Domestic Producers/ Retaliatory
Criteria Services Competitors Loss of Data Action
Demand for Goods and
Services 1.00 1.00 3.00 3.00
Competitive Advantage
to Domestic Producers/
Competitors 1.00 1.00 3.00 4.00
Loss of Data Y3 Y3 1.00 4.00
Risk of Retaliatory Action Y3 Y3 Y4 1.00
Sum 2.67 2.58 7.25 12.00

Weighing the criteria for the second objective (spurring economic growth) entailed conducting the

same exercise again (see table 7) by answering the following four questions.

1. How important is demand for goods and services in relation to itself? Here, the criterion is

simply measured against itself, giving a value of 1, which signifies equal importance.

2. How important is demand for goods and services in relation to a boost to Indian firms’

competitive advantage? Competitive advantage is equally important to demand for goods

and services because, while competitive advantage for domestic producers is important from

the government’s perspective, the demand created is equally important. This is why it is

assigned a value of 1, signifying equal importance.

3. How important is demand for goods and services in terms of the risk of lost data stemming

from foreign firms leaving India? Demand for goods and services is slightly more important
than the risk of data loss. The risk of loss of data has low impact on economic growth and
innovation because data is nonrival and can be recollected/generated. In addition, the actual
probability of the risk materializing is low based on existing evidence of the behavior of
foreign firms and investments coming into India. Compared to this, the benefits from
heightened demand for goods and services is of larger economic importance to India’s do-

mestic economy. This is why it was assigned a value of 3, signaling moderate importance.



4. How important is demand for goods and services in relation to the risk of foreign retaliation
against Indian firms abroad? Admittedly, the risk of such retaliation would also affect Indian
firms operating abroad and thus directly impact India’s economic growth. But heightened
demand for goods and services is still more important for India’s economy than the risk of
foreign retaliation. This is why it has been assigned a value of 3 signaling moderate

importance.

Again, a similar exercise was conducted for all the other criteria in this matrix. But this was just the
initial step in the process as the final weighting computation required more steps.



Appendix 2: Measuring Law Enforcement Data Access and Data Localization

Alternatives Criteria
Scope of Access Speed of Access Risk of Retaliation Risk of Data Loss Score
(Weight: 31/100) (Weight: 50/100) Against Indian Firms (Weight:14/100) (S=C1+C2+(3+C4)
n (@) (Weight: 05/100) (C4)
((62))
No localization (global 6*31=186 3*50=150 9*5=45 9*14=126 507
storage and processing
of data with MLATSs)
(A1: Baseline)
Rationale 1.1. Scope of Access: 1.2. Speed of Access: 1.3. Risk of Retaliation 14. Risk of Data Loss:
Moderate (baseline).  Low. Law enforce- Against Indian Firms: The risk of data loss
ment can request that  Lowest risk of due to foreign firms
foreign firms grant retaliatory action choosing to leave or
access to data that because there would not to enter India
they do not have be minimal reason due to localization
jurisdiction over by for retaliatory action requirements would
going through an against Indian firms be lowest in this
MLAT process. On if the Indian alternative with no
average, such government keeps additional localization
requests take ten permitting the global requirements.
months before data storage and global
access is granted. processing of data.
No localization (global 9*31=279 9*50=450 9*5=45 9*14=126 200
storage and processing
of data with bilateral/
multilateral agreements
for data access)
(A2)
Rationale 2.1. Scope of Access: 2.2. Speed of Access: 2.3. Risk of Retaliation 24, Risk of Data Loss:

Significantly higher
than the baseline.
This is because
bilateral and
multilateral
agreements would
allow law enforce-
ment to access a
larger amount of data
that is the subject of
the agreement(s).v

Significantly higher
than the baseline.
This is because Indian
law enforcement
would be able to
access data of all
firms with which India
has a bilateral or a
multilateral
agreement.

Against Indian Firms:
This alternative would
again pose the lowest
risk of retaliatory
action to Indian firms
abroad as no
additional stringent
localization measures
would be adopted.

The risk of data loss
due to foreign firms
choosing to leave or
not enter India due
to localization
requirements would
continue to be as low
in this alternative as
in the previous one
for the same reason.




Scope of Access Speed of Access Risk of Retaliation Risk of Data Loss Score
(Weight: 31/100) (Weight: 50/100) Against Indian Firms (Weight:14/100) (S=C1+C2+(3+C4)
n (@) (Weight: 05/100) (C4)
@3
Free flow of data with 6*31=186 3*50=150 8*5=40 8*14=112 488
mirroring (with MLATs)
(A3)
Rationale 3.1 Scope of Access: 3.2. Speed of Access: 3.3, Risk of Retaliation 34. Risk of Data Loss:
Moderate (same as Low (same as the Against Indian Firms: The risk of data
the baseline). baseline). Slightly higher risk loss due to firms
than no localization choosing to leave
because of the or not enter India
imposition of a due to localization
localization requirements would
requirement in the be slightly higher in
form of mirroring. this alternative than
Mirroring may not in the previous one.
entail a significantly This is because
higher risk. mirroring does not
impose significant
local storage
requirements, nor
does it seriously
inhibit global flows of
data, though it does
increase costs for
foreign businesses.
Free flow of data 9*31=279 9*50=450 8*5=40 8*14=112 881
with mirroring
(with bilateral/
multilateral frameworks)
(A%)
Rationale 4.1, Scope of Access: 4.2. Speed of Access: 4.3, Risk of Retaliation 4.4. Risk of Data Loss:
Same as no Same as no Against Indian Firms: The risk of data loss
localization with localization with Same as A3. due to foreign firms

multilateral/bilateral
frameworks (A2).

multilateral/bilateral
frameworks.

choosing to leave

or not enter India
due to localization
requirements would
be the same as in A3.
This is because
mirroring does not
impose significant
local storage
requirements, nor
does it seriously
inhibit global flows of
data, though it does
increase costs for
foreign businesses.




Scope of Access Speed of Access Risk of Retaliation Risk of Data Loss Score
(Weight: 31/100) (Weight: 50/100) Against Indian Firms (Weight:14/100) (S=C1+C2+(3+C4)
n (@) (Weight: 05/100) (C4)
@3
Local storage with 7.5*31=2325 6*50=300 5%5=25 6*14=84 641.5
global processing
(A5)
Rationale 5.1 Scope of Access: 5.2. Speed of Access: 5.3. Risk of Retaliation 5.4, Risk of Data Loss:
In this alternative, Moderate. This is Against Indian Firms: Higher risk of data
while the data would because while all There would be a loss due to higher
be locally stored, data may be stored higher risk in this case  costs of localization-
Indian law enforce- in India, Indian law than in the previous related compliance
ment would still not enforcement still alternative. That is and higher concerns
be able to access would not be able to because this about privacy in
content data due to easily access it due to  alternative would foreign jurisdictions.
U.S. law, though it U.S. laws that prohibit  pose serious
would gain access to U.S. companies from constraints on the
non-U.S.-controlled providing such data. movement of data
foreign data. Data collected by outside the country.
non-U.S. companies This requirement also
could potentially be would prevent Indian
accessed more data from being
quickly thanin the stored in the
baseline. countries where
service-providing
businesses may be
incorporated and
whose laws they may
be subject to (like the
United States). This
would heighten the
risk of retaliatory
action significantly in
this scenario
compared to previous
alternatives.
Hard localization 7.5*31=2325 6*50=300 2*5=10 4*14=56 598.5
(A6)
Rationale 6.1. Scope of Access: 6.2. Speed of Access: 6.3. Risk of Retaliation 6.4. Risk of Data Loss:

Same as local storage,
global processing
(A5).

Same as local storage,
global processing
(A5).

Against Indian Firms:

This alternative would
pose the highest risk
of retaliatory action to
Indian firms abroad
since all data would
have to stay in India.

Foreign businesses
would face higher
costs compared to
those under the
previous alternative,
likely leading to a
higher possibility of
foreign businesses
deciding not to
provide services in
India compared to A5.




Alternatives Criteria
Scope of Access Speed of Access Risk of Retaliation Risk of Data Loss Score
(Weight: 31/100) (Weight: 50/100) Against Indian Firms (Weight:14/100) (S=C1+C2+(3+C4)
n (@) (Weight: 05/100) (C4)
((62))
Conditional hard 6.5*31=201.5 6*50=300 4*5=20 3*14=42 563.5
localization
(A7)
Rationale 7. Scope of Access: 7.2. Speed of Access: 7.3. Risk of Retaliation 74. Risk of Data Loss:

Lower in this
alternative compared
to the previous
alternative. This is
because, while Indian
law enforcement
personnel would get
access to some data
stored in the EU, they
still would not get
access to data stored
in the United States.
The scope of access
in this scenario could
be further reduced,
depending on the
definition of critical
personal data. This
scenario, however,
would still offer higher
data access than the
baseline scenario.

Same as local
storage, global
processing (A5).

Against Indian Firms:
Slightly lower than
A6. Even though less
data would be
localized under this
scenario, one of the
sources of risk in this
case would be the
privacy-related
activism of foreign
governments.
Therefore, even if the
economic reasons for
taking retaliatory
action would be
reduced, the risk of
privacy-related

actions would remain.

On the one hand,
there may be slightly
lower direct costs of
conditional localiza-
tion under this
scenario compared to
hard localization. On
the other hand, the
privacy-related
negative effects (such
as bad publicity and
shareholder activism)
could be higher if only
critical personal data
is localized. This
would also depend on
how critical personal
data is defined with
sensitivity to privacy
issues being higher if
critical personal data
can be targeted for
government misuse.
Therefore, on balance,
the privacy-related
negative effects
would be slightly
higher in this scenario
than in the preceding
alternatives, so the
overall score here
would be slightly
lower than all

the preceding
alternatives.




Alternatives Criteria
Scope of Access Speed of Access Risk of Retaliation Risk of Data Loss Score
(Weight: 31/100) (Weight: 50/100) Against Indian Firms (Weight:14/100) (S=C1+C2+(3+C4)
n (3} (Weight: 05/100) (C4)
((oc))
Conditional soft 6.5*31=2015 6*50=300 5*5=25 3*14=42 568.5
localization
(A8)
Rationale 8.1. Scope of Access: 8.2. Speed of Access: 8.3 Risk of Retaliation 84. Risk of Data Loss:
Same as A7. Lower Same as Ab. Against Indian Firms: Same as A7, since
in this alternative Same as A5. higher weight was
compared to A6 accorded to
above. The scope of privacy-related
data access here negative consequenc-
would, however, still es of localizing data.
be higher compared
to the baseline
scenario (since data
stored by EU
businesses in the EU
would be available to
Indian law enforce-
ment). This is why a
value of 6.5 of 10 was
given.
Conditional mirroring 6.5*31=2015 6*50=300 8*5=40 3*14=42 583.5
(A9)
Rationale 91. Scope of Access: 9.2. Speed of Access: 9.3. Risk of Retaliation 94. Risk of Data Loss:

Same as A8. This
scope will, however,
still be higher
compared to the
baseline scenario.

Same as A5.

Against Indian Firms:
Same as A3.

Same as A7, since
higher weight was
accorded to
privacy-related
negative consequenc-
es of localizing data.

Assumption 1. If India enters into a bilateral/multilateral agreement, it will be more beneficial for data access than the current system of
seeking information through an MLAT. For details regarding this assumption, see appendix 2. Assumption 2: Critical personal data is a
smaller set of personal data than sensitive personal data.




Appendix 3: Measuring Boosted Economic Growth and Data Localization

Alternatives  Criteria

Demand for Goods and Services  Competitive Advantage Risk of Retaliation Risk of Lost Score
(Weight: 36/100) (C1) for Domestic Producers Against Indian Firms Data Business (S=C1+C2+C3+C4)
(Weight: 38/100) (C2) (Weight: 8/100) (C3) (Weight: 18/100);(C4)
No localization 0*36=0 2*38=76 9*8=72 9*18=162 310
(Global storage and
processing of data
with MLATs)
(AT: Baseline)
Rationale 11. Demand for Goods and Services:  1.2. Competitive Advantage 1.3. Risk of Retaliation 14. Risk of Lost Data

This analysis highlights both
direct and indirect demand
for goods and services in
light of anticipated
localization requirements.
Direct demand for goods
and services would take the
form of infrastructure
requirements and demand
for labor. Indirect demand
would take the form of
demand for complementary
services, local infrastruc-
ture, and facilities for
employees. The building of
data centers is also likely to
lead to increases in tax
revenues, which are a net
addition to GDP even
though they do not increase
demand for goods and
services.

Yet net demand for goods
and services will depend on
the extent to which such
goods and services are
sourced from within India. If
the goods are imported,
such demand will add to the
GDP of other countries and
not India’s. A recent Indian
study shows that India is a
net importer of equipment
required for data centers
and that the negative trade
balance has been increasing
over time.

In this status quo scenario,
no additional demand for
infrastructure for local
storage attributable to
localization policies would
be created. Demand would
be driven by other market
pressures and policy
measures.

for Domestic Producers:

In this baseline
alternative, foreign
companies can
operate in India while
not having any
additional mandated
local costs in terms of
storing or processing
data in most sectors.
Domestic Indian firms
so far do not seem to
enjoy significant
benefits compared to
foreign firms.

Against Indian Firms:
This alternative
would pose the
lowest risk of
foreign retaliation
against Indian firms
abroad.

Business:

The risk of data loss
due to firms
choosing to leave or
not enter India due
to localization
requirements would
be lowest in this
alternative.




Alternatives  Criteria

Demand for Goods and Services  Competitive Advantage Risk of Retaliation Risk of Lost Score
(Weight: 36/100) (C1) for Domestic Producers Against Indian Firms Data Business (S=C1+C2+C3+C4)
(Weight: 38/100) (C2) (Weight: 8/100) (C3) (Weight: 18/100) ;(C4)

No localization 3*36=108 2*38=76 9*8=72 9*18=162 418

(Global storage and

processing of data

with bilateral/

multilateral

agreements for

data access)

(A2)

Rationale 2.1. Demand for Goods and Services:  2.2. Competitive Advantage 2.3, Risk of Retaliation 24, Risk of Lost

In this alternative,
localization measures
would go into effect only
with respect to countries
with which India does not
have any bilateral or
multilateral agreements.
This arrangement would
lead to some demand for
infrastructure requirements
from firms operating out of
jurisdictions without any
bilateral agreements.
However, this demand
could also be negated if
such firms choose to shift
operations to countries
with bilateral agreements.
They would do so in order
to continue providing
services to Indian
consumers but may find it
preferable to store data
outside India. In addition, a
significant portion of the
additional demand would
be met through imports
unless existing domestic
capacity is ramped up

for Domestic Producers:
Foreign firms that
want to process Indian
data would either have
to locally store and
process data or do so
in a country with
which India has a
bilateral/multilateral
framework. So the cost
for foreign companies
may be higher in this
alternative than the
previous alternative,
depending on the cost
of storage in India and
participating countries.
The critical condition
is the cost of data
storage in India. These
advantages have to be
weighed against the
disadvantages to
Indian firms that
currently store data
outside India but
would have to either
switch to a country
with which India has
signed an agreement
or move back to India
after this framework is
in place. The
competitive advantage
for local firms could
actually remain the
same as the previous
alternative.

Against Indian Firms:
This alternative
would again pose
the lowest risk of
foreign retaliation
against Indian firms
abroad as no
stringent
localization
measures would be
adopted.

Data Business:

The risk of data loss
due to firms
choosing to leave or
not enter India due
to localization
requirements would
continue to be as
low in this
alternative as in the
previous one.




Demand for Goods and Services  Competitive Advantage Risk of Retaliation Risk of Lost Score
(Weight: 36/100) (C1) for Domestic Producers Against Indian Firms Data Business (S=C1+C2+(3+C4)
(Weight: 38/100) (C2) (Weight: 8/100) (C3) (Weight: 18/100) ;(C4)
Free flow of data 3*36=108 2.5*38=95 8"8=64 9*18=162 429
with mirroring
(with MLATs)
(A3)
Rationale 31. Demand for Goods and Services:  3.2. Competitive Advantage 3.3, Risk of Retaliation 34.Risk of Lost
Mirroring requires less for Domestic Producers: Against Indian Firms: Data Business:
infrastructural capacity and ~ Any competitive Slightly higher risk The risk of data loss
investment than local advantage for Indian than in the scenario  due to firms choosing
storage. There would be firms would be involving no to leave or not enter
higher demand for minimal because the localization. India due to local-
infrastructure for local status quo would stay Mirroring may not ization requirements
storage under this scenario mostly the same, as entail a significantly ~ would be slightly
than with the no localiza- mirroring is not a higher risk. higher in this
tion option, but demand significant expense. alternative
would be lower than it compared to the
would be with local storage previous one.
requirements. However, This is because
because data would be mirroring does not
allowed to flow freely and impose significant
be stored anywhere around local storage
the world, the increased requirements, nor
demand for goods and does it seriously
services attributable to inhibit global flows
localization would not be of data, but it does
significantly higher. increase costs
for foreign
businesses.
Free flow of data 3.5*36=126 2*38=76 8*8=64 9*18=162 428
with mirroring
(with bilateral/
multilateral
frameworks)
(A%)
Rationale 4.1. Demand for Goods and Services:  4.2. Competitive Advantage 4.3, Risk of Retaliation 4.4. Risk of Lost
In this alternative, there for Domestic Producers: Against Indian Firms: Data Business:
would be additional Same as under the Same as A3. The risk of data loss

demand for local storage
since storage requirements
would be limited by
bilateral or multilateral
agreements. There could
also be some demand for
infrastructure requirements
from firms operating out of
jurisdictions without any
bilateral/multilateral
agreements. However, a
significant portion of the
additional demand would
be met through imports
unless existing domestic
capacity were ramped up.

scenario involving no
localization with
multilateral/bilateral
agreements. The cost
of mirroring continues
to be an insignificant
expense.

due to firms choosing
to leave or not enter
India due to local-
ization requirements
would slightly higher
in this alternative
compared with the
previous one. This is
because mirroring
does not impose
significant local
storage require-
ments, nor does it
seriously inhibit
global flows of data,
but it does increase
costs for foreign
businesses.




Alternatives  Criteria

Demand for Goods and Services  Competitive Advantage Risk of Retaliation Risk of Lost Score
(Weight: 36/100) (CT) for Domestic Producers Against Indian Firms Data Business (S=C1+C2+C3+C4)
(Weight: 38/100) (C2) (Weight: 8/100) (C3) (Weight: 18/100) ;(C4)

Local storage with 5*36=180 3*38=114 5*8=40 6*18=108 442

global processing

(A5)

Rationale 5.1. Demand for Goods and Services:  5.2. Competitive Advantage Risk of Retaliation 54. Risk of
This alternative would for Domestic Producers: Against Indian Lost Data Business:
include a significantly Foreign firms would Firms: There would In this case, the risk
higher demand for have a switching cost be a higher risk of of data loss would
infrastructure for local due to local storage retaliation in this be greater due to
storage (compared to all requirements. scenario compared higher costs of
previous alternatives). This However, some Indian to the previous localization-related
is because this alternative companies may also alternative. In this compliance and
would mandate that all have a switching cost, case, serious larger concerns
data be locally stored. negating their constraints on the about privacy in
However, since data could advantage over their movement of data foreign jurisdictions.
still be processed abroad, foreign competitors. would be imposed.
the direct and indirect The advantage would This requirement
demand for human capital be highest for those also would prevent
would be lower compared who already store data  Indian data from
to alternatives where local within India. These being stored in
processing is mandated. In local companies would  countries in which
addition, some of the have some competi- service- providing
benefits may, however, be tive advantage businesses may be
offset by lower demand because of the lack of incorporated and
resulting from higher costs switching costs and whose laws they
of local storage and the initially higher may be subject to
processing and the operating costs. This, (like the United
negative effects on trade. however, would be a States). This
Imports of goods required one-time cost/benefit scenario therefore
for data centers would be and would be unlikely heightens the risk
highest under local storage  to recur. of retaliation
requirement alternatives. significantly

compared to
previous
alternatives.

Hard localization 6"36=216 3*38=114 2*8=16 4*18=72 1418

(A6)

Rationale 6.1. Demand for Goods and Services:  6.2. Competitive Advantage 6.3, Risk of Retaliation 6.4. Risk of Lost
This alternative would for Domestic Producers: Against Indian Firms: Data Business:

likely see the highest
demand for infrastructure.
There likely would be
slightly higher demand for
data processing activities
within India compared to
the previous alternative.
This is because all data
would need to be stored
and processed within India.
This may, however, be
offset by lower demand
resulting from higher costs
of local storage and
processing and the
negative effect on trade.

Same as A5, since
there would be no
additional direct costs
for foreign firms.

This alternative
would see the
highest risk of retal-
iation against
Indian firms abroad
since all data must
stay in India.

Higher costs

would be faced

by businesses
compared to the
previous alternative,
likely leading to a
higher possibility of
businesses deciding
not to provide
services in India
compared to Ab.




Alternatives  Criteria

Demand for Goods and Services  Competitive Advantage Risk of Retaliation Risk of Lost Score
(Weight: 36/100) (C1) for Domestic Producers Against Indian Firms Data Business (S=C1+C2+C3+C4)
(Weight: 38/100) (C2) (Weight: 8/100) (C3) (Weight: 18/100) ;(C4)
Conditional hard 5.5*36=198 2.5*38=95 3*8=24 3*18=54 371
localization
(A7)
Rationale 71. Demand for Goods and Services:  7.2. Competitive Advantage 7.3. Risk of Retaliation 74. Risk of Lost
This alternative would for Domestic Producers: Against Indian Firms: Data Business:

prompt lower demand for
infrastructure than the
previous alternative. There
might be slightly higher
demand for data process-
ing activities within India
for activities related to
sensitive and critical
personal data. The bulk of
data would be allowed to
flow out of India. The
demand for goods and
services would therefore be
lower than in the
unconditional local storage
alternatives.

The competitive
advantage would be
slightly reduced in this
scenario compared to
hard localization
because switching
costs may vary
marginally depending
on the amount of data
required to be stored.

Slightly lower than
A6. Even though
less data would be
localized in this
case, one of the
sources of risk in
this criterion is the
privacy-related
activism of foreign
governments.
Therefore, even if
the economic
reasons for
retaliating would be
less pronounced,
the risk of
privacy-related
actions would
remain.

On one hand,

there may be slightly
lower direct costs of
conditional localiz-
ation compared to
hard localization. On
the other hand, the
privacy-related
negative effects
(such as bad
publicity and
shareholder
activism) could be
higher if only critical
personal data is
localized. This would
also depend on how
critical personal data
is defined (as there
may be higher
sensitivity to privacy
issues if critical
personal data is
defined to include
data that could
result in serious
privacy violations).
Therefore, on
balance, the
privacy-related
negative effects
would be slightly
higher than in the
preceding alterna-
tives. Consequently,
the overall score for
this alternative
would be slightly
lower than all the
preceding
alternatives.




Alternatives Criteria
Demand for Goods and Services  Competitive Advantage Risk of Retaliation Risk of Lost Score
(Weight: 36/100) (C1) for Domestic Producers Against Indian Firms Data Business (S=C1+C2+C3+C4)
(Weight: 38/100) (C2) (Weight: 8/100) (C3) (Weight: 18/100) ;(C4)
Conditional soft 5*36=180 2.5*38=95 5*8=40 3*18=54 369
localization
(A8)
Rationale 8.1. Demand for Goods and Services:  8.2. Competitive Advantage 8.3. Risk of Retaliation 84. Risk of Lost
Demand would be lower for Domestic Producers: Against Indian Firms: Data Business:
than in the previous Same as A7. Same as A5. Same as A7.
alternative, since data
would be allowed to
flow outside India for
processing.
Conditional 3*36=108 2.5*38=95 8*8=64 3*18=54 321
mirroring
(A9)
Rationale 91. Demands for Goods and Services:  9.2. Competitive Advantage 93. Risk of Retaliation 94. Risk of Lost
Same as A3. for Domestic Producers: Against Indian Firms: Data Business:
Same as A3. Same as A3. Same as A7.
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